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Abstract

The three components of vessel identification are radar, direct radio communication and 
Automatic Identification Systems (hereafter AIS).  AIS provides useful information such as a ship's 
course over ground, position, closest proximate approach, time to closest proximate approach, and 
speed.  Used in complement with radar and VHF radio, AIS is critical to negotiating passage and 
coordinating marine traffic in busy ports and passages.  Some AIS systems are even deployed to 
individuals to act as man overboard signals.  An AIS signal can be easily manipulated and spoofed on 
numerous counts in such a way that it poses a reasonable security risk.  This article will explore those 
threats and their exploitability in the wild.
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1. Introduction

No more than a decade ago, a pirate was know as either an illicit downloader or the far more 
romantic pirate of years past.  The source of legend, famous pirates like Blackbeard and Sir Francis 
Drake transformed stories into inspiration for imagination.  Sir Francis Drake lead an accomplished 
career first inspiring the idea of buried treasure with an exploit off the coast of Brazil and later, 
knighted under Queen Elizabeth I, the second in command of the 1588 defeat of the Spanish Armada.  
A decade ago, most would have considered piracy the stuff of history, no longer relevant to an 
enlightened and developed world.

Recent history has painted a different story with the rise of piracy in the Indian Ocean.  The idea 
seemed absurd at first, but Somali pirates worked their way into the picture through the 2000s.  This 
new generation of pirates came armed to the teeth not with knives, muskets and parrots but with AK-
47s and RPGs and motoring in small skiffs after commercial traffic.  

The odds against them, modern pirates must be resourceful in whatever tools they might be able 
to find.  One potential tool at their disposal is one of the very cornerstones of marine communication.  
AIS was recently reviewed by a small team at TrendMicro, illustrating a selection of vulnerabilities in 
both public facing AIS providers and potential AIS forgeries which could be abused on the water.  This 
paper will review these vulnerabilities, their feasibility, and threat.  Please see their full report at 
TrendMicro.1

1.1 Marine Communication
Marine communication operates through a variety of channels today including VHF 

(Very high frequency) and AIS and frequently supplemented by radar.  Radar needs little explanation as 
it is only a footnote to this conversation.  It provides rudimentary information about an object through 
radio wave sweeps including rough outline, speed, direction, and location.  Radar is useful in 
identification that there is 'something big out there,' but provides little information beyond that.  An 
even more ubiquitous method is the radio, used for verbal negotiation of passage, fishing conversations 
and emergency communication.  AIS provides a much more refined image of a ship than radar, and 
quickly forwards critical information about other ships.  Transponders broadcast on high radio 
frequencies giving a ship's position, speed and navigational status at time stamped intervals.  Receivers 
on other ships and land receive that information, overlaying it on a digital chart.  It is used to calculate  
course alteration between two converging ships, broadcast man overboard beacons, and shows density 
of fishing vessels.  Mandated on any ships over 300 gross tonnage and passenger ships, AIS is the 
standard in vessel identification covering an estimated 400,000 ships as of 2012 and is expanding.2  
While radar and standard radio offer supplements, the information provided by AIS is critical.

The standards of an AIS transmission are public and available, using Time Division Multiple 
Access to send AIVDM (other ships) or AIVDO (your own ship) sentences as their transmissions.3  
This standard sentence is broadcast on VHF with repeating 26.6ms timestamps and received by a 
variety of sources including other ships, military and coast guard, and land based AIS gateways and 
VTS (Vessel Traffic Services – similar to air traffic control towers for marine traffic).4  More 
information on the standards of AIS can be found in the bibliography at the location of the previous two 
footnotes.

1 Kyle Wilhoit and Marco Balduzzi, Vulnerabilities Discovered in Global Vessel Tracking Systems, TrendMicro Security 
Intelligence Blog, October 15, 2013, http://blog.trendmicro.com/trendlabs-security-intelligence/author/kylewandmarcob/

2 ibid
3 Eric S. Raymond, AIVDM/AIVDO protocol decoding, June 2011, <http://gpsd.berlios.de/AIVDM.txt>
4 Guidelines for Survey of Automatic Identification System (AIS), China Classification Society, 2003, Retrieved 

December 2013, <http://220.194.10.1/en../Rules%20and%20Research/YLB/GUIDELINES-No.4%20GUIDELINES
%20FOR%20SURVEY%20OF%20AUTOMATIC%20IDENTIFICATION%20SYSTEM%20(AIS).pdf>



1.2 Pirates of Today
Pirates off the coast of Somalia became more and more common after the start of the 

Somali Civil War, preying on ships entering and exiting the Gulf of Aden.  2011 saw the highest 
modern rates of piracy with 13% success of 189 pirating attempts.5  Not only did 2011 see a rise in 
piracy, it also saw both extreme profit for the pirates (with an average ransom earning $4.97 million) 
and heavy economic costs (between 6.6 and 6.9 billion.)6  Even while military protection has increased 
greatly in recent years, piracy remains a large problem.  

Most pirates operating off the Somali coast use small skiffs capable of high speeds to catch their 
prey.  Often operating from a slightly larger mothership (often a pirated fishing vessel), they are able to 
operate fairly far away from shore.7  Much like primitive whaling techniques, modern pirates will spot 
their target during daylight hours and send out a small raiding party on skiffs to board and capture the 
target.  There is little public information about the technology available to pirates, but based on the 
minimal funding they have for boats and arms it is safe to assume that their technological resources are 
minimal.

2. Exploring Exploitability

The security vulnerabilities of AIS are two fold.  The first is less a vulnerability with AIS as a 
lack of verification processes and easy tampering with input on public sites like http://vesselfinder.com.  
This paper will cover that process in section 2.1 and will then explore potential issues with the actual 
AIS protocol in section 2.2.

2.1 Tampering with data on online sources
There are a fair number of online vessel tracking sites including the aforementioned 

vesselfinder as well as marinetraffic and aislive.  The network that each of these sites has built is 
primarily a crowdsourced solution which uses a network of individuals who have volunteered to set up 
VHF antennas to receive any ships within range.  Marinetraffic offers in depth and specific information 
as to how to set up a base station.8  They (foolishly) trust their user input from around the world to 
provide them with NMEA 0183 AIS transmissions.  Each base station connects a VHF antenna to an 
AIS receiver and is received as follows:

{"nmea":"!AIVDM,1,1,,A,18UG;P0012G?Uq4EdHa=c;7@051@,0*53"}

Further research reveals a variety of easily available AIS APIs intended for decoding these 
messages, but the construction of AIVDM sentence construction reveals a lot about mutability.  From 
an API created by tbsailing, we learn that the composition of the previous message can be interpreted as 
JSON CSVs as follows in figure 1.
[{"navigationStatus":"UnderwayUsingEngine","rateOfTurn":0,"speedOverG
round":6.6,"positionAccurate":false,"latitude":37.912167,"longitude":
-
122.42299,"courseOverGround":350.0,"trueHeading":355,"second":40,"man

5 Anna Bowden and Dr. Shikha Basnet, The Economic Cost of Piracy 2011, Retrieved December 11, 2013 
<http://oceansbeyondpiracy.org/sites/default/files/economic_cost_of_piracy_2011.pdf>

6 ibid
7 Best Management Practices for Protection Against Somali Based Piracy, Suggested Planning and Operational Practices 

for Ship Operators and Masters of Ships Transiting the High Risk Area, Version 4, August 2011, 
http://www.mschoa.org/docs/public-documents/bmp4-low-res_sept_5_2011.pdf

8 Cover Your Area, Marine Traffic, Retrieved December 9, 2013, http://www.marinetraffic.com/en/p/expand-coverage



euverIndicator":"NotAvailable","raimFlag":false,"metadata":
{"source":"SRC1","category":"AIS","processedAt":1349874686600,"proces
sedIn":146,"decoderVersion":"1.0"},"messageType":"PositionReportClass
AScheduled","repeatIndicator":0,"sourceMmsi":{"mmsi":576048000}}]

 Figure 1.

Knowing this and with direct access to AIS source under GNU License, we now have the ability 
with a base station to create or modify any AIS equipped ships to fraud these public facing sites.9  A 
key part of understanding this section is that all ships equipped with AIS receive local transmissions 
through AIS, not through web service and are therefore not susceptible to this type of attack unless they 
include one of these online services as their primary AIS source, something strictly recommended 
against.   With that in mind the risks associated with this security hole are limited in utility but include 
the following:

• Modification of existing ships in their location, name, speed, course, and cargo.  This 
may be applied as a cheep prank to move individual ships or fleets around.  Plausibly 
one could relocate cruise ships off the coast of St. Thomas to the Charles River.  The 
threat level here is minimal.  The vast majority of people using these services for either 
their API or web versions are armatures interested in identifying ships, so with low 
incentive for fraud (except for kicks) and minimal risk that boat captains will even see 
this data, the potential for destruction is minimal.

• Creation of fictitious ships.  Similar to the above method, this could create confusion for 
an ammeter boater, but no AIS equipped boat would be susceptible to this attack.

• Modification of Aids to Navigation.  Some Navigational aids like buoys around major 
ports and lighthouses are equipped with AIS transponders.  These lighthouses could be 
'moved.'

The primary risk of any of these exploits is a amateur boat captain who elects the cheep way of 
following AIS by downloading an app on a tablet or phone and using that as a navigational source.  
There is risk in the future of this being marketed as a navigational aid, but as it would only be used by 
individuals on pleasure craft (with AIS mandated on larger ships), common sense, eyesight and safe 
boating practices should prevail in all situations in the future independent of these AIS flaws.  Any of 
the systems employed by large ships such as MOB, CPA or minimum draught alarms are built into the 
AIS transponder and therefore have no connection with these web services.  

2.2 Tampering with or false broadcast of AIS transponder data
The second class of attacks are designed as AIS spoofing on the water.  This class of 

attacks is much higher risk and reward for those who wish to exploit it.  Given the composition of an 
AIS message from the previous section, we now know how to craft one of our own.  This time, rather 
than false reporting to an online source, we can craft our own messages on the water.  The objective of 
these exploits are to gain attention by providing provide false information.  The cost of these attacks 
includes an AIS transponder, intimate knowledge of AIS's systems, and a universal software radio 
peripheral.10

• Broadcasting a Man Overboard distress signal at a location.  Many ships equipped with AIS 
have automatic MOB alarms which would trigger in an event of a MOB distress call.  If this 
distress call was made within a variable range, this could be a potential method for getting a 
ship to alter course and slow down to help.

9 Rubund, Open Source Software for Demodulating and Decoding AIS Messages, gnuais, Retrieved December 3, 2013 
<https://github.com/rubund/gnuais>

10 Kyle Wilhoit and Marco Balduzzi, Vulnerabilities Discovered in Global Vessel Tracking Systems, TrendMicro Security 
Intelligence Blog, October 15, 2013, http://blog.trendmicro.com/trendlabs-security-intelligence/author/kylewandmarcob/



• Creating a false ship location in the path of another ship in order to trigger a Closest 
Proximate Approach (CPA) alarm.  Similar to the above method, this could help divert a 
ship into a trap.

• Impersonation of authorities.  By far the most serious flaw, this allows an attacker to disable 
a remote ship's AIS transponder permanently so it can no longer broadcast it's location, nor 
receive transmissions from other ships.  Yet it remains visible to the attacker.  While VHF 
radios would still work for distress calls, this does open a serious vulnerability for ships to 
sail into a black zone, making them only visible to their attacker.
 

These risks have potentially life threatening consequences.  Their risk of use by state actors in 
naval engagement is minimal, as any naval engagement would never rely solely on AIS for 
communication.  That said, use by guerrilla forces has serious potential.  A pirate using these 
techniques in conjunction with physical arms could increase their rate of success in capturing ships by 
attempting to move them into strategic positions through the first two attacks.  Once in a given area, 
they could disable AIS transmissions potentially increasing the response time of military aid.  In a 
situation where seconds make the difference between successful capture and unsuccessful capture, 
these tools could provide valuable.

2.3 Practical Applications
Pirates off the coast of Somalia have proved themselves resourceful, expanding their 

range well off the coast of Somalia and operating in tight knit organizations.  Further, profits enjoyed 
by pirates have served as an incentivizing force as ransoms remain historically high. Insurance 
companies and Al-Qaeda alike have joined the gold rush in the Indian Ocean.11  That said, pirates have 
yet to be on the public record using AIS to help their search illustrated by Best Management Practices 
for Protection Against Somali Pirates encouraging ships to continue using AIS when in pirate infested 
waters.12  While AIS has yet to be exploited on record by pirates, the cost of an AIS transponder is 
between $500 for a class B and $2000 for a class A and the cost of a universal software radio peripheral 
is approximately $2000.13 14  Alternatively a modified VHF radio ($200) provides adequate for 
broadcast.15 As long as shipping to Somalia is not included by Milltech or National Instruments, the 
risk of use is relatively low.

While outside the explicit range of this paper, AIS is often enforced in fishing vessels to prevent 
fishing in no-fishing zones.  Personal AIS spoofing has practical applications in exploiting that 
vulnerability.

2.4 Supporting Code Example
Regrettably, the cost of hardware is outside of my research budget making a demo 
impossible, however below is an explanation of the syntax of an AIVDM sentence.  
Understanding and reversing the fields of an AIVDM sentence permit us to broadcast false 
data.

11 J. Peter Pham, The Pirate Economy: Why the U.S. Navy Can't Win This Fight, Foreign Policy, 
http://www.foreignpolicy.com/articles/2009/04/12/the_pirate_economy

12 Best Management Practices for Protection Against Somali Based Piracy, Suggested Planning and Operational Practices 
for Ship Operators and Masters of Ships Transiting the High Risk Area, Version 4, August 2011, 
http://www.mschoa.org/docs/public-documents/bmp4-low-res_sept_5_2011.pdf

13 AIS Transponders, Milltech Marine, Retrieved December 13, 2013http://www.milltechmarine.com/AIS-
Transponders_c_14.html

14 NI USRP-2920, National Instruments, Retrieved December 13, 2013, 
http://sine.ni.com/nips/cds/view/p/lang/en/nid/209948

15 Kyle Wilhoit and Marco Balduzzi, Vulnerabilities Discovered in Global Vessel Tracking Systems, TrendMicro Security 
Intelligence Blog, October 15, 2013, http://blog.trendmicro.com/trendlabs-security-intelligence/author/kylewandmarcob/



An AIVDM sentence is broken up into fields:
0 !AIVDM identifies this packet as a transmission from another ship.
1 An indicator (either 1 or 2) of how many packets comprise a transmission.
2 An indicator (either 1 or 2) of which number packet of a transmission this one is.
3 Sequential message ID for messages that span multiple sentences. 
4 AIS channel (A - 161.975Mhz or B - 162.025Mhz) which the sentence is on.
5 The bulk of the payload in ASCII characters separated sequentially (see below)
6 Buffer space

Field Len Description Units
0-5 6 Message Type Constant: 1-3
6-7 2 Repeat Indicator Message repeat count
8-37 30 MMSI – ID associated with ship 9 decimal digits
38-41 4 Navigation Status Under way using engine, at 

anchor, not under command, etc
42-49 8 Rate of Turn (ROT) -126-126 rate left or right of turn
50-59 10 Speed Over Ground (SOG) Tenth of a knot increments
60-60 1 Position Accuracy -
61-88 28 Longitude Minutes/10000 (+/-) 
89-115 27 Latitude Minutes/10000 (+/-)
116-127 12 Course Over Ground (COG) Relative to true north, to 0.1 

degree precision
128-136 9 True Heading (HDG) 0 to 359 degrees, 511 = not 

available.
137-142 6 Time Stamp Second of UTC timestamp
143-144 2 Maneuver Indicator See "Maneuver Indicator"
145-147 3 Spare Not used
148-148 1 RAIM flag -
149-167 19 Radio status -

Figure 2,3.16

For a theoretical demonstration we will use a local ship's AIVDM checkin code for a local ship and 
demonstrate how to move it to another location.  We start by attaching a VHF antenna to an AIS 
receiver and then to a base computer.  From the computer we have a packet 
“AIVDM,1,1,,A,15MgK45P3@G?fl0E`JbR0OwT0@MS,0*4E”.  The code to decode, recode 
and broadcast is out of the scope of this project, so we will treat the encoding like a magic box.  From 
the previous table, we recognize that bits 61-88 (G?fl0) correspond to longitude, and 89-155 (E'JbR) 
correspond to latitude. Meaning to put this boat in the Gulf of Aden, we change the latitude value to 
7000 (output 12.23339º North) and the longitude to 3Z000 (output 49.37045º East) and rebroadcast.

16 Eric S. Raymond, AIVDM/AIVDO protocol decoding, June 2011, <http://gpsd.berlios.de/AIVDM.txt>



3. Conclusion

While the costs for changing this protocol are exceedingly high, requiring each and every ship 
with AIS to change hardware, the best time to fix a flaw is before it is exploited.  As more laws 
mandate use of AIS, the public remains blissfully unaware of these potential exploits.  With each 
passing day, we become more and more entrenched in this old technology which has been 
demonstrated to not be tamper proof.  The more ubiquitous AIS becomes, the greater the incentive is to 
tamper with it, and the harder it is to escape from a broken technology.  In the real world it is highly 
unlikely that we switch away from AIS unless it is exploited in a dramatic way that brings it into the 
public and policy maker's view.  To implement a new system, it would need to be an encrypted, radio 
broadcast protocol which operates under C.I.A. standards for confidentiality, integrity, and availability.  

This represents a broader critical worry about old infrastructures employed by the state which 
are immutable by design.  It is fully conceivable that the flaws illustrated by AIS hardware are included 
in other pieces of infrastructure such as power grids and transportation.  Looking forward, it is critical 
to design these infrastructures so that they are both more secure by design, but also can accept software 
or cheap hardware updates when flaws are discovered.

So while we are safe from pirates using AIS now, we must maintain constant vigilance and a 
variety of other defensive measures while pushing to reform AIS protocols to be more secure.
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