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Abstract 
 

Contemporary geopolitics has made 

conventional warfare and acts of territorial 

aggression between superpowers a fortunate 

tactical impossibility. The United States and 

China, unwilling to go to war over tangible, 

terrestrial holdings, must exert and maintain 

their influence instead in another arena: 

cyberspace.  

 This reality, that America must establish and 

maintain a theater-wide, globally concerned 

cyber-warfare and cyber-security policy, is one 

that the nation has only recently begun to come 

to terms with. This recent history is marked by 

conflict with many players on the global stage, 

but most notably with the United States’ premier 

economic and geopolitical rival, China. 

 Trans-Pacific cyber-warfare between these 

two political entities is far and away the largest-

scale entanglement of its kind between two 

sovereign nations to date. In this paper, the brief 

but dramatic history of this conflict is outlined. 

The current context of American and Chinese 

capabilities, both offensive and defensive, is 

explored. Lastly, the implications of this conflict 

on the future of warfare, espionage and 

diplomacy are discussed. 

 

1 Introduction 

  

Large-scale cyber-warfare, once consigned to 

the realms of science fiction and fantasy, is 

quickly becoming a reality for the United States. 

In March 2013 top US security officials declared 

that the threat of cyber-attack was a greater risk 

to American national security than Al Qaeda or 

other conventional terrorist groups.
[1]

 The 

chairman of the US House Permanent Select 

Committee on Intelligence, Rep. Mike Rogers 

(R-MI), expressed concern in July 2013 that 

“most Americans don’t know” that America is 

“in a cyber war today.”
[2]

 It seems that only 

recently have lawmakers begun to understand 

the importance of cyberspace in relation to 

national security. This sentiment was solidified 

in the defense sector when, in 2010, the 

Pentagon formally recognized cyberspace as a 

domain of warfare, stating that “although 

cyberspace is a man-made domain, it has 

become just as critical to military operation as 

land, sea, air and space.”
[3]

 American citizens 

and statesmen alike are only now catching up to 

the magnitude of this shift in foreign policy. 

 American interests have come into conflict on 

many fronts in its global expansion across both 

public and private networks. Due to the nature of 

large-scale cyber-warfare, it is usually 

impossible to discern the geographic origin of an 

attack. As such, it is difficult to assign or 

ascertain political culpability in the case of most 

attacks. Instead, until an attacker can be 

identified, the source of an attack or a related 

series of attacks is called an advanced 

persistent threat (APT). In February 2013, 

cybersecurity firm Mandiant released a report, 

“APT1: Exposing One of China’s Cyber 

Espionage Units”, directly implicating for the 

first time the Chinese government in one of the 

largest advanced persistent threats against 

American network security interests. This 

discovery allows us to understand the full extent 

of Chinese penetration into American systems, 

and gives us the opportunity to contextualize 

American cyber-espionage and cyber-security 

responses. 

  

2  History 

 

The first recorded attacks on Western networks 

attributed to efforts made in part by the Chinese 

government date back to 2005.
[4]

 At this point in 

time, it has been determined that Chinese 

attackers began to attack and otherwise scan 

American network resources in order to 

determine potential software exploits. Since 

then, a series of successful attacks have been 

made by China against the United States, 

resulting in the theft of hundreds of terabytes of 

data from over 140 American major political, 

economic and social institutions. As determined 

by the Mandiant report, these attacks have by-

and-large been executed by a specialized unit of 

the People’s Liberation Army of China (PLA). 

The Shanghai-based Unit No. 61398, which 

until the release of the Mandiant report was 

known only as APT1, represents the bulk of the 

Chinese cyber-warfare effort against American 

interests, and its actions represent the main 

Chinese threat against the American defense of 

sensitive networks. 



 American organizations found to have been 

attacked by Chinese cyber-espionage agents are 

spread along a wide spectrum of industry: 

organizations in everything from tech to energy 

to education have been confirmed victims of 

PLA penetration. However, victim-organizations 

tend to fall under a certain profile, in that they 

represent interests in which China possesses a 

disadvantage relative to the United States.
[5]

 This 

includes weapons systems, financial services 

and software, and chemical processing; as such, 

Northrup Grumman, Symantec and Dow 

Chemical have all found themselves to have 

been the victim of penetration attacks by the 

PLA in the past six years. A famous 2010 case 

found search engine monolith Google to have 

been compromised by Chinese attackers, with 

the Gmail accounts of two human rights activists 

exposed during the raid. Google, which had 

already entertained a tenuous relationship with 

China prior to the incident, threatened to pull out 

altogether from the country which had already 

imposed unprecedented restrictions on search 

results generated in the People’s Republic. 

Attacks and attempted penetrations of this nature 

continue even today. At the time of writing, the 

United States and China are presently engaged 

in prolonged talks to limit cyber activity on both 

sides of the Pacific.  

 China, however, is not solely culpable in the 

escalation of trans-Pacific cyber-warfare. In 

June 2013, China’s director of the National 

Computer Network Emergency Response 

Technical Team, Huang Chenging, stated that 

the Chinese have “mountains of data” pointing 

to American cyber attacks on Chinese systems. 

Data on American attack profiles are slim, but 

Chinese figures state that American-based 

attacks have compromised almost three million 

mainframe computers on the mainland.
[6] 

  

3 Modes of Attack, Considerations for 

Defense 

 

The activities of Unit No. 61398 and other 

Chinese-based advanced persistent threats 

follow a relatively strict template for achieving 

and exploiting systems penetration, as outlined 

in the Mandiant paper. The lifecycle of a PLA-

originating attack can be broken down into 

seven steps. (1) Initial Compromise. Attackers 

attempt to make first contact with systems by 

compromising the accounts of individual users. 

One of the most common vehicles of penetration 

is called spear phishing, which, as the name 

suggests, involves the direct targeting of 

potential victims with phishing attacks by 

attaching malware to email attachments or 

linking victims to websites containing malicious 

code. Once Initial Compromise of a system has 

been performed, an attack can move on to the 

next stage. (2) Establish Foothold. Once a 

compromise of a system has been made, an APT 

must establish a “base of operations” within the 

compromised system. In the general case, this 

entails the acquisition and gaining of control of 

at least one computer within a targeted system. 

First, a backdoor must be “opened”. This can 

necessitate the use of a publicly available 

backdoor (W32/Poison Ivy  is a common 

example of this, which “bypasses normal 

security mechanisms to secretly control a 

program, computer or network”
[7]

) but can also 

involve the use of a “custom” backdoor installed 

by the attacker. Once a backdoor has been 

opened in a compromised computer, an 

encrypted network connection is made from the 

point of compromise back to an APT-controlled 

console. (3) Escalate Privileges. Now that access 

had been created and maintained to a victim 

system, an APT will aim to acquire greater 

privileges in the system. Generally speaking this 

means acquiring usernames and passwords. 

However, this can also mean gaining access to 

VPN client software, specific privileged 

computers or requisite certificates. Methods of 

attack in this stage can include password dumps 

from a main server, a common “pass-the-hash” 

hashing leverage attack, or simple “password 

cracking” based on readily available freeware. 

(4) Internal Reconnaissance. Now that greater 

privileges have been acquired, it is time for the 

APT to explore and parse the new data available 

to these privileges. For many attempts, the 

sought-after data will not be immediately 

available, and the attack schedule will move on 

to the next stage. However, it is in this step that 

an attack mission can be made complete (choice 

data has been found and acquired by the APT). 

Many threat groups make use of automatic 

scripts to quickly parse and digest large fields of 

data. (5) Move Laterally. If the desired data is 



not found in the spot in which privileges have 

been acquired, APT groups will attempt to move 

not “up” in privileges, but “laterally”, attempting 

to access the data of users parallel to those 

current victims over whom they already have 

credentialed control. (6) Maintain Presence. At 

this advanced stage of a penetration attack, an 

APT will bolster their presence in the infected 

network. Additional backdoors will often be 

installed, thwarting at least partially the efforts 

of those on the defensive end. More credentials 

will be acquired, and if the desired goal of the 

attack has still not been completed, the APT will 

move back to the third stage of the attack: an 

attempted acquisition of greater privileges. (7) 

Complete Mission. Once the goal of a 

penetration attack has been achieved, relevant 

data is packaged using archive tools and sent 

back to APT-controlled networks. In this final 

stage, backdoors are closed, network 

connections are severed and mission-relevant 

data is made encrypted and archived. 

 What are we to make of this information? 

Although much of this attack profile seems 

intuitive, it can be difficult to understand the 

scope of infiltration an attack has acquired over 

an owned system. The best thing that we as 

network security professionals can do is to 

always remain vigilant and to keep our work 

thorough. If one backdoor is closed, there may 

be many still open and kept hidden – these 

should be searched for and expunged. If one 

username and password has been cracked, then 

all privileges should be made suspect, replaced, 

and reinforced. Attacks can take many forms, 

but what we must take away from this attack 

profile is this: always work harder than your 

attacker, and assume that they already have 

everything. 

 

4 To the Community 

 

As outlined in the introduction, the ever-

widening grasp of the Internet has had and will 

continue to have incredible implications on all 

aspects on modern life. Unfortunately, the 

evolution of warfare does not avoid this fact. 

The Internet in the coming years will 

unavoidably become an increasingly militarized 

zone. The freedom inherent in a global Internet 

brings a new suite of threats that we all must be 

aware of.  

 The Chinese-American cyber-espionage 

entanglement is a living issue. Attacks occur still 

on both sides with regularity, and although 

diplomats on both sides are presently in talks to 

curtail penetration efforts, it does not look as 

though a cyber-armistice will be reached any 

time soon. Similarly, this is an unprecedented 

conflict; nothing of this scope has ever occurred 

on the internet before. We have a great deal to 

learn by studying this first of what will certainly 

be many cases of information warfare. 

 As a technical community, the best thing that 

we can do is educate ourselves. As we comprise 

a small, select group of the population literate in 

network security, it is our duty to educate others 

on the scope of these new and evolving 

conflicts. And, as Internet-using humans, we 

will only see the effect of technology on our 

lives increase in the coming years. As warfare 

moves from the realm of the physical to that of 

the virtual, we must always remain aware of the 

risks we allow when we give iteratively greater 

parts of ourselves to networked 

interconnectivity. 

 

5 Conclusion 

 

While American understanding of Chinese 

attack profiles is well-disseminated, the Chinese 

have been less-than-forthcoming on their data 

regarding American cyber-espionage. This is 

due in part to that fact that much of the Chinese 

cyber-defense infrastructure is state-based, while 

American cyber-defense is the work of both 

public and private interests. The focus of this 

paper on Chinese attack profiles does not mean 

to paint the Chinese government as the aggressor 

in this still-escalating conflict; simply, there is a 

wealth of data detailing Chinese attacks, while 

there is little publically available data on 

American cyber-espionage in relation to Chinese 

systems. 

 As a global superpower, America has 

reluctantly made its dominion over the Internet 

well-known through the work of whistle-blowers 

like Edward Snowden. Perhaps, as a global 

leader, it is time for us to lead the charge in 

bringing about an armistice in cyber-warfare.  
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