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1. Abstract

More and more “smart” devices are being introduced to the market, allowing end-users

to have more of the devices they use every day to be connected to the Internet. This allows

remote connectivity and control of appliances, HVAC systems, and more. However, with the

growing “Internet of Things”, security of these devices is a growing concern itself, as it can

be with any new technology. There are many levels at which security is an issue, along with

all security and privacy concerns that are inherent when working on an Internet-connected

device, from insecure web, mobile, and cloud interfaces and authentication, to exploitable

firmware lack of security configurability. For most users of technology, security and privacy

concerns end with their computers and mobile devices, but the Internet of Things could lead

to more direct real-world consequences. If these concerns are not addressed as these new

technologies begin to reach users, it could not only lead to unauthorized access and control

of these technologies, but also cause concern for end-users. While adoption rates may show

the success of new technologies, it is ultimately the security and privacy of these devices

which will dictate the growth of the Internet of Things.

2. Introduction

With more devices being created that have a connection to the Internet, from appliances

to HVAC, it is creating what is being called the “Internet of Things.” The appeal is obvious:

who wouldn’t want to remotely set the temperature of their home, turn lights on and off,

perhaps even preheat their oven? By embedding new technology into other devices, the

possibility of interacting with more devices in every day life with current Internet technolo-

gies (computers, cell phones, tablets, etc.) has been on a steady increase. This creates a

possibility of more user-friendly, automated, and accessible modern living.
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There is a very wide range of devices that are now being embedded with Internet-enabled

technologies, enabling them to connect to the “Internet of Things”, often through the use

of custom applications or web sites. There are a number of “smart” products that allow

users to remotely control their heating and air conditioning, monitor temperature, program

automatic changes, and can also help save energy. A few notable examples are Nest and

products from Honeywell and Ecobee.

Continuing into home automation, Hue by Philips and WeMo by Belkin both allow

for remote and timed control of lighting, with WeMo also including a controllable crock

pot. Both products also allow for viewing current and usage data, and can also help save

energy. Moving to larger appliances, Whirlpool, GE, LG, and Samsung all offer remotely

controllable washers, dryers, refrigerators, dishwashers, ovens, and more. Almost everything

already plugged into the wall in your house may one day be able to connect to the Internet.

3. To The Community

Many manufacturers are moving to making “smart” products, complete with their own

custom applications, and the appeal is clear. The ability to remotely control and manage your

home seems to border on science fiction, but many of the companies previously mentioned

are making it possible today. Like many new technologies, many people jump to quickly

adopt the latest and greatest. However, there are still some privacy and security concerns

that must be fully addressed before smart devices begin to see wide-scale usage. Otherwise,

the consequences of a heater, oven, or other smart device being compromised could lead to

damages.

The Internet of Things brings a connection that many end users have not seen before:

the virtual world interacting and inter-operating with the physical world. While the clash

of these two worlds is seen by some as the next big revolution in technology, it also opens

doors to have security flaws affect us in real life. It is estimated that by 2015, 75% of the

world’s population will have access to the Internet, with over six billion devices connected
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as well. As more devices become connected to the Internet to gain “smart” capabilities, it

also opens them to attack just like every other connected device (Ferber, 2013).

Networked and smart devices are growing in both popularity and number of devices,

but they are still a relatively young technology. In the past, it has been shown that new

technologies bring new challenges for security and privacy. For example, as stores began

moving customer data to networked devices, hackers were able to gain access. As smart

phones became more widely used, security was learned somewhat “on the fly” and resulted

in users’ records being compromised. The Google Nest has already shown vulnerabilities,

and now be jailbroken in mere minutes (Takahashi, 2014). Unfortunately, the adoption of

technology sometimes outpaces proper development and security protocols. As the Internet

and Internet of things grows, security must be at the forefront of developers of these new

technologies minds’ (Giles, 2014).

4. Security Concerns

There are already many security concerns surrounding the Internet of Things. In fact,

OWASP (The Open Web Application Security Project) has a top ten project for the field.

The top four security concerns with the IoT are insecure web interfaces, insufficient authen-

tication and/or authorization, insecure network services, and lack of transport encryption.

Developers must keep this in mind when these new products are developed. Interfaces have

by far been the biggest problem, which may be due to more time spent on product develop-

ment over software. With poor authentication and no encryption of data, this makes these

devices very susceptible to being hacked (OWASP, 2014).

From the start, some of the applications of security in the Internet of Things has been

lacking. Access control and authentication, as previously mentioned, is extremely important.

The information being captured and shared by smart devices must have proper security mea-

surements. The privacy of this data is also a concern, as if it not encrypted or stored properly,

it may be viewed by unauthorized parties. This could lead to devices being compromised, or

3



attackers may use the information to gain more information on a target, such as when they

are at home (Weber, 2010).

Devices in the Internet of Things are also susceptible to attack as they are often left unsu-

pervised, making physical attacks easier, and many also use wireless communications, which

makes eavesdropping simple. Also, many of these devices are meant to use small amounts

of power on specialized hardware, which does not allow for more complex security measures.

These two seemingly small limitations can actually lead to very large consequences, including

systems being compromised completely (Atzori, Iera, & Morabito, 2010).

5. Defenses

With the large amount of security concerns surround the new technologies of the Internet

of Things, ideas and applications of defenses for these concerns have begun to and need to

continue to grow. Additionally, these defenses must look at some of the weaknesses of smart

devices, such as use of wireless communications, lack of hardware supervision, and low-power

devices not capable of running more advanced security. By taking these shortcomings and

others into consideration, defenses for the Internet of Things can hopefully be sufficient.

On the technical side of defense, research and applications have been made for defenses

both at the service level and the device level for the Internet of Things. When monitoring at

the service level, machine learning and big data tools can be applied for anomaly detection,

attempted attacks, and more. When looking at the network of devices at a higher level, this

would allow for services to temporarily take compromised devices off of the network. At

a lower level, smart devices are increasing their processing power to enable better security

protocols and looking more closely at physical security issues (Chen, Cheng, & Chen, 2014).

Some professionals have considered using RFID for further authentication with some of these

connected devices to help deal with security concerns with the Internet of Things. However,

this sets up further concerns due to the use of RFID and its own security concerns (Welbourne

et al., 2009).
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In any new field, it is important for researchers and practitioners in that field to be able

to communicate with one another. To accomplish this, as a field grows it must have central

standards, ideas, and terminology in order to facilitate sharing of ideas and concepts. With-

out this, fields can tend to stagnate, as information being shared can be limited, confusing,

or time-consuming. As it currently stands, the Internet of Things is still missing some of

these central standards that will help it thrive as a field in both research and practice.

In addition to other defenses, standards are important in all fields of computing. For

years, as new fields have been created and growing in computing, they have all seen the

requirement for standards. Within the field of security, standards help ensure that privacy

concerns are addressed, that data integrity is maintained, and interactions with smart devices

is accurate and reliable. By applying standards in a similar fashion, the Internet of Things

can help maintain the same privacy and security the rest of the field offers (Von Solms, 1999).

On the legal side of defense, there must be legal ramifications for these new technologies.

As other technological fields grew before, many laws were created as-needed, instead of as

preventative measures. As the Internet of Things grows and sees more wide-spread use, it

is important to establish new laws concerning these devices. The is especially important as

this is the beginning of the virtual and physical interacting, and real-world consequences are

now much more possible (Weber, 2010).

6. Conclusion

The Internet of Things, like any new technology, must carefully review security and

privacy concerns as the technology grows both in abilities and adoption rates. While there

are concerns for both security and privacy, there are already some defenses in place, as well

as legal definitions being drafted for these new technologies. However, in order to ensure the

security and privacy of this new technology, these ideals must remain present in developers’

and engineers’ minds as they continue to create and innovate the Internet of Things.

The next technological revolution may be with smart devices pervading the household,
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which may seem exciting to many end-users, but it opens a whole new world of possibilities for

hackers and security professionals. Imagine the damage that can be done if an attacker gains

access to a smart device, whether it be wasting energy, causing appliances to malfunction, or

something more severe such as starting fires. Attackers may also be able to figure out when

you are and are not home simply by looking at how your devices are being used. Provided

that security and privacy remain as top concerns for more smart devices in the Internet of

Things, we may be at the beginning of another big change in technology.

7. Supporting Material

Originally, I was hoping to get some hands-on time with a Nest or WeMo device, and

attempt to gain unauthorized access. However, I did not get time with such a device, so

instead I created a script aimed at the most vulnerable aspect of the Internet of Things:

weak authentication and poor default passwords. The script locates all local devices (and

looks for a service name if provided), then attempts to brute force connecting via SSH. The

script takes in both a password list and username list. The Internet of Things attack can

be found at https://github.com/joesanford/iotattack. Also, while it was not made for

this class, this project has had me re-evaluate the security of my own inter-connected device.

Through the use of a Raspberry Pi, I created a system to control HVAC, A/V, and access to

my building called remoCondo (located at https://github.com/joesanford/remoCondo).

The system currently uses Google oAuth, but I will now be taking the time to increase the

security measures.
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