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Abstract 
 
On September 7, 2017, Equifax, Inc. announced that hackers accessed private company data, 
including upwards of 143 million social security numbers, and that data had potentially been 
made publicly available. This data breach has in many ways forever altered cybersecurity and the 
history of the United States. Far from the first major data breach, the Equifax hack stands apart 
in terms of its scale and in the unique nature of Equifax as a corporation, given that the 
overwhelmingly majority of individuals who had data exposed never formally had a relationship 
with Equifax or had even heard of it prior to the company permanently altering their lives. As a 
credit reporting agency, Equifax collects personal data on millions of Americans and reports that 
information to various banks and other financial organizations, yet the average individual whose 
information is monitored never consents to Equifax’s control over their information. Equifax 
made a myriad of mistakes leading up to and following the data breach, yet concern remains as 
to the actual repercussions both the company and individuals responsible for running it face, 
leading many to suggest the system of credit reporting and responses to data breaches is 
fundamentally flawed, and that a different approach must be taken. 
 

Paper 
 
 Security vulnerabilities in cyberspace have existed for almost as long as the internet 
itself. Both malicious attackers and accidental exposure to information has created a plethora of 
issues, ranging from the inability to access important websites, to the exposure of sensitive data 
such as health or financial records. The majority of problems in cybersecurity occur due to 
human error, someone leaves open data they shouldn’t, fails to update a system regularly, or fails 
to properly look for and stop malicious behavior. Cybersecurity issues are affecting everyone, 
regardless of one’s position in life, the vulnerabilities that have been seen over the last few years 
are permeating every corner of the world. The largest example of gross negligence with respect 
to cybersecurity has been the data breach of almost 150 million social security numbers at 
Equifax, a credit reporting agency. Yet despite the numerous issues poor cybersecurity policy 
has created and will continue to create, there has been a relative lack of change being brought 
about by government or the software development community, which seems likely to only end in 
further issues that will impact more people in increasingly devastating ways. This apathetic 
approach ought to change, and soon. 
 



To the Community 
 
 On September 7, 2017, Equifax, a major credit reporting agency, informed the public that 
attackers had “exploited a U.S. website vulnerability to gain access to certain files,”1 at some 
point between May and July of 2017. These files contained a vast amount of information, 
including names, social security numbers, and birthdates. Equifax discovered this had happened 
on July 29, and hired an outside firm to assess the damage, but waited over a month to publicly 
say anything. Equifax did inform both federal and state regulators as to what had happened, but 
the exact timeline of those notices is unclear from their announcement. As an initial attempt to 
make amends, Equifax offered identity theft protection and credit monitoring to “all U.S. 
consumers.” 
 
 Most people had never heard of Equifax before September 2017. Equifax is a credit 
reporting agency, which collects credit data on people in the United States, such as where they 
were born, where they’ve worked, and how trustworthy they are to pay debts such as credit cards 
or mortgage payments. Generally, Equifax makes money not by selling to the individuals they 
collect information on, but by selling data as to how worthy borrowers are to various financial 
institutions, who then use that money to determine if someone is eligible for credit, be it a 
mortgage, a credit card, a car loan, or something else entirely.2 Credit reporting such as what 
Equifax does is largely considered a golden standard of one’s financial credibility in the United 
States. 
 

In the broader world, there has historically existed a sort of implicit trust between 
consumers and companies entrusted with data. Generally, it is expected that credit card numbers, 
health record, and other sensitive data is stored securely, and that restrictions are put in place to 
ensure only authorized users can view data. Credit reporting agencies such as Equifax occupy a 
unique space in that credit scores are determined opaquely, as very few people understand it, and 
in general, do not agree to let companies and banks manage their credit. Despite this lack of 
transparency, Equifax has arguably affected more people drastically than any other American 
company in the 21st century.  
 

History 
 
 Equifax’s data breach is far from the first serious data breach that could have easily been 
avoided. The last few years have seen numerous breaches, Target reported that a data breach 
resulted in between 70 and 110 million credit card numbers being stolen in late 20133, the Office 
of Personnel Management, which processes security clearances for the U.S. Government leaked 
the full background of millions of individuals who applied for, received, or are related to 
individuals with a security clearance4, and even since the Equifax disaster, it was revealed in a 
Bloomberg News5 report that Uber had suffered numerous breaches, including the data of 57 
million customers in 2016, and attempted to cover up the damage by paying the attackers 
																																																								
1 https://investor.equifax.com/news-and-events/news/2017/09-07-2017-213000628 
2 https://www.bloomberg.com/news/articles/2017-09-26/equifax-hack-likely-to-hang-over-victims-for-years 
3 https://www.nytimes.com/2014/01/11/business/target-breach-affected-70-million-customers.html 
4 https://www.opm.gov/cybersecurity/cybersecurity-incidents/ 
5 The author is an employee of Bloomberg L.P., the parent company of Bloomberg News 



$100,0006. There are dozens of additional examples giving credence to the fact that historically, 
cybersecurity has not been a major priority, and that while the Equifax data breach is 
unprecedented in terms of scale, it is far from the first data breach of its kind. 
 
 Furthermore, Equifax has been widely criticized for its response to the breach. Arguably, 
the worst aspect of the Equifax hack is that it was preventable. The company was informed of the 
vulnerability attackers exploited on March 67, and the attack occurred several months later, so 
they had plenty of opportunities to fix it. The specific weakness exploited was in the version of 
the open source Apache Struts platform that Equifax was using, and given that the tool is open 
sourced, both the vulnerability and the patch were readily available, but internal infrastructure 
teams failed to talk to each other about what needed to be done. Furthermore, Equifax generally 
followed numerous bad security practices, namely sending password credentials without any sort 
of encryption, one of the worst behaviors in cybersecurity, rarely reviewed the security of their 
site, and set up an entirely separate site to help people respond to the breach and discover if their 
data had been stolen. Equifax was concerned that their primary site would crash as a result of the 
large volumes of traffic, but rather than making their primary site more scalable and better 
equipping it to handle large traffic volumes-far from an impossible task-they constructed a 
second domain to handle the fallout. However, setting up a different site is exactly what a 
malicious attacker would do, and there was no way to confirm Equifax actually created the site. 
A security expert actually set up a fake website to make a point8, which, ethics aside, amplifies 
the multitude of technical errors Equifax made both leading up to and responding to the crisis. 
Even aside from the technical errors, Equifax has been extremely vague about what they actually 
knew when, and several executives sold large amounts of Equifax stock just before the breach 
was announced, which has struck many government officials as suspicious.  
 

Paths Forward 
 
 The postmortem of Equifax and other security breaches can and hopefully will be 
discussed for months and years to come. However, regardless of the conclusions reached, the 
fact remains that nearly 150 million social security numbers may have been released to malicious 
actors, a fact that cannot be ignored. Social security numbers were never intended to have the 
unique identifications purpose they currently possess, in fact, until 1972, social security cards 
were explicitly “FOR SOCIAL SECURITY PURPOSES NOT FOR IDENTIFICATION.” 9 
Social Security numbers were created for precisely one purpose, calculating an individual’s 
earnings over the course of his/her lifetime and using those calculations to determine how much 
social security they should receive. It slowly became the identifier it is today since every U.S. 
citizen has one, and other methods such as driver’s licenses, passports, and birth certificates are 
inconsistent and tend to vary across state lines. However, this outdated identifier has become 
essentially useless, given that there’s a roughly 50% chance that a given social security number 
was exposed in the Equifax breach. Given the unique status social security numbers and credit 
have, since they’re currently used for everything from buying a house to getting a job, the hack 
has the potential to affect its victims for years, so long as social security remains a golden 

																																																								
6 https://www.bloomberg.com/news/articles/2017-11-21/uber-concealed-cyberattack-that-exposed-57-million-people-s-data 
7 https://www.wired.com/story/equifax-ceo-congress-testimony/ 
8 https://www.bloomberg.com/news/articles/2017-09-26/equifax-hack-likely-to-hang-over-victims-for-years 
9 https://www.theverge.com/2012/9/26/3384416/social-security-numbers-national-ID-identity-theft-nstic 



standard in American society. As a result, it is apparent that some radically different approach is 
needed. 
 
 Yet finding a new approach is harder than it looks. Even though social security numbers 
are far from the best solution, they’ve been thoroughly engrained into American culture as the de 
facto method of confirming someone’s identity. The government could simply assign new social 
security numbers to everyone, but that might require years of effort to update databases, may 
wipe out debt or financial assets if people fail to update all their information, and does not solve 
the underlying problem. Data is vulnerable, and social security numbers do not seem to be a 
secure verifier of one’s identity. There are a variety of approaches being considered, ranging 
from Blockchain to private keys to unique biometric data10, many of which seem like gaining the 
newest cool, hip technology, others of which appear to be government scrambling for answers 
with no real idea what to do. Both government organizations and even Equifax itself have called 
for some sort of national identifier, and while everyone agrees that a replacement is needed, 
debate continues regarding what the replacement should be.  
 

With that being said, the idea of two-factor authentication would likely solve many of the 
issues of improper data exposure. Create a free, government issued piece of hardware that 
generates a code that refreshes periodically and must be used whenever social security data is 
accessed. This piece of hardware should become mandatory, and be free to allow everyone to use 
it, removing any financial barrier and motivating even people who ordinarily would not care 
about their online security. This removes the potential for a malicious user to actually manipulate 
a stolen social security number, even if it was accessed, which is the underlying issue behind 
social security data being stolen in the first place. Assuming the device was properly encrypted, 
with some as of yet unbroken hash method, and proper security steps, namely sanitizing user 
input and creating a fault-tolerant system to mitigate the impact of Denial of Service 
(DOS/DDOS) attacks, will create a system that should avoid the current traps and pitfalls of 
insecure networks and systems today. 
 

Corporate Accountability 
 
 It has also become clear that additional corporate accountability and oversight is 
necessary. Corporations such as Equifax have repeatedly demonstrated their inability to comply 
with basic cybersecurity, and the implications of these oversights are extremely dire. 
Furthermore, in spite of the obvious concerns, Equifax continues to secure government contracts, 
namely an IRS contract worth over 7 million dollars11, and has not yet faced any formal 
repercussions. Equifax leadership testified before Congress on October 3, 2017, during which 
time Senator Elizabeth Warren commented that it appeared possible for Equifax to actually profit 
from their own errors, a clear conflict of interest, that has been met with concern from both 
inside and outside of congress, but has yet to result in substantial consequences. Congress has 
called the aforementioned awarding of IRS contracts to Equifax “an abject failure,”12 and 
Senator Warren has commented on the fact that many people who take advantage of the free 

																																																								
10 https://www.bloomberg.com/news/articles/2017-10-03/white-house-and-equifax-agree-social-security-numbers-should-go 
11 https://qz.com/1094442/equifax-efx-built-the-irss-login-system-that-was-hacked-in-2015-and-the-irs-just-renewed-its-contract/ 
12 https://www.bloomberg.com/news/articles/2017-10-04/warren-says-biggest-shame-is-that-cyberattack-might-help-equifax 



credit monitoring Equifax offered in response to the breach may continue long term, eventually 
start paying Equifax, and allow Equifax to in fact make money off their own incompetence.  
 
 Equifax’s response to the data breach has also been met with an astounding amount of 
concern, as it appears that Equifax’s directors were incredibly blasé about the leak, waiting 
weeks to ask for updates, and the full board of directors was not even informed until August 24 
and 25.13 Equifax’s response reinforces the idea of a seemingly malicious or incompetent 
corporation, unable to respond effectively on their own, and given that senior executives sold off 
several million in stock right before the breach was announced, gives credence to the idea that 
Equifax was more concerned with their profit margins than the people who’s lives they are 
potentially ruining. The Equifax case, as had been alluded to already, is especially malicious 
because in general, those people whose data was affected never gave that data to Equifax. 
Equifax’s clients are generally various financial institutions who determine the credit worthiness 
of individuals, and those institutions are the ones who pay Equifax, not the individual consumer-
unless, of course, the consumer ends up paying Equifax for credit monitoring due to Equifax’s 
own negligence. 
 

As a result, a number of ideas for corporate penalties have been floated, including fining 
problematic companies, creating a breach notification law that would require companies to 
inform the public of data breaches within a certain amount of time and would presumably force 
companies such as Equifax to respond more quickly in the future, and adding additional 
regulators to monitor the state of cybersecurity14. Congressional officials have stated that 
Equifax cannot be trusted, and it follows that given that Equifax seems to largely care about their 
profit margins, the best way to force companies to pay attention to their security is with heavy 
fines for inadequate security measures and inadequate responses to data breaches. However, in 
spite of these conversations, no actionable steps have really been taken. Perhaps the most telling 
sign of concern over the Equifax response comes from the individual who showed up to the 
Congressional hearing as Mr. Monopoly, of fame from the board game Monopoly, throwing fake 
money after Equifax CEO Richard Smith, indicated the overwhelming corruption and concern 
many people have over this incident15. The parallels are obvious, as it seems that Equifax may 
get out of jail free, screwing over millions of people, while the company and its clients continue 
to make absurd amounts of money. 
 

Action Items 
 
 The takeaway from all of this is that everyone should take some sort of action. Equifax 
and other corporations have largely gotten away with this sort of behavior due to passive 
reactions to their gross negligence, and the negligence will inevitably continue barring a drastic 
change. Equifax’s hacks have begun to change the conversation, but there is a need to build 
momentum. Change does not happen overnight, and although there has been a lot of discussion 
regarding how to improve cyber security, no actionable steps have been made, and unless they 
are, this conversation will repeat itself indefinitely. Flaws in cybersecurity will continually pop 
																																																								
13 https://www.wired.com/story/equifax-ceo-congress-testimony/ 
14 https://www.bloomberg.com/news/articles/2017-10-03/five-data-security-ideas-brought-up-during-the-equifax-hearing 
15http://www.slate.com/blogs/future_tense/2017/10/04/at_the_equifax_hearings_a_mr_monopoly_photobomb_is_drawing_attention_to.html 

	



up, but vigilance by both software developers and government regulators can mitigate their 
impact. Developers can write secure code, keep up with common vulnerabilities, and avoid the 
mistakes Equifax and others have made. But regardless of background, everyone can and should 
pressure their legislators, both locally and nationally, to increase the government response to 
these oversights. Its great that Equifax had to testify before Congress. But until Congress actually 
acts, there will be no real change. That is unacceptable. 
 

Conclusion 
 
 In summary, the data breach at Equifax is among the most severe seen thus far. However, 
it is only one example of far more pervasive issues in cybersecurity affecting a plethora of 
systems globally. Cybersecurity always has been and always will be an arena that cannot simply 
be ignored, and the consequences of continuing to abandon security will only become 
increasingly severe. Creating secure web services is not prohibitively difficult, it simply requires 
developers to keep up to date with software, which they should be doing regardless, and briefly 
considering how a system might be exploited.  Valid and increasingly better methods of securing 
data and information exist, and their increasing usage inevitably lead to a safer world for 
everyone. 
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