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1. Abstract 

 Rules and regulations are necessary not just in the physical, offline world, but 

online as well.  And just as there are consequences for violating laws in the physical 

world, so too should that be the case online. The problem of attribution makes these kinds 

of formal laws all the more important, as there are currently not strong enough legal 

deterrents to committing cybercrimes. The United States government uses several 

informal means to punish cybercrime—including indictments, sanctions, and unofficial 

counterattacks—as well as formal, legal means through the Computer Fraud and Abuse 

Act, and Article 2(4) of the U.N. Charter. However, none of these means go far enough to 

deliver direct consequences to attackers, and clearer laws are needed both within the 

United States, and at an international level, to ensure cybercrime is properly punished. 

2. Introduction 

 Laws exits to govern our behavior in society; they guide our interactions with 

others, keep individuals and their information safe, solve conflicts, and enforce certain 

rights. There are also guidelines for what steps should be taken when rules are broken, 

and consequences corresponding to the law that has been violated. But how does this 

process translate to the online world, where it can be difficult to identify the culprits of 

crimes, and offenders may be located outside of the jurisdiction where the transgression 

is committed? Hacking, or the unauthorized access of data on a computer system, has 

become an increasingly prevalent issue in the United States—from the recent hacks of 
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local U.S. government websites and news organizations, to the hacking of the Democratic 

National Convention last year. However, it is often challenging, if not impossible, to 

trace the origins of these attacks, and even when a culprit is found, it can be difficult for 

the U.S. government to issue a consequence. This paper will examine the problems 

behind identifying hackers, and the international and national laws that enable the U.S. to 

prosecute cyber-attackers. 

3. To The Community 

 Attribution, or the question of “who done it?” is plays a crucial role in both the 

American justice system and the international system of warfare7. In order for a crime to 

be properly punished, or for proper countermeasures to be taken, we first must be able to 

identify the perpetrator. While this system is often relatively straightforward in the 

physical world—an investigator shows up to the scene of a crime, collects evidence, talks 

to eyewitnesses, and makes an arrest—there are instances where attribution can get 

messy.  Questions such as who were behind the use of chemical weapons in Damascus in 

2014, or who was responsible for the disappearance of Malaysia Airlines Flight 17 have 

been difficult to immediately answer, but have still required immediate reactions from 

leaders who do not have complete information about attribution10.  Clearly this is an issue 

that is complicated in the physical world, but it becomes exponentially more challenging 

to solve in the virtual world.  

 Because it has become so easy to remain anonymous online, pinpointing culprits 

of cyber-attacks is extremely difficult. Attackers can use spoofed Internet Protocol 

addresses, virtual private networks, phishing techniques, and hijack vulnerable machines 

to use as proxies, all of which hide the identity and location of these hackers4. Even if an 
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attacker can be identified, law enforcement faces the challenge of deciding who to 

punish, and how. Non-state actors, who are typically anonymous and have no connection 

to a single state, can rarely be punished individually. Instead, governments can engage in 

strategies of deterrence, by making it clear that they have the, “capacity to locate and 

hold [potential aggressors] accountable,” for harmful actions7. When state actors are 

identified, there are official laws, such as Article 2(4) of the U.N. Charter, as well as 

informal avenues, like implementing sanctions against a certain country, that a 

government can use to deliver proper consequences7.  However, the effectiveness of both 

of these tactics is limited at best, which is concerning in light of the alarming rise in the 

number of cyber-attacks in recent years, ranging from ransom ware attacks, malware 

infiltrations, botnets, and information breaches5. Besides implementing better security 

measures across the board, if there is no change made to the current system of punishing 

these attacks, “without the fear of being caught, convicted, or punished, individuals and 

organizations will continue to use the Internet for malicious activities7”. 

4. Informal Consequences For Cyber-Attackers 

 There are several methods a government can use to punish an attacker for an 

attack, once that source of the attack has been identified, or at least linked to a specific 

country or organization. I will examine a few of those methods in the following sections, 

and provide examples for each to better illustrate the impact they can have.  Despite these 

being options that the United States government has frequently used in the past, many of 

these methods are largely symbolic, and limited in their effectiveness. These 

consequences are more about sending a message than actually punishing attackers for 

their actions. 
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Indictments Against Actors Outside the United States 

 An indictment is an official accusation, filed in court, accusing someone of 

committing a crime. Indictments filed in the United States compel a person to appear in 

court and be tried for their crimes. If an attacker is inside the U.S., standard American 

legal procedures can be applied, which is discussed later in this paper. However, when 

the person indicted is outside of the U.S. this process of getting this person to come to 

court becomes complicated, if not impossible. For this reason, indictments of perpetrators 

of cyber-attacks are largely symbolic. When the attacker operated from outside of the 

U.S., and the country where the hacker resides refuses to cooperate, it is unlikely any 

action will come from the indictment. 

 The use of an indictment as informal retaliation can be seen in the case of the 

Chinese People’s Liberation Army’s hacking of Westinghouse Electric, U.S. Steel 

Corporation, and several other companies. Five members of the organization were 

indicted by the U.S. government in 2014 and charged with hacking into several American 

corporations, copying emails, infecting computers with malware, and gathering 

intelligence on American economic activities12. While countries often engage in 

espionage online for national security purposes, Attorney General Eric H. Holder Jr. 

commented that using these tools against American corporations to learn trade secrets 

crosses the line12. While there is essentially no possibility that the Chinese government 

would turn over the five accused members of the People’s Liberation Army, the 

indictment still sends a message that the U.S. will not tolerate these kinds of attacks.  

Imposing Sanctions 
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 Sanctions are another informal method of retaliation against cyber attacks. They 

are intended to cut off countries or individuals from certain resources as punishment for 

certain actions that other countries find unfavorable. While sanctions may not have a 

direct impact on the perpetrator of a cyber-attack, they can send a message that the 

government of the country attacked will not stand for those actions, and could also warn 

of future, harsher retaliation. 

 The United States implemented sections against North Korean after the Sony 

hacks in 2014, which the FBI attributed to the country.  Sony’s emails as well as personal 

information about actors involved in the movie “The Interview” were exposed in the 

attack, and American cinemas were threatened with a 9/11-like cyber-attack if they 

screened the movie13. The Sony attackers were not directly involved in the sanctions, 

however; instead the sanctions target North Korea’s defense industry, in an effort to deter 

future attacks13.   These actions will be largely symbolic, however, because the U.S. and 

North Korea already engage in so little trade13. Although sanctions have a more tangible 

impact than an indictment, they still have a minimal direct impact on attackers. 

Unofficial Retaliation and Deterrence 

 One of the most nebulous ways that a government can deal with a cyber-attack is 

by launching an unofficial counterattack. This would consist of a cyber-attack on the 

perpetrator of the original attack, but would not be connected to the original victim 

country. While it is officially unconfirmed whether the United States has ever actually 

executed an attack of this sort, many have speculated that the North Korean Internet 

outage in late 2014 was a result of an attack launched by the U.S. in response to North 

Korea’s hacking of Sony14. The Internet outage occurred in the midst of the confrontation 
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over the Sony hacks, after promises from the U.S. of a “proportionate response” which 

may not necessarily be seen3.  In light of these promises, and the timing of the Internet 

outage, many were convinced of the U.S.’s involvement, even though it was never 

confirmed by the administration. 

 There is also the option of launching a full-scale counter-attack, where a country 

is open about their identity, but this is an extremely risky, and potentially dangerous 

move. The limitations of cyber warfare are currently untested, and whoever opens the 

door to blatant cyber warfare may not like what they find.  Instead, unofficial attacks 

have the potential to deter attackers from future actions against a certain country, as these 

attacks give potential aggressors a glimpse at the power and destructive capabilities that 

could be wielded against them7. 

5. Legal Frameworks for Handling Cyber-Attackers 

 In addition to the informal methods for issuing consequences to cyber-attackers 

that were mentioned above, there are official legal frameworks for dealing with 

cybercrimes.  

United States Laws 

 The main deterrent against cyber-attacks on the United States comes in the form 

of the Computer Fraud and Abuse Act. This Act was passed in 1986 as an amendment to 

the Comprehensive Crime Control Act of 1984, which was the only law dealing with 

computer fraud at the time6. The Computer Fraud and Abuse Act makes it illegal to 

access a computer “Without Authorization,” or in a way that “Exceeds Authorized 

Access6.” The purpose of this law is to make sure that computer crimes don’t go 

unpunished, and has been amended several times as issues in cyberspace have evolved.  
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Like all laws enacted by the United States, however, it is limited in its application, as it 

only applies to hackers under the jurisdiction of the United States. If a hacker was 

indicted under this law, and were in another country, it would be nearly impossible to get 

them to show up to court.  

International Laws 

 One of the international statues prohibiting cyber crimes is Article 2(4) of the 

United Nations Charter. It states: “All members shall refrain in their international 

relations from the threat or use of force against…any state, or in any other manner 

inconsistent with the Purposes of the United Nations2.”  This statue can technically be 

applied to cybercrimes because cyber attacks can usually fall under the line making clear 

the prohibition of the “use of force” against another country. However, because the 

langue of this clause is so broad, instances of cyber attacks that deserve legal 

consequences can fall through the cracks. For instance, the Russian hacks of the 

Democratic National Convention in 2016 are an act that the United States does not want 

to allow unpunished. However, the fact that the Russians apparently wanted to “influence 

and spy, rather than destroy,” makes the “use of force” argument useless11. Because of 

this, it is unlikely the U.N. will find Russia in violation of this law11.  

6. Actions  

 As of now, the informal actions taken by the United States government against 

cybercrimes seem to carry more weight than the official legal frameworks that are in-

place specifically to deal with these issues. In order to properly govern online crime, 

clearer laws are needed on a national and international scale. Not only with this create 

clearer deterrence against cybercrime, and more effective methods of punishment, but it 



	8 

could also help prevent the escalation of unofficial counterattack from escalating into all 

out cyber warfare.  

   In the U.S., many cybercrimes still do not have punishments equal to the 

consequence for committing other types of crime in the physical world8.  One example of 

this is the Racketeering Influenced and Corrupt Organizations Act, which is a law used 

for combatting organized crime. However, this law has no provisions regarding 

cybercrimes, which have become a big part of organized crime activities8. In 2015, 

President Obama proposed reforming this law in a way that would make it apply to 

cybercrimes, and create consequences more in line with, “similar non-cyber crimes9.” 

Additionally, the Computer Fraud and Abuse Act would benefit from being amended in a 

way that would ensure that “insignificant conduct” such as lying about your age online, 

or checking email at work—both of which have the potential to get a person convicted of 

a felony under the current law—cannot be used against a person9. 

 In the international sphere, more collaboration is needed, and a top-to-bottom 

review similar to the one conducted by the Obama Administration in 2011 is needed of 

current international cyber-security protocols. One step in the right direction that has 

already taken place is the Convention on Cybercrime of the Council of Europe, which 

was signed in 20011. Also known as the Budapest Convention, it is the only international 

treaty that aims to combat cybercrime, and provide a framework for consequences of 

cybercrimes1. Finally, statues such as Article 2(4) of the U.N. Charter need to be revised 

to specifically prohibit cyber crime. International cooperation on the issue of cybercrime, 

both through collaborative treaties and U.N. law, could lead to more effective 

consequences for cybercriminals around the world. 
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7. Conclusion 

 The problem of attribution makes it all the more important to deliver 

consequences for cybercrimes, both because of the rarity of being able to directly impact 

a cybercriminal, and because such consequences could deter future cybercrimes.  The 

United States has a variety of options, both informal and formal, of issuing consequences 

to cybercriminals. However, these options rarely yield direct consequence for the 

perpetrators of cybercrime. There is still much to be done, both from a technical 

perspective and from a legal perspective, to ensure that the cybercriminals receive the 

appropriate consequences for their actions.  
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