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Abstract: The Internet of Things (IoT) is a pervasive web of devices that spans the world. Such a 

widespread network is sure to be full of vulnerabilities, due to the rapid development and lack 

of appropriate security consideration. This paper will serve as a taxonomy for those 

vulnerabilities and exploitations. We will explore IoT to ultimately provide actionable advice 

moving forward. The overall goal of this paper is to paint a picture of the recent security 

exploits of IoT, how those exploits predict the future of IoT and provide potential steps to 

improve the situation. 

 

To the Community: The Internet of Things has two camps. One consists of the casual user, who 

is excited to turn off their lights without getting out of ben, and turning on their car to warm up 

before they get in it. The other is more educated in the topic of IoT and computer security and 

is terrified at the thought of billions of shakily-secured devices, waiting to be probed and 

exploited by malicious hackers. 

 Admittedly, I am somewhere in between – I love the fact that I can use my Amazon 

Alexa to turn on my lights, TV and whatever appliance I want.  On the other hand, I have come 

to understand the implications of vulnerabilities in one device, let alone billions of them. I want 

to believe that every developer will learn from past mistakes and improve network security, but 

that is a far-fetched dream, so IoT presents quite the opportunity for failure as far as security is 

concerned. 

The unavoidable truth of the matter is that IoT is not going anywhere anytime soon. The 

lack of security consideration in development of many devices combined with the continuous 

growth of IoT does not paint a pretty picture for the future of internet security. 

 



Introduction: The Internet of Things for the purpose of this paper will be any device that is 

connected to the internet and is able to exchange data over the internet. To put IoT in 

perspective, IHS Markit estimates that there are around 20 billion internet-connected deices 

today, and by 2025 that number will grow to over 75 billion.1 This paper will classify IoT devices 

using three categories, each using a 1-10 scale (1 being the least complex, secure or data-

involved, and 10 being the most).  

1. Security level looks at how thoughtfully designed and implemented the device was 

created from a security standpoint. A 1 on this scale would be something like a Wi-Fi 

light, that has hardcoded credentials, an open API and no sense of roles (e.g. every user 

has the same permissions). A 10 on this scale could be an integrated financial 

management system. This system is one that operates on a dynamic lowest-necessary 

permissions model, has been rigorously tested, monitors for intrusion and probing, and 

has numerous fail-safes and fallbacks in case of intrusion. 

2. System complexity looks at the device and how it is intended to interact with other 

devices. The simplest device in this aspect would be a monitor that checks to see 

whether a door is open and displays that information via a light (on for open, off for 

closed). The most complex end of the spectrum would look something like a smart city, 

that takes into account positions and movement of all the people and vehicles within it. 

Using that information, it would autonomously change traffic lights with the goal of 

reducing congestion on the roads. 

3. Data sharing looks at how much data the device shares with other devices on the 

network, and how private/important that data is. A 1 on this scale would look a lot like 

the door monitor mentioned in point 2. A 10 on this scale would be something like a 

device that frequently sends private financial information or private health information 

to one or more devices on a network. 

This paper will also classify exploitations of various devices, in which case two categories will be 

used for taxonomy. 
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1. Severity of exploitation. A 1 on this scale could be if somebody was able to get the door 

monitor to malfunction, displaying that the door was open, when the door was really 

closed. The individual however would not able to have that internet connected monitor 

send HTTP requests to other devices. A 10 on this scale would be something like a worm 

being created that gains access to and takes control of a significant number of the 

internet connected cars on the road, and using them to hurt or kill passengers and 

pedestrians. 

2. Complexity of fix. A 1 on this scale would be stripping special characters from user input, 

which can be as simple as one line of a regular expression. A 10 on this scale would be a 

major design oversight in a well-established network of IoT devices, which requires user 

action to fix. This could be something like requiring weak passwords from users and 

storing them in an insecure fashion. 

 

Body: In September 2016, the Department of Homeland Security’s Cyber Security Division was 

able to remotely penetrate a legacy Boeing 757. Only making the situation worse, experts said 

“We’ve know about that for years” and “it’s not a big deal”2. From the view of fixing this 

problem, it reportedly takes one million dollars3 to change a single line of code in a piece of 

avionics equipment, and that implementation would take a year to get to deployment4 

therefore, this fix will be rated a 10.  

Severity of exploitation, however is more difficult to pin down. The article5 does not say 

exactly what the penetration was able to do. If it was able to turn off in-flight entertainment, 

then that is concerning but not life-threatening. If the intrusion was able to isolate radio 

contact or tamper with the engines then the severity is an instant 10 for severity of 

exploitation. For the sake of security consciousness this will get a severity level of 10.  

Taking a step back, airplanes and aviation related equipment received the following 

classifications for security level, data sharing and system complexity. 4 for security level – yes 
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airlines are extremely strict with physical security, but the fact that the DHS team was able to 

hack into the plane within two days of getting the plane combined with the fact that pilots were 

not made aware and there was no shock among “experts” does not bode well for how seriously 

the development team takes the issue. Data sharing receives a 3 as the data that a plane is 

communicating to the ground control is not very sensitive, in most cases one of the radio 

channels on a plane is listening to a cockpit. Still, the communication pertains to the safety of 

hundreds of people so 3 it is. System complexity ranks at an 8. This example is very similar to 

the example of a smart city, except for that there is much more human intervention than a 

totally autonomous city. 

In December 2013 Target had 70 million customers’ information including 40 million 

credit card credentials stolen.6 This attack was done by attackers stealing the credentials of 

Target’s HVAC vendor, and then using those to get malware into Target’s system. During the 

Target exploitation, the attacker(s) created a new admin account, which is something that could 

and should have been monitored. As far as security level, this scenario warrants a 5 as there 

were clearly security measures in place, but there were clear access patterns that were clear 

signs to abnormal activity that could have been detected earlier. For data sharing, this receives 

a 9. The reason that this doesn’t warrant a 10 is because credit cards are relatively easy to 

cancel and replace, as compared to leaking social security numbers. 40 million credit cards 

taken from one of America’s largest retailers is no small error and could adversely affect every 

one of those individuals, not to mention Walmart, which suffered up to $1 billion in financial 

damages7. For system complexity this receives a 7, as Walmart by itself is a massive corporation 

that stores all kinds of information about its customers, products, financials and more. Combine 

that with the fact that there were HVAC internet-connected devices that worked with the 

system and definitely many more devices, and the scale of interacting devices grows 

immensely. 

For the incident itself, the severity of the exploitation was a 10, for the same reasons 

that the scenario received a score of 9. The complexity of the fix (not reparations for the 
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incident) receive a score of 7. This was a peripheral intrusion, not core to Walmart itself. 

However, it does require large-scale design changes such as minimum required permissions and 

access watching for creation and usage of administrative roles. 

 

Potential for Disaster  

Amazon Key is a device that allows a homeowner to let deliveries be put inside their 

home by giving access to delivery person. Additionally, access to the lock can be given to select 

individuals. After having taken one Computer Network Security course, the first thing that came 

to mind when Amazon announced the Key was “There’s no way, this has to be a joke”. It is 

things like this that provide such grim predictions for IoT. From a risk-reward standpoint, 

Amazon Key has got to be the worst idea in a while. You can get the assurance that nobody will 

steal your one package, while risking that somebody can rob you of everything you own.  

This scenario receives an optimistic 6 for security level. This is somewhat as a nod to 

Amazon’s success, and having faith that they can create a secure device. On the other hand, 

there have already been numerous reports of hacks that unlock the door, without logging the 

unlock and disabling the camera watching the door8. As far as data sharing, this device sends 

data about the door’s lock status and the video footage of the door it is supposed to lock, but 

also receives data telling it to unlock the door. For the importance of unlocking somebody’s 

front door, this scenario received a data sharing score of 9. System complexity is relatively 

simple in this case. The door lock does not interact with many things outside of the phone of 

resident of the home it is locking and the Amazon delivery person’s phone – thus a complexity 

score of 2 is given.   

 The FDA has approved a pill that tracks if a patient has taken their medicine9. The first 

threat that comes to mind here is an attacker taking control of that pill and getting it to 

malfunction – draining the whole battery immediately and possibly harming the patient. 

However, the larger risk that this brings up however is implantable technology. There have 

been test runs of people getting something similar to an Apple Pay chip implanted in their 
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hand, which provides the two-fold risk of losing all your money and having your hand be burned 

from the inside out. Implantable technology ranks with wide ranges for all three of the pre-

disaster categorizations due to the wide range of applications. That being said they all have the 

risk for personal harm. Additionally, if people are willing to get something implanted inside 

their body, then it is probably something pretty commonly used. This means the system 

complexity and data sharing should both rank at least at 6. 

 Lastly, not all issues with IoT devices are intentional exploitations. Google’s Home Mini 

had a bug that caused it to record and save audio 24/710. This one is something that seems like 

a textbook exploitation but ended up being incorrect sensing of the touch button on the device. 

 

Actionable Advice: While it is not the best thing to tell tech enthusiasts, the best way to limit 

the damage of IoT is to limit IoT itself. This takes the minimum required permissions approach 

in that not every device should not be connected to the internet, though this is a hard thing to 

sell consumers on. According to the predictions made by IHS11, limiting growth of IoT is 

somewhat far-fetched, so we will look to another avenue. An example is limiting processing 

power to minimum that is required, as to limit what the devices are capable of doing outside of 

their intended functionality.  

 Expanding QA teams to include penetration testing across the board is another solution. 

When a product is put into development, problems are discovered because there are countless 

people trying to break and exploit it. Recreating this process internally in development could 

prevent many vulnerabilities.  

 Lastly, a more widespread approach would be to educate people of the risks that IoT 

devices can create. Limiting the number of IoT devices in the world is a surefire way to limit the 

potential damage that can be created by the web of devices that is growing every day. 

 

Conclusion: IoT is clearly here to stay, despite all the potential security risks it comes with, 

because IoT devices that are churned out every day are convenient, fun to use and interesting. 
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At the end of the day, much of the blame ends up on the developers, so it is in their interest to 

take more care and do more penetration testing before releasing these products. This paper is 

by no means a classification of every IoT exploitation that has happened in the recent past, but 

rather has highlighted some of the notable ones and served as a rubric to evaluate those past 

exploitations as well as those that are sure to come. 

 As time progresses and IoT grows, the system complexity is sure to grow for almost 

every IoT device. Similarly, the more integrated IoT becomes into our lives, the more data 

sharing there will be. Both these things are concerning given IoT’s track record of security 

consciousness. Without a massive change in IoT device development, the future of IoT does not 

look secure or stable. 

 

References 

Biesecker, Calvin. “Boeing 757 Testing Shows Airplanes Vulnerable to Hacking, DHS 

Says.” Avionics, Avionics, 16 Nov. 2017, www.aviationtoday.com/2017/11/08/boeing-757-

testing-shows-airplanes-vulnerable-hacking-dhs-says/. 

Dent, Steve. “Amazon Key Flaw Could Let a Courier Disable Your Cloud Cam.” Engadget, 

Engadget, 16 Nov. 2017, www.engadget.com/2017/11/16/amazon-key-hack-cloud-cam/.  

Moon, Mariella. “Google Home Mini Bug Could Make It Record Audio 24/7.” Google 

Home Mini Bug Could Make It Record Audio 24/7, 11 Oct. 2017, www.msn.com/en-

us/news/technology/google-home-mini-bug-could-make-it-record-audio-24-7/ar-AAti8bj.  

Office of the Commissioner. “Press Announcements - FDA Approves Pill with Sensor 

That Digitally Tracks If Patients Have Ingested Their Medication.” U S Food and Drug 

Administration Home Page, Office of the Commissioner, 13 Nov. 2017, 

www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm584933.htm. 

Olavsrud, Thor. “11 Steps Attackers Took to Crack Target.” CIO, CIO, 2 Sept. 2014, 

www.cio.com/article/2600345/security0/11-steps-attackers-took-to-crack-target.html.   

Statista. “IoT: Number of Connected Devices Worldwide 2012-2025.” Statista, 1 Nov. 

2016, www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/. 

 

http://www.aviationtoday.com/2017/11/08/boeing-757-testing-shows-airplanes-vulnerable-hacking-dhs-says/
http://www.aviationtoday.com/2017/11/08/boeing-757-testing-shows-airplanes-vulnerable-hacking-dhs-says/
http://www.engadget.com/2017/11/16/amazon-key-hack-cloud-cam/
http://www.msn.com/en-us/news/technology/google-home-mini-bug-could-make-it-record-audio-24-7/ar-AAti8bj
http://www.msn.com/en-us/news/technology/google-home-mini-bug-could-make-it-record-audio-24-7/ar-AAti8bj
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm584933.htm
http://www.cio.com/article/2600345/security0/11-steps-attackers-took-to-crack-target.html
http://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

