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Abstract: 
 
The use of Bluetooth technology in today’s society has been rising continuously for the past 
decade. For example, wireless earphones and headsets have been popularized and these 
devices require Bluetooth pairing between mobile devices and the earphone/headset devices. 
Wireless speakers are largely produced by companies and they too require Bluetooth pairing 
between speakers and computers. Smart watches communicate with the users using 
Bluetooth. Ultimately, Bluetooth has become an incredibly useful service to accommodate 
the short-distance wireless development and effectively reduces power consumption. 
However, as Bluetooth becomes more and more popular and more developed, more 
vulnerabilities arise. There are vulnerabilities within the pairing where attackers can connect 
to victims, trick devices into recognizing false statuses of devices, and even allow possible 
injections. In this paper, I am going to discuss these vulnerabilities of the rising Bluetooth 
technology and the possible methods in which attackers can exploit these vulnerabilities to 
cause harm to others. Moreover, I am going to cover the real life cases in which research 
teams and hackers successfully hack devices using Bluetooth and how solutions were 
provided. 
 
 
Introduction: 
 
Smart watches. Speakers. Computers. Even cars. They are all using Bluetooth. whether it is 
to pair, transfer data, or provide controls. Bluetooth uses low energy short range signals to 
help devices communicate efficiently. Because all these different devices use Bluetooth, 
operating systems like Android and Linux are also implementing Bluetooth into its 
operations. This means, companies are not only using Bluetooth, they are also building their 
own Bluetooth protocols in order to effectively incorporate Bluetooth into their devices. That 
being said, Bluetooth’s structure itself has inherent flaws and vulnerabilities, like its stack’s 
insecure protocols, insecure encryption, and predictable channel hopping patterns. With 
companies building onto this Bluetooth structure with their own protocols and applications, 
these vulnerabilities become even more exposed and amplified. Companies like Android and 
Linux are exposing its Bluetooth stack data, Vaultek is transmitting data through Bluetooth in 
plaintext, and Bosch is allowing malicious messages to be transmitted over Bluetooth to its 
car devices. As a result, I am going to analyze these flaws starting with Bluetooth’s own 
vulnerabilities and possible exploitations. Then, I am going to relate these vulnerabilities to 
actual cases in which companies further amplify these vulnerabilities and as a consequence, 
got hacked or exposed. Finally, I am going to explain the solutions and future precautions 
these research teams have provided and my own suggestions. 
 
 
 
 



To the Community: 
 
The reason why I chose Bluetooth to analyze in terms of security is because Bluetooth is one 
the newer technology and it is interesting to see how flaws within such a popular platform 
can expand as new devices incorporate it. This is important because these new devices are 
exposed to tech consumers all over the world. One vulnerability in a protocol? That protocol 
can be implemented in Android systems and therefore used by millions of people. One 
vulnerability in an encryption? Millions of people have their data transferred over in 
plaintext, just waiting for an attacker to take from them. Bluetooth vulnerability is the perfect 
example that showcases how a few flaws can lead to huge repercussions. In this case, that 
repercussion is insecurity for millions and billions of users. Moreover, the reason why I am 
interested in analyzing Bluetooth security is because many of the ways the Bluetooth devices 
get exposed relate to methods I learned in my computer security class. The researchers that 
hacked these devices analyzed packets, brute forced decryptions, and created an overflow. 
These methods are extremely familiar to me and my peers, causing these Bluetooth 
vulnerabilities and applications to be even more relevant.  
 
Bluetooth Stack and SDP: 
 
Without further to do, let’s delve into one of the structures that Bluetooth inherently uses. 
Let’s start with the Bluetooth stack. A Bluetooth stack is a software within Bluetooth devices 
that execute Bluetooth protocols through different layers. Information and requests get sent 
across these layers in order to be processed, altered, or even authenticated. For example, 
Bluetooth devices need to make requests in order to establish a connection. One of the most 
common ways to affect Bluetooth devices is therefore making malicious requests in order to 
continuously drain the user or even alter information. That’s pretty familiar to one of the 
things we learned in computer security class: SYN flood. Similar to how SYN flood literally 
floods targets with requests to consume enough server resources in order to effectively cut 
the target’s access to services, spamming Bluetooth requests to targets also successfully 
results in a denial-of-service attack. Let’s get into the specifics. One of the Bluetooth stack 
layers is called SDP (Service Discovery Protocol), which is the protocol Bluetooth uses to 
find services and establish connections. If a SDP client finds a service to connect to it, the 
client could send a barrage of SDP requests in order to drain the phone, making it “not able to 
receive any phone calls and the battery life is reduced by as much as 97%”.1 
	

Case:	BlueBorne	
	

Already,	you	can	see	that	the	Bluetooth	stack,	especially	the	SDP	layer,	has	vulnerabilities.	In	

the	real	world,	researchers	have	already	exploited	the	SDP	layer,	especially	when	it	has	

been	applied	in	other	company	products.	In	September	2017,	Armis	Lab,	a	computer	

security	company,	revealed	a	new	attack	vector	called	BlueBorne,	which	revealed	specific	

Bluetooth	vulnerabilities	on	devices	of	several	huge	companies	(Google,	Microsoft,	Apple,	

Samsung,	and	Linux).
2
	Google’s	Android	system	was	one	of	the	systems	that	got	exposed.	

Android’s	Bluetooth	SDP	server	defined	a	structure	which	held	parameters	in	a	SDP	

request.
3
	An	attacker	could	change	these	parameters	(stating	how	big	of	a	request	it	
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expects	back)	in	between	sending	requests	to	confuse	the	service,	leading	to	data	

underflow,	and	the	program	of	the	service	would	loop	to	out-of-bounds	bytes	when	sending	

back	responses.
4
	The	fact	that	the	loop	went	out	of	bounds	meant	that	sensitive	

information	was	being	transferred	and	therefore	leaked	to	the	attacker.		

	

Similarly,	Linux’s	structure	also	held	parameters	that	told	the	service	the	maximum	amount	

of	bytes	that	needed	to	be	sent	for	a	response.
5
	Again,	the	attacker	controlled	this	

parameter	because	the	structure	initialization	was	made	by	the	attacker	upon	request.	The	

server’s	code	would	never	reach	the	condition	where	the	max	bytes	had	been	sent	and	the	

server	would	respond	with	data	that	were	out	of	bounds	and	stored	in	the	heap.
6
	Again,	

sensitive	data	were	exposed!		

	

After	Armis	Lab	talked	with	these	companies,	the	companies	have	made	updated	security	

patches	to	fix	these	vulnerabilities.	Google	took	into	consideration	of	Armis	Lab’s	report	and	

Linux	has	made	patches	to	handle	overflows	in	its	Bluetooth	stacks.
7
	This	exploitation	

parallels	cross	site	scripting,	an	exploit	that	we	learned	in	computer	security	class.	Similar	to	

cross	site	scripting’s	manipulation	of	using	user	input	to	run	a	malicious	script,	the	

Bluetooth	struct	parameters	could	be	seriously	changed	by	attackers	to	create	an	overlow	in	

the	stack.	As	a	result,	Google	made	Android	patches	to	fix	overflow	handles	and	most	

importantly	limit	user	changes	in	the	parameters,	which	is	a	solution	that	parallels	that	of	

cross	site	scripting,	user	input	sanitization/filter.		

	

	

Packet	Communication	and	Plaintext:	
	

Now,	an	important	behavior	of	Bluetooth	that	I	want	to	discuss	is	Bluetooth	

communication.	Bluetooth	devices	need	to	communicate	in	order	to	function.	And	

communication	has	to	be	kept	secure	to	avoid	leakage	of	information.	This	leads	me	to	

discuss	one	of	Bluetooth’s	security	protocols:	frequency	hopping.	Frequency	hopping	is	

when	two	devices	are	connected,	they	prevent	other	devices	from	interfering	by	randomly	

switching	frequencies	for	communication.
8
	A	channel	is	used	as	a	medium	for	

communication	for	a	very	short	period	of	time	(625	microseconds	per	channel)	before	the	

two	devices	agree	to	hop	onto	another	channel.
9
	However,	if	an	attacker	sniffs	the	packets	

sent	between	the	devices,	the	attacker	could	read	the	pattern	of	hopping	frequencies:	the	

attacker	would	calculate	the	time	that	the	communication	lasts	for	each	channel	and	

determine	the	incrementation	behavior.	Another	vulnerability	of	Bluetooth	communication	

is	that	Bluetooth	uses	128-bit	AES	encryption,	which	is	not	really	secure.
10
	The	process	of	

this	encryption	includes	forming	temporary	keys	that	would	be	used	to	receive	and	unlock	
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information.
11
	However,	devices	need	to	send	confirmation	to	confirm	and	agree	upon	a	

key.
12
	The	confirmation	of	the	key	is	sent	through	plaintext,	which	could	be	sniffed	and	

therefore	exposed	by	the	attacker.	Knowing	the	temporary	key	gives	the	attacker	the	ability	

to	decrypt	the	long	term	key,	which	would	mean	access	to	the	whole	communication.		

	

Case:	Two	Six	Labs	Hack	Vaultek	
	

With	that	in	mind,	companies	have	already	implemented	these	communications	methods	

into	their	products	and	further	transfer	unencrypted	data.	Look	at	Vaultek,	a	company	that	

manufactures	safes	that	use	Bluetooth	technology	to	communicate	with	the	user.	Users	

would	set	a	pin	on	the	safe	and	only	by	typing	in	the	correct	pin	would	the	safe	open	up.
13
	A	

team	of	security	analytics	professionals	called	Two	Six	Labs	exposed	Vaultek’s	vulnerability	

by	demonstrating	how	to	hack	into	the	case	in	a	matter	of	seconds.
14
	The	first	vulnerability	

was	that	Vaultek’s	safe	would	allow	unlimited	attempts.
15
	As	a	result,	Two	Six	Labs	ran	a		

script	to	try	all	the	combinations	of	a	4-8	digit	pin,	cracking	the	pin	within	seconds.
16
		

	

Two	Six	Labs	continued	with	a	more	advanced	method	of	hacking	even	without	using	brute	

force.	They	used	Ubertooth	to	sniff	the	packets	that	the	phone	and	safe	were	using	for	

communication.
17
	Initially,	the	communication	did	not	seem	straightforward:	the	packets	

did	not	immediately	share	the	pin.	However,	Two	Six	Labs	analyzed	the	stream	of	packets	

and	determined	that	the	phone	and	the	case	was	running	an	encoding	routine	to	mask	the	

pin	(payload).
18
	The	communication	of	packets	consisted	of	a	series	of	requests	and	function	

calls:	notify	the	case,	get	a	response,	pair,	get	a	response,	getAuthor,	response…	etc.
19
	Now,	

getAuthor	was	an	interesting	command,	because	within	the	command,	the	code	showed	

the	transmitted	pin	code	through	plaintext,	which	gave	Two	Six	Labs	Access.
20
	Moreover,	

the	command	getAuthor	would	get	an	authorization	response	anyways	from	the	safe,	and	

Six	Two	Labs	just	needed	to	get	this	response	and	then	call	openDoor	to	obtain	access.
21
	As	

a	result,	Two	Six	Labs	wrote	a	script	to	send	the	getAuthor	command,	decode	the	response,	

and	retrieve	the	first	bytes	as	an	authorization	token,	and	then	sent	the	openDoor	

command	the	authorization	token	to	get	access.
22
	

	

Upon	getting	exposed,	Vaultek	made	firmware	updates	to	limit	the	number	of	attempts	for	

PIN	inputs	in	order	to	prevent	brute	force	entry.
23
	They	are	also	currently	finding	updates	on	

the	safe	and	phone	communication,	one	that	requires	full-on	encryption	instead	of	
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transferring	the	pin	code	in	plaintext.
24
	The	highlight	of	this	vulnerability	is	one	that	my	

computer	security	class	has	been	discussing	for	a	long	time:	plaintext.	When	data	gets	

transmitted	unencrypted,	sniffers	can	ultimately	obtain	sensitive	data.	This	was	why	in	my	

computer	security	labs,	usernames	and	passwords	could	be	obtained,	because	the	protocols	

of	the	sent	packets	were	insecure.	Streams	of	packets	should	always	be	sent	encrypted.	

Same	applies	to	the	Bluetooth	authentication	process:	data	need	to	be	encrypted.		

	

Encrypted	Communication:	
	

What	if	data	is	encrypted?	Does	that	mean	users	are	100%	safe?	Not	all	Bluetooth	

communication	is	transferred	in	plaintext.	In	fact,	most	of	the	communication	is	encrypted	

or	encoded	in	some	way.	As	stated	previously,	we	have	seen	that	some	of	the	Bluetooth	

security	protocols	may	run	routines	before	giving	authentication	but	ultimately	reveal	a	

plaintext	payload,	as	seen	in	Vaultek’s	protocol	of	encoding	the	pin	codes.	Even	Bluetooth’s	

128-bit	AES	encryption	revealed	the	key	in	plaintext	through	a	confirmation	step.	Analyzing	

encrypted	data	is	more	complicated.	Bluetooth’s	plaintext	packets	are	processed	through	

“data	whitening”,	a	process	in	which	the	packet’s	header	and	payload	data	are	scrambled.
25
	

The	data	are	scrambled	by	XOR-ing	the	data	and	a	sequence	of	the	6	bits,	which	are	

determined	by	the	lower	6	bits	of	the	clock.
26
	Therefore,	only	the	Bluetooth	devices	know	

this	scrambling	sequence	because	the	clock	is	only	visible	to	the	devices	that	are	

communicating.	Now,	finding	the	correct	sequence	isn’t	hard	at	all.	The	attacker	could	first	

generate	all	64	possible	sequences	since	there	are	only	6	bits.
27
	Then,	the	attacker	would	

take	the	encrypted	data	of	the	headers	and	the	payloads	of	the	packets	and	reverse	the	XOR	

process	with	every	64	possible	sequences.
28
	One	of	the	64	results	would	be	the	original	

data.	How	would	the	attacker	know	which	of	the	64	results	was	the	original	data?	As	stated,	

both	the	headers	and	the	payloads	get	scrambled	with	the	sequence.
29
	Within	a	standard	

header,	information	is	constant	within	the	same	communication	between	two	devices.	As	a	

result,	as	packets	continuously	get	sent	and	the	attacker	unscrambles	to	get	the	original	

data,	the	correct	original	data	would	be	the	ones	with	equal	and	constant	connection	state	

and	link	ID.	If	the	attacker	unscrambles	several	packets,	he	would	be	able	to	choose	out	of	

the	64	possibilities	for	each	packet	after	observing	each	of	their	connection	states	and	link	

ID’s.	

	

Case:	Argus	Hacks	Bosch	
	

Let’s	look	at	an	instance	in	which	encrypted	data	over	Bluetooth	connection	was	still	

exposed.	Argus	is	an	automotive	security	company	which	tests	and	provides	solutions	for	

cyber-attacks	within	car	technology.
30
	In	February	2017,	Argus	successfully	hacked	one	of	

Bosch’s	products,	the	Bosch	Drivelog	connector	Dongle,	which	is	a	device	that	gives	drivers	
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trip	data	and	vehicle	health	data	through	Bluetooth.
31
	The	pairing	process	of	a	phone	and	

the	dongle	was	as	listed:	

• Phone	sends	a	request	to	pair.
32
	

• Dongle	sends	phone	a	certificate,	which	has	most	importantly	the	dongle	PIN.	

However,	this	certificate	is	encrypted	with	SHA256	hash.
33
	

• The	phone	then	sends	this	certificate	along	with	the	user-provided	PIN	to	the	server.	

The	server	would	check	whether	this	certificate’s	PIN	and	the	user-provided	PIN	are	

identical,	just	by	looking	at	their	SHA256	hash	value.	If	they	are,	authentication	is	

given	to	the	phone.
34
	

As	a	result,	Argus	just	needed	to	attempt	to	pair	with	dongle	by	sending	the	request	to	

receive	the	dongle	certificate.	Argus	realized	that	the	PIN	within	the	dongle	certificate	was	

hashed	with	SHA256.	Since	the	PIN	was	8	digits,	there	were	10^8	=	100	million	possible	

PIN’s.
35
	That	is	not	a	lot	of	possibilities	since	a	standard	computer	could	hash	100	million	

SHA256	PIN’s	in	about	30	minutes.	Again,	this	relates	to	one	of	our	computer	security	labs.	

In	the	password	cracking	lab,	we	received	several	hash	values	of	passwords,	one	type	being	

SHA256.	In	order	to	crack	the	passwords,	I	hashed	a	couple	billion	common	passwords	in	

order	to	find	hashes	corresponding	to	the	hashes	of	the	passwords	I	need	to	crack.	That	

took	about	couple	of	hours,	which	meant	100	million	times	of	SHA256	hashing	isn’t	at	all	

time	consuming.	Upon	knowing	the	PIN,	the	attacker	could	pair	with	dongle	and	inject	

messages	to	the	CAN	bus,	which	would	corrupt	dongle’s	data	and	possibly	hurt	the	driver	

and	the	car.
36
	Argus	therefore	successfully	turned	off	the	engine	of	a	moving	car	using	

dongle’s	Bluetooth	connection.
37
		

	

Argus	revealed	these	vulnerabilities	to	Bosch	and	helped	Bosch	create	a	patch	that	solved	

these	vulnerabilities.	A	two-step	verification	was	implemented	for	additions	users	to	

register	to	a	dongle	device.
38
	As	a	result,	no	unwanted	pairing	would	happen.	Also,	dongle’s	

firmware	update	limited	the	dongle’s	commands	on	the	CAN	bus.
39
	With	some	commands	

not	allowed,	unwanted	CAN	messages	would	be	less	possible,	which	meant	unwanted	

altering	of	the	car	data/functions	would	also	be	less	possible.	In	this	case,	Bosch	was	smart	

enough	to	use	encryption.	However,	like	what	we	discussed	in	computer	security,	any	

password/PIN/code	can	be	cracked;	it	just	takes	time.	The	only	thing	I	could	suggest	would	

be	to	make	the	PIN	longer,	and	since	password	length	versus	time	it	takes	to	crack	a	

password	is	exponential,	time	could	be	Bosch’s	buffer	for	attacker	entry.	
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Conclusion:	
	

In	conclusion,	Bluetooth	has	flaws	within	its	protocol	of	communication.	It’s	SDB	stack	is	

prone	to	be	exhausted,	it’s	encryption	and	scrambling	are	weak,	and	its	protocols	may	

contain	sensitive	data	in	plaintext.	With	Bluetooth’s	popularity	increasing,	companies	that	

produce	smart	phones,	speakers,	car	systems…	etc	are	also	incorporating	Bluetooth	into	its	

communication	system.	Therefore,	these	flaws	become	major	vulnerabilities.	As	seen	in	

BlueBorne,	Android	and	Linux’s	stack	structures	leaked	sensitive	data	due	to	their	

mishandling	parameters.	Bluetooth	also	lack	encryption,	and	Vaultek	definitely	set	an	

example	of	throwing	around	pins	in	plaintext.	Finally,	Bluetooth’s	weak	encryption	and	

decoding	processes	were	shown	in	Bosch’s	dingle	adapter;	a	simple	bruteforce	hashing	led	

Argus	to	obtain	the	pin.	Fortunately,	these	hack	incidents	were	led	by	researchers	and	

security	teams	who	intended	to	help	the	companies.	If	these	hacks	were	done	by	malicious	

hackers,	millions	of	people	would	fall	victim	to	data	leaks,	intrusion,	and	even	physical	

damage.	As	Bluetooth	technology	expands	to	different	sectors	of	the	technology	industry,	

more	awareness	needs	to	be	raised	for	the	technology’s	security	too.	Products	using	

Bluetooth	could	cater	to	consumers,	creating	convenience	and	even	breakthroughs.	But	all	

that	positive	difference	also	brings	a	ton	of	consequences,	which	attackers	could	exploit.	

Companies	like	Google,	Vaultek,	and	Bosch	need	to	not	only	focus	on	the	applications	of	

Bluetooth	that	could	benefit	its	product,	but	also	ponder	upon	what	new	measures	need	to	

be	implemented	for	new	incorporations.		
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