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Abstract 

 One of the major trends of modernization is reliance. To an unprecedented degree, our society 

relies on power, water, communications, and transportation infrastructure to function. While the 

American government defends against physical dangers to these services, it has not enforced similar 

defenses when it comes to the cybersecurity of the nation’s critical infrastructure. Such an oversight 

risks an attacker being capable of physically shutting down these systems.  Furthermore, since a 

cyberattack could occur at any moment, one cannot rely on reaction. Instead, there must be policy that 

ensures active defense of infrastructure at all times. This has, unfortunately, not been the case – 

virtually no effective policy exists, leaving risky vulnerabilities in the system. Industry standards provide 

little help as most practitioners are blind when it comes to cyber security. In fact, the vulnerabilities are 

uniquely well-suited targets for terrorists both for reasons of method and effect. Cyber-attacks are 

executed remotely, mask identity, and require minimal resources. Nonetheless, infrastructure damage 

causes significant panic, shock, and harm. We are woefully unprepared for this threat of cyberterrorists 

targeting infrastructure. As with other areas of terrorist interest, deterrence is necessary to prepare an 

effective defense. To do so, government policy with regards to inspections and liabilities and computer 

science practices within academia and industry need to change. 

 

 



Introduction 

 Modern life is characterized by almost continuous use of societal infrastructure. One wakes up 

by means of an electronic device that requires energy from a power plant, proceeds to make use of 

public water and indoor plumbing to prepare for the day, travels to one’s occupations through 

transportation infrastructure like roads, busses, or trains, and finishes off the morning by 

communicating with their coworkers via telecommunications or internet. We are becoming increasingly 

reliant on easily available services. Normally, this poses little problem – everyone goes about their day 

and rarely considers the importance of power, water, transportation, or communication infrastructure.  

There is of course one major exception: people seem to pay stark attention to the lack of this 

infrastructure. Often the closest those of us in affluent nations come to experiencing panic is during 

such periods. Barring natural disasters, governments try to ensure redundancy and reliability for such 

services, so these instances of chaos are uncommon and do not last long. Unfortunately, these 

protections are mainly physical and protect against attacks on mechanical processes. Indeed, the 

safeguards were designed for an age where threats came from either tornadoes or more poignantly, 

squirrels. The cyber defenses that do exist are reactive and cannot anticipate attacks (Saadawi and 

Jordan 2011). 

We no longer live in the world solely composed of physical vulnerabilities – cyber-attacks like 

WannaCry and Stuxnet have left their mark on modernity and shown that large-scale cyber-attacks exist 

outside of theory. To compound this, there are now an unprecedented number of people whose goal is 

to create panic in pursuit of political ends (Bird, Blomberg, and Hess 2008). Terrorism is the threat of the 

hour and much of contemporary political theory is focused on its causes and consequences. Discussion 

has centered on how terrorists desire to instill fear and harm. Thus, infrastructure seems a natural 



target for terrorist activities. Despite this reality, little work has been done by either government or 

industry to prevent an attack, a foolhardy response that obviously must change. 

To the Community 

 Due to densely-populated coastal cities, even a few cyber-attacks could harm millions. For 

context, 19.3 million New Yorkers are serviced by a single operator (NYISO 2017). One needs little 

imagination to see how a lengthy shutdown could cause substantial problems. Unfortunately, very few 

people are discussing this threat within circles that could create change. The academic work that does 

exist presumes a level of security that simply is not present within most modern computer programs. 

Indeed, the reality is that most systems remain vulnerable to the simplest forms of attack (Chow 2017). 

As with much of cyber-security, we will need an inter-disciplinary approach to make headway in 

resolving our vulnerabilities. Ultimately, there are two axes by which one can look at this problem: 

technical and political. This paper is intended to begin to bridge the gap between the two groups. If we 

are to be effective in resolving this problem, both sides must be able to speak the language of the other 

so that effective discussion may be had. On whichever side one’s skills may fall, we have an obligation to 

the rest of society to try and understand the implications of both the political theory and the 

technology. To this end, the methods of deterrence presented in this paper should be taken merely as 

starting points to a conversation – much work remains to be done before one should take comfort in the 

status of defenses. However, we cannot use discussion as an excuse for complacency – recent events 

suggest that actors are currently pursuing infrastructure as a vehicle for attack (Symantec 2017). 

Current State of Infrastructure Cyber Defenses 

 To be clear, it is a misnomer to suggest that no governmental work has been done in this area, 

rather the key is that ineffective policy has been put into place. An essential thread that runs through 



such laws are either an inability to identify what threats need protecting against or an inability to ensure 

compliance from those to whom the law applies. The sector to receive the most discussion is the electric 

grid, an area long considered vulnerable to attacks from foreign actors. In the United States, the job of 

securing the grid is given to the North American Electric Reliability Corporation (NERC) who both 

develops standards and ensures compliance. NERC has done a commendable job in discussing the major 

threats one needs to consider as their reliability standards mention the dangers of open ports, physical 

access, and outdated software (NERC 2017). One may note that these three concerns represent the 

most fundamental vulnerabilities a system may have and closing them would make gaining control far 

more difficult.  

Unfortunately, investigations into compliance are handled by the states and are thus non-

standardized. New York’s process, for example, requires inspections once only every five years – a 

timeframe in which technology changes drastically (NYS DPS 2017). Given how few software engineers 

appropriately understand security, it is easy to recognize how such a market situation may lead to 

“paper compliance” in which businesses meet the standards only on paper and simply brush up prior to 

the inspection. Indeed, the department of energy itself recognizes the insufficiency of the status quo 

and sees that “the U.S. grid faces imminent danger from cyber-attacks” (DoE 2017). Absent regular 

probing and penetration testing of such systems, easy to exploit vulnerabilities are inevitable.  

The standards outside of the oft-mentioned electric grid are only worse. While a detailed 

investigation of every sector of infrastructure is beyond the scope of this paper, a few examples will be 

considered. The EPA’s “Security Practices Primer for Water Utilities” explains that “many utilities had 

not considered security as critically important until recently, and so had not adopted an over-arching 

security policy” (EPA 2017). There seem to be no hard requirements placed on facilities anywhere within 

the report, instead the department merely offers some vague suggestions that offer little information 

on what common vulnerabilities a plant should analyze. Similarly, the “Transportation Systems Sector 



Cybersecurity Framework” goes into essentially no detail about how a transportation system like a 

subway would go about securing against cyber threats (DHS 2015). Even the NIST’s “Framework for 

Improving Critical Infrastructure Cybersecurity” created after President Obama’s executive order on 

cyber security never mentions integral security attacks like port scanning, accessible USB drives, or DDoS 

(distributed denial of service) attacks (NIST 2014). If the electrical grid is vulnerable, the rest of our 

infrastructure is truly available to a skilled technologist. 

Given that government has not sufficiently prepared our systems, one might hope that common 

industry practices would handle this problem on their own. This is not the case. Standards in the 

computing field either come from required university coursework or common commercial practices. The 

cyber security gap in schoolwork has been long noted. Indeed, undergraduate computer scientists can 

avoid taking any cyber security coursework, even at the top programs in the nation (Morgan 2016). 

Without an education in topics specific to cyber defense, computer scientists will have significant holes 

in their outlook that prevent effective security. While many other similar gaps in areas like source 

control or testing are handled in one’s on-the-job training, the same cannot be said for cyber security. In 

fact, large companies like Yahoo, Equifax, or Uber are just as clueless as the average undergraduate – 

significant data breaches have become the norm, not the exception (Verizon 2017). This is not a 

problem that will resolve itself: without action, these vectors of attack will remain open.  

Potential Terrorist Attacks 

 The security gaps in infrastructure software is not merely a matter of trivia: in a world of 

terrorist activities, these vulnerabilities represent key issues of national security.  Most academics have 

considered infrastructure threats merely through the lens of how state actors may use cyberattacks 

during a conflict (Knake 2017). While this too is a substantial concern, the focus should be on terrorism, 

a topic which has unfortunately been largely ignored within discussions of infrastructure cyber defense. 



To understand why this is the case, it is worth examining what makes something an ideal target from the 

mindset of the terrorist. Political scientists have long suggested that the priorities for terrorists include: 

a low barrier to attack, significant economic damage, and inducements of fear (Libicki, Chalk, and Sisson 

2007). The flaws within infrastructure cyber defense meet all three of these targets, making it a clear 

risk area for terrorist attack. 

 First, cyber-attacks in general have minimal entry costs. The rise of internet tutorials and online 

courses provided from websites like Coursera or SANS mean that virtually any reasonably intelligent 

person could learn the basics of cyber security on their own for relatively little time or cost investment. 

From there, various “black-hatter” groups are only too happy to complete the training of those 

interested in gaining improper access. Indeed, the Washington Post reported that the major grid 

shutdown in Ukraine of last year was caused by a group of hackers in Russia who were at best only 

loosely tied to government (Nakashima 2017). Furthermore, the expenditures of an attack are almost 

nil. Unlike many traditional terrorist pursuits, cyber-attacks are almost impossible to attribute to an 

organization, let alone an individual (InfoSec 2013). As a result, the terrorist group does not have to risk 

the loss of their skilled operative in carrying out the attack. Since there are also essentially no materials 

expended, an individual may be able to carry out numerous attacks without consequence. 

 Second, infrastructure shut down could cause substantial damage both in terms of property and 

human life. As noted previously, the concentration of Americans into certain population centers means 

that an attacker could affect a massive number of people by taking out only a few critical sectors 

(consider: New York, Los Angeles, San Francisco, etc.). In fact, an analysis by Cambridge’s Centre for risk 

Studies suggests that a vulnerability could “[destabilize] the Northeastern United States regional grid 

and [cause] some sustained outages… The total impact to the US economy is estimated at $243bn, rising 

to more than $1trn in the most extreme version of the scenario” (CRS 2015). The human toll could be of 

similar relative magnitude. Indeed, the report goes on to mention possibilities ranging from 



transportation accidents to heat-related deaths to power loss in hospitals to rioting in the streets (CRS 

2015). While exact numbers are difficult to estimate for such an event, it is clear that significant injury is 

a likely outcome. 

 Third, the mundanity of key systems like power, water, or heating mean that their denial would 

likely have grave psychological impacts. To illustrate this – consider the case of Flint, Michigan. Due to 

bureaucratic oversights, the city was without clean water for a prolonged period of three years. 

However, the lead contaminating the water was unknown to Flint’s residents for the first half of that 

period (AP 2017). After that period came an outcry from the national media. Interestingly, this is when 

one starts to see reporting of mental health issues in Flint. Indeed, essentially no reporting indicates that 

the mental health concerns arose from the water itself; instead, it was the knowledge that one lacked 

clean water that caused Flint’s residents to feel panic (Goodnough and Atkinson 2016). The holes in our 

infrastructure’s cyber security dwarf the number impacted by Flint. Even a single large-scale attack could 

cause people’s faith in the reliability of modern conveniences to evaporate, replaced by a constant 

worry of what danger lies around the corner. 

Deterrence 

While the problem under consideration is dire, one can look to traditional international relations 

theory for a solution: deterrence. Theorists suggest that one can decrease the likelihood of terrorist 

activities by raising the costs of an attack or decreasing the payoff of an attempt (Morral and Jackson 

2009). Both approaches should be pursued when it comes to increasing cyber defense.  Further, there 

are two avenues that should be examined: regulation and norms. 

From a policy perspective, one may find means of deterrence by means of governmental 

regulation. An effective law will need to have substantial penalties so that businesses feel a market need 



to comply as well as an easy means of validating compliance. One may note that there is not a singular 

number that would ensure that all firms find it more efficient to comply, while also not too strongly 

disadvantaging small firms. As with much of cyber-security policy, tradeoff must be made. Nonetheless, 

it is clear that the current fine is too low. Indeed, a fine of six figures is considered to be on the higher 

end, with gross negligence leading to fines just above a million (Connor 2016). In the context of these 

infrastructure corporations that have revenues of hundreds of millions or even billions, such a fine is a 

mere annoyance. Even if compliance could be detected, it may not make financial sense for a 

corporation to spend the money to fix its cyber insecurity. Thus, one component of regulation must 

include severe penalties for those who disregard the law.  

Such a policy change would still be insufficient: current means of ensuring compliance are 

outdated. As discussed above, inspections only occur once every few years. A system can get away with 

being noncompliant for a significant period of time without anyone noticing. To this problem, I propose 

that the federal government implement a system of automated compliance checking for software 

systems. The general idea is that one may install a program on the computer controlling the 

infrastructure system in question that is run daily and checks for common vulnerabilities. A government 

office could remotely check the results of the test and reach out when issues do arise. Further discussion 

and an example of such a system can be found in the Appendix. By doing automatic, continuous checks, 

the software mitigates the risk of a vulnerability. Taken in conjunction with the financial incentive, 

infrastructure corporations would improve their defense capabilities, helping decrease the likelihood of 

an attack being successful. 

However, policy is not the only panacea to this problem. Changing the industry of computer 

science itself could yield positive results. Most programmers enter the field after studying computer 

science as part of an undergraduate program at a university. Thus, much of what goes on in the real 

world comes from what is taught in academia. Prior discussion was had on how little priority current 



programs place on cyber security. This seems a very easy problem to be solved. If students are required 

to take a security course as part of their degree, then the exposure to such concepts alone will 

significantly improve awareness of vulnerabilities within applications the students go on to develop. One 

notes that the acclaimed OWASP top ten list, which discuss the ten most common web vulnerabilities 

undergoes little change each year (OWASP 2017, OWASP 2013). Indeed, attackers are rarely forced to 

innovate due to prevalence of these simple security flaws. Solving them would go a long way towards 

resolving the problem. Ideally universities would require such a policy on their own, but there do exist 

outside methods of pressuring adoption such as accreditation standards or federal funding.  

Failing a change in academia, one must fundamentally transform the priorities placed within the 

workforce. While certain tasks like automated testing or source control are usually taught to new 

graduates within their first job, such emphasis is not placed on computer systems security. In fact, the 

youth-filled tech culture of today has led to a deprioritization of security in hopes of building “the next 

big thing” as quickly as possible. Nonetheless, there remains an avenue by which computer scientists 

themselves may be able to change the tide towards security becoming an integral part of every software 

engineer’s knowledgebase.  

Action Items 

Based on the discussion to this point, it seems that the following should be considered as a means of at 

least initiating a resolution to the threat of cyberterrorism: 

• Place greater focus on integrating both technical and political experts when implementing new 

cyber security policy. 

• Ensure that the distinction between a computer scientist and a cyber security expert is 

understood by industry as not all computer scientists understand security. 



• Recognize the risks posed by insufficient cyber defense and create contingency plans should 

disaster strike. 

• Increase the monetary costs of corporations failing to meet necessary security standards. 

• Automate computer systems inspections to prevent obvious vulnerabilities. See the appendix 

for more discussion on how this could be done. 

• Require computer science students learn basic cyber security. 

• Make cyber security an industry standard on the same level as code reviews or source control. 

As has been a common theme – these considerations are a mix of technological, societal, and 

political. One cannot hope to resolve this issue without integrations from all these various disciplines. 

Conclusion 

Cyber-terrorism is a real threat that can no longer be ignored. Due to a lack of effective 

oversight by either the government or computer scientists, our infrastructure’s defenses in the cyber 

realm are paltry. Even the most trivial methods of attack have a high likelihood of succeeding and 

granting a malicious user access. In the age of the terrorist, this presents a fundamental problem for 

national security. Power, water, transportation, and communications systems present the qualities a 

terrorist may desire when probing for a target so cyber defense must become a priority. The action 

items presented above are only the beginning to the conversation on this topic. Effective change will 

only be possible if all involved make an effort to see the multiple facets and angles that define cyber 

terrorism and create plans of action that resolve causes from all aspects. 

 

 



Appendix/Supporting Material 

 One of the less theoretical proposals within the section on deterrence is the idea of automated 

penetration testing. To those unfamiliar with the computer science industry, this can seem like an 

improbable idea. As a proof of concept, I have included tests to examine three vulnerabilities. In 

particular, the following scripts can test for open ports, hardware access, and outdated software. These 

are the most common vulnerabilities to be present within an infrastructure system as they can be 

present without the user doing something to specifically make remote access easier. Indeed, even 

detected these few flaws would make our security considerably better within the cyber realm. Please 

note that these scripts should merely be taken as a proof of concept – they likely have flaws in detection 

in certain corner cases or operating systems. Furthermore, these scripts are written in python for easy of 

readability and clean code, but a real-world system would almost certainly want to make use of the low-

level access present in languages like C++ to ensure maximum transferability. 

The test for open ports is follows the general idea behind tools like nmap and simply tries to 

initiate a connection with all possible ports. The client/infrastructure company will execute the following 

python script to send a request for a scan to be conducted: 

import socket 

sock = socket.socket() 

sock.connect((server_ip, server_port)) 

sock.sendall('Requesting port scan.') 

sock.close() 

 



While this is ongoing, the server/government will be running its own python script that is 

composed of: 

 import socket 

sock = socket.socket() 

sock.bind((server_ip, server_port)) 

sock.listen(1) 

while True: 

c, addr = s.accept()  

message = c.recv(1024) 

log_test_occured(message, addr) 

for port in range(0,65535):  

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 

   result = s.connect_ex((addr, port)) 

   if result == 0: 

        log_port_breach(message, addr, port) 

   s.close() 

c.close() 

There are a few things worth noting about this server script. First, its general operation is to take 

the IP address of those who send it a message (the request mentioned in the client script) then scan 

their open ports by trying to create TCP connections with each port. Any port that it can successfully 

connect to is logged as an open port, and thus a breach in compliance. Second, the server makes a note 

of anyone who contacts it. This ensures that there is a “paper trail” of what companies are correctly 

running compliance tests. Third, the person operating the client does not need to have any knowledge 

of cyber security in order for the test to run correctly. 



Our second test is related to hardware access. As has previously been discussed, open data 

transfer ports like USB ports represent a significant risk in allowing malware to access key systems. Thus, 

in order to check for this vulnerability, it suffices to test what data connections are ongoing. Taking 

advantage of Python’s pyUSB library, we can test this by running the following on the client: 

import usb 

for dev in usb.core.find(find_all=True): 

    for cfg in dev: 

     for i in cfg: 

  number_of_endpoints = 0 

  # Two endpoints within one interface indicate data flow.  

  for e in i: 

        number_of_endpoints = number_of_endpoints + 1 

  if number_of_endpoints > 1: 

   print '''Hardware Vulnerability Detected. Please note that 

   this incident has been recorded with your inspector.''' 

   send_compliance_breach(ID, "Hardware Port") 

As with the first test, the key takeaways are that one can automatically test for non-compliance 

with hardware access as well as indicate to the server when there is a problem without having a cyber 

security expert present at the infrastructure company’s location. 

The final, and most trivial test involves the examination of outdated software, particularly 

outdated operating systems. It is not a rare occurrence for a vendor like Microsoft to release a patch to 

solve a security flaw only for users to leave their devices unpatched, leaving the vulnerability accessible. 

As the operating system is readily available within software, this test is as simple as the client running 

the following: 



 

stable_platforms = query_server_for_stable_platforms() 

if platform.platform() not in stable_platforms: 

        print '''Please Update Your Operating System To Ensure Security. Please 

 note that a failure to update in a timely manner will be recorded.''' 

 send_compliance_breach(ID, "Outdated Software") 

 Following in the pattern of the other tests, this script is easy to run, logs its activities with the 

server, and works without user involvement. 

 While perfecting an automated testing system remains an open question, it should be clear 

from these proof of concept scripts that the discussed policy of daily digital inspections is plausible. Such 

inspections represent very low-hanging fruit for the task of deterrence and would allow for 

infrastructure computer systems to avoid blatant flaws in their security. 
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