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1 Abstract 
Near-field communication (NFC) services are becoming increasingly pervasive as 
mobile wallets like Apple Pay and Android Pay allow consumers in the United States to 
pay for goods and services using only their mobile devices. In other areas of the world, 
contactless payment services are already readily accepted by merchants. The 
technology works via a low-cost chip that can be integrated into portable devices, 
allowing chip-equipped devices within a four centimeter range of each other to establish 
communication. NFC technology is increasingly popular because of its low cost and 
because its convenient integration with Bluetooth technologies, but its limited range 
does not guarantee its security: it is susceptible to eavesdropping attacks in which 
malicious parties can access sensitive data such as payment card information. In this 
paper I will examine the risks of using NFC technologies, discuss attempts to attack 
NFC-based services and offer ways to prevent and protect from these types of attacks. 

 

2 Introduction 

2.1 What is NFC? 

Near field communication, or NFC, is a method of contactless communication in which 
two devices can establish a connection. This allows NFC-enabled devices to 
communicate with other enabled devices with a swipe of the hand. While similar to 
traditional radio-frequency identification (RFID) technology, NFC is more specific in that 
it requires that the connecting devices are within close range of one another. There are 
two main methods of using NFC: a device may be considered “active” or “passive” (1). 
Devices such as NFC tags are passive, and usually hold information that other devices 
can read. Devices like smartphones are active–they can read information off of an NFC 
tag, but can also transmit information to and receive information from other devices.  

A governing body, the NFC Forum, acts as the non-profit industry association that 
regulates NFC technology–it establishes protocols, releases up-to-date technical 
specification releases, and oversees the certification process to ensure that devices are 
compliant with the aforementioned specs. It is composed of various bodies that have an 
interest in the growth of NFC - Qualcomm, Google, MasterCard, Nike and Huawei, to 
name just a few (2).  

 



 
 
 

2.2 Use cases 

The NFC Forum suggests a list of uses for NFC technology, a list not limited to: 

1. Pairing Bluetooth-enabled devices  

2. Connecting wireless devices to Wi-Fi networks  

3. Exchanging information (like coupons and business cards) 

4. Transferring health status information to phone 

5. Securing electronic door locks 

However, one of the most widely known applications for NFC is in the mobile payments 
sector. While NFC-based mobile wallets are not widespread in the United States, other 
nations have embraced them: Europe made 3 billion mobile wallet transactions between 
May 2015 and May 2016 (Shaw), and India is expected to spend 800 billion Rs (12.3 
billion USD) in mobile wallet transactions by the end of 2017 (4). Big technology 
companies in the United States are also moving in that direction: on 23 October 2017, 
Apple announced that its mobile wallet service, Apple Pay, was expanding to reach 
twenty global markets. On that very same day, Google announced its Pay with Google 
tool, an app that allows Android users to store card information that they have used on 
other Google products. For reference: 63.2% of the US smartphone market is 
dominated by Android, and another 35.0% is owned by Apple–a whopping total of 
98.2% of the US smartphone market (Perez). 

 

2.3 To the Community 

While US adoption of NFC-based technology is relatively low, adoption is nonetheless 
increasing. It is a convenient technology that has the potential to save time, energy, and 
money. The NFC Forum calls the technology “inherently secure” due because two 
devices must be in very close contact to establish communication, leaving little physical 
space to intercept the transmitted data: as we will quickly see, this measure is simply 
not enough in maintaining the security of the broadcasted information. It is necessary 
that potential users of NFC technology, especially mobile wallets, are aware of the risks 
involved. Even more so, it is imperative that everyday users learn how they can protect 
themselves when swiping with their NFC-enabled devices.  

 



 
 
 

3 NFC-related Attacks 

3.1 Eavesdropping 

NFC eavesdropping is an attack in which a perpetrator picks up signals between two 
devices in an active transaction. As previously stated, the NFC Forum regards the 
limited field of signal transmission as an innate security measure of the technology, but 
researchers have developed ways in which signals from an NFC transaction could be 
picked up from up to 100 centimeters away from the actual point of transaction.  

3.1.1 Sniffing with hardware 

A team at the University of Surrey, Guildford, created a cheap and concealable receiver 
from a handful of low-cost, off-the-shelf electronics and an antenna that could be easily 
“concealed in a backpack” (6). To successfully carry out the attack, they created a 
receiver with two antennas, and fed the eavesdropped signal through a low-noise 
amplifier and a radio frequency amplifier to get a cleaner, high-power signal. A software 
decoder read the signal, which translated the signal into data frames that could then be 
interpreted as transaction data. Their setup, while only tested with fabricated data, 
requires testing in a real world situation, but it is entirely possible that an attacker could 
conceal an eavesdropping rig and use it in a crowded space (the Surrey team presents 
a subway situation as a scenario).  

 

3.2 Relaying information over distance 

Another way to get around NFC’s limited field of transmission is to use software to 
intercept instructions and broadcast them to another device.  

3.2.1 NFCGate 

A team at the Secure Mobile Networking Lab at the Technische Universität Darmstadt 
created an app called NFCGate. They successfully demonstrated that using “two rooted 
but otherwise unmodified Android phones,” they were able to use NFCGate to (a) 
successfully increase the required range of transmission and (b) modify a phone’s 
outgoing NFC data (Maass). In a video demonstration, the team shows a setup with two 
NFCGate-enabled phones, a passport reader, and a biometric passport, or a passport 
that includes an embedded electronic chip that holds information about its owner’s 
identity. One phone was placed on the passport reader, while the other phone as placed 

 



 
 
 

on the passport. The passport reader provided instructions to the phone on the reader, 
and that phone then relayed the instructions to the phone on the passport. 

The demonstration showed that increasing the field of transmission is possible with a 
software-only solution. This kind of exploit can be dangerous–for example, a malicious 
party could use their phone to unlock a keycard-enabled, restricted access door by 
having an accomplice place a paired phone near the wallet of a person who has access. 
To further complicate matters, the attacker’s phone and the accomplice’s phone do not 
even have to be in close proximity: the authors successfully demonstrated that the 
reader instructions can be relayed over the internet. 

 

3.3 When unsuspecting humans tap NFC tags 

One of the suggested uses for NFC is to have consumers tap their phones to a tag to 
access more information on their phones. For example, one popularly suggested idea 
includes placing NFC tags in museums or parks to learn more about a particular 
display. Another use case could be storing unlockable coupons or discounts inside an 
NFC tag, incentivizing a consumer to tap their phone to the tag. However, these easily 
accessible, publicly located tags can be compromised, leaving unsuspecting consumers 
vulnerable to attacks. 

3.3.1 Wall of Sheep demo at DEFCON 

At DEFCON 2013, the security education/hacker group known as Wall of Sheep placed 
posters containing NFC tags and handed out buttons with NFC tags (8). While these 
tags were not malicious when scanned (some just led to users being “rickrolled”), they 
demonstrated how easy it is to convince people to scan something out of curiosity. 
According to Wall of Sheep members, a majority of the phones that scanned their tags 
had not been recently patched, and thus the unsuspecting phone user would not 
receive the security prompt that appears on up-to-date Android phones (9).  

On 5 October, 2015, Google released Android 6.0 (nicknamed Marshmallow), which 
required Android developers to ask users for permission at runtime (10): whenever a 
user tries to access a particular feature that requires certain “dangerous permissions” 
(i.e. reading text messages, accessing saved contacts), a message would appear to 
warn the user that the app is requesting sensitive information. Prior to Marshmallow, an 
Android user would receive a laundry list of easily ignorable permissions upon 
installation of the app. 

 



 
 
 

The general public can (a) ignore those warning messages or (b) be convinced that 
these permissions are necessary. In the pre-Marshmallow DEFCON demo, Wall of 
Sheep offered a link to download an “anti-virus app” that required a long list of 
permissions. If the user consented, an attacker would gain access to these permissions, 
making it possible for an attacker to execute instructions on the infected device 
remotely, all without the phone owner’s awareness. 

 

5 What we can do to protect ourselves 

As people come up with more and more innovative uses for NFC, it is imperative that 
companies and consumers alike come up with ways to protect themselves from attacks 
that could result in anything from information leakage to loss of money. 

5.1 What companies can do 

1. Be transparent 
One of the very first steps that the NFC Forum should take is to clarify their claim 
that NFC is inherently safe because of the limited field of transmission. As 
security research groups have shown, it is entirely possible to write software that 
expands the range of an NFC tag, or creates a system that can discreetly 
eavesdrop on distant transactions.  

2. Encrypt all transmitted data 
There are some basic steps that companies can take to make sure that their 
consumer data is protected. For one thing, no data should be exchanged in 
cleartext: all sensitive information, such as health data, credit card data or 
identity information, should be exchanged via secure channels where all 
information is encrypted. The NFC Forum provides specifications on how to 
verify the integrity of transmitted data and the identity of its author using the 
Signature Record Type Definition 2.0 (12), but it does not require that Forum 
members implement some sort of encryption. 

3. Implement protocols to ensure integrity 
Companies that offer services via NFC should also establish protocols to ensure 
that their tags are not compromised–whether that requires a nightly physical 
check at closing time at a supermarket that takes mobile payments, or a regular 
check-up on company cell phones that are used as restricted access keycards.  

4. Turn off NFC when it is unnecessary (11) 
It is not required that devices with NFC capabilities on the market have NFC 

 



 
 
 

disabled when the device is not used, but a mobile device could be susceptible to 
attacks if NFC is enabled while the phone’s screen is off. Fortunately, Android 
NFC subsystem does not allow for reading tags when the phone is locked (11). 

5.2 What consumers can do 

While companies should be verifying that their hardware and software keep your 
information safe, protect yourself from social engineering scams. 

1. Keep a lock on your phone in case you lose it 
No amount of encryption by mobile payments companies can prevent a thief from 
spending your money if the thief has physical access to your mobile 
wallet-enabled phone. Use a good passcode (better yet, use an alphanumeric 
password) to prevent thieves from taking advantage of your lost phone. 

2. Consider what is or is not an appropriate use for NFC 
As when dealing with phishing scams, be cautious when following links to sites 
that claim to offer free prizes, services, or discounts. Before you scan a tag that 
offers a sweet deal, think: 

a. Is it possible that the deal is just too good to be true? Do you have to scan 
that tag to get access to the coupon?  

b. If you’re asked to download something, can you be sure that it is safe? 
Can you verify its integrity? 

 

6 Conclusion 

While it is entirely likely that adoption of NFC-enabled technologies will continue as time 
goes on, there are steps people can take to protect their information and ensure their 
NFC transactions are not compromised. In this paper, I discussed a few types of 
NFC-based attacks that malicious parties can conduct; I also offer security measures 
that individuals can protect themselves from the worst of the attacks, as well as 
measures that companies can take to prevent the worst of PR disasters. In a world 
where it seems there is some kind of data breach or massive security flaw in the news 
every other day, it is worth educating consumers, engineers, and company executives 
alike about ways to protect their own best interests, in order to prevent against 
NFC-based attacks from becoming normal or commonplace. 
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