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Abstract	
	
This	article	explores	attack	methods	that	abuse	the	firmware	update	process	to	install	malicious	

code	on	routers	and	embedded	operating	systems.	These	devices	often	do	not	employ	

cryptographic	signatures	on	updates,	and	authentication	methods	for	deploying	updates	are	

generally	weak	and	insecure.	Additionally,	these	devices	often	lack	an	automated	and	

streamlined	update	process,	and	must	be	updated	manually	by	motivated	users,	leaving	many	

of	them	running	the	same	software	originally	installed	by	the	OEM	and	leaving	consumers	

exposed.	Attackers	may	place	malicious	code	on	networked	devices	that	subverts	home	

network	activity,	using	this	as	an	attack	vector	to	get	to	personal	computers,	smart	TVs,	

allowing	data	to	be	exfiltrated	from	the	target	network.	This	article	first	describes	the	current	

state	of	router	security,	identifying	key	problems	in	the	system	of	maintenance	for	router	

software	from	deployment	throughout	the	lifetime	of	the	device.	An	attack	path	deploying	

malicious	code	through	abusing	the	firmware	update	process	on	the	router	is	then	explored.	

Lastly,	this	article	offers	remediation	steps	for	ensuring	router	security,	providing	a	defense-in-

depth	approach	to	eliminate	major	portions	of	the	attack	surface.	
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Introduction		
	

Routers	are	a	key	component	of	network	security	for	both	corporate	and	home	

networks.	Residing	on	layer	3	of	the	OSI	model,	routers	manage	all	ingress	and	egress	traffic	for	

the	network.	Because	they	are	the	outer	layer	of	the	network,	they	are	a	common	attack	

vector,	since	they	are	one	of	the	first	devices	visible	to	remote	attackers.	As	a	critical	system	

responsible	for	handling	so	much	traffic,	router	security	is	a	crucial	aspect	of	network	security	

as	a	whole.	However,	according	to	a	study	done	in	2015,	2.46%	of	network	devices	in	the	

corporate	sector	and	41.6%	of	network	devices	used	by	consumers	host	various	security	

vulnerabilities	[6].	

Routers	are	also	often	distributed	using	as-cheap-as-possible	low-end	hardware,	made	

from	a	variety	of	vendors,	in	a	business	model	that	is	designed	to	deliver	a	finished	product	

with	very	little	top-down	control	for	flaws	in	design	or	security	[7].	Because	there	is	very	rarely	

accurate	notification	when	updates	are	available,	and	because	the	firmware	update	process	is	

not	entirely	automatic	and	can	be	very	hard	to	understand	for	the	average	end	user,	routers	

with	security	flaws	on	release	often	continue	to	exhibit	those	flaws	even	years	after	a	fix	is	

available	[4].	If	consolidation	of	parts	manufacturers	to	provide	a	top-down,	security-focused	

design	is	not	an	option,	then	hardware	manufacturers	and	packaging	distributors	that	maintain	

the	software	running	on	these	routers	must	employ	additional	measures	to	secure	them	from	

remote	attack.		

In	terms	of	software,	many	routers	are	embedded	systems	running	a	binary	blob	of	

Linux	called	BusyBox	[2,	5].	This	is	a	modular	binary	that	can	be	modified	to	meet	the	needs	of	

specific	vendors,	and	sometimes	includes	insecure	services	like	Telnet	and	FTP.	Since	many	
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vendors	do	not	have	access	to	the	source	code	underlying	this	binary	blob,	it	is	often	very	hard	

to	rollout	a	patch	for	a	newly	discovered	vulnerability	[7].	Since	it	is	a	very	rudimentary	system,	

it	does	not	employ	operating	system	level	protections	against	malicious	code	injection,	such	as	

Address	Space	Layout	Randomization	(ASLR)	or	Data	Execution	Prevention	(DEP)	[2].	Limited	

measures	are	employed	to	secure	router	firmware,	and	these	may	represent	solutions	to	

smaller	problems,	but	they	do	not	provide	the	kind	of	defense-in-depth	that	is	necessary	to	

ensure	the	security	of	the	router	and	therefore	the	security	of	the	network	as	a	whole.		

This	paper	explores	the	options	available	for	attackers	seeking	to	exploit	routers,	given	

the	current	state	of	the	industry.	First	it	identifies	common	attack	paths,	resulting	from	older	

default	software	and	generic	accounts,	and	then	moves	on	to	the	more	sophisticated	options	

that	are	also	available	to	a	determined	and	persistent	attacker.	It	then	describes	the	effects	

that	an	attack	could	have	on	unsuspecting	victims,	and	offers	remediation	techniques	that,	if	

implemented	across	the	spectrum,	offer	a	more	secure	alternative.	
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To	the	Community	

Home	routers	have	drivers	and	operating	systems	that	are	binary	blobs	amounting	to	

snapshots	of	the	state	of	Linux	plus	the	lowest	end	commodity	chips	that	were	extant	at	

the	time	of	the	router's	design.		Linux	has	moved	on.	Device	drivers	have	moved	on.		

Samba	has	moved	on.		Chipsets	have	moved	on.		But	what	is	sold	at	Best	Buy	or	the	like	

is	remarkably	cheap	and	remarkably	old.		With	certainty	born	of	long	engineering	

experience,	I	assert	that	those	manufacturers	can	no	longer	build	their	deployed	

software	blobs	from	source.	

- Dan	Geer,	Black	Hat	2014	keynote	speech	[3]	

	
In	2016,	the	Wall	Street	Journal	commissioned	security	researcher	Todd	Beardsley	from	

Rapid7	to	test	security	measures	employed	by	20	brand-name,	newly	purchased	routers	[4].	

The	study	found	that	half	didn’t	let	users	easily	check	for	new	software,	14	were	not	delivered	

with	current	software,	all	had	easily	guessed	network	settings,	and	18/20	had	easily	guessable	

password	settings.	In	one	instance,	a	software	company	had	published	a	fix,	but	that	fix	was	not	

being	included	in	newly	shipped	devices	since	the	component	maker	hadn’t	been	including	it	in	

the	parts	they	had	shipped	to	the	router	manufacturer.	

This	indicates	that	currently,	the	environment	is	not	very	friendly	to	the	average	user.	

There	are	a	number	of	hurdles	to	overcome	if	a	secure	configuration	is	desired.	If	the	vendor	is	

security	driven,	then	it	may	still	be	a	challenge	deploying	the	right	software:	according	to	Bruce	

Schneier,	since	the	software	on	routers	is	a	binary	blob,	often	the	device	makers	don’t	have	

actual	source	code	to	work	with	and	can’t	necessarily	patch	a	vulnerability	[7].	

When	updates	are	made	available	by	the	manufacturer,	users	are	often	not	notified,	

and	the	process	for	applying	them	is	not	easy.	Users	must	check	device	manufacturer’s	website	
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for	firmware,	and	download	any	that	is	available.	The	process	as	it	is	currently	implemented	is	

generally	not	automatic,	and	only	sometimes	can	be	performed	through	the	router’s	Web	

administration	page.	The	combination	of	rare	updates	from	the	manufacturers,	along	with	a	

tedious	and	sometimes	complicated	process	for	finding	the	right	updates,	creates	a	system	

where	updates	are	rarely	applied.	

This	is	important	because,	according	to	a	September	2015	study	published	in	the	ACM	

by	Küçüksille,	Yalçinkaya,	and	Ganal,	the	majority	of	the	security	vulnerabilities	used	by	

attackers	in	exploiting	routers	nowadays	are	configuration-based	errors	[6].	Default	passwords,	

ports	left	open,	and	default	services	are	prime	suspects	for	attackers	looking	to	gain	easy	access	

to	the	network.	According	to	their	paper,	the	majority	of	configuration	error-based	security	

vulnerabilities	exploited	by	attackers	are	found	on	Telnet,	SSH,	and	SNMP	protocols.	These	give	

attackers	more	options,	and	the	following	example	documents	an	attack	path	that	could	take	

advantage	of	these	vulnerable	services	to	deploy	malicious	software	on	the	router.	

If	we	do	not	take	steps	to	fix	these	problems	for	routers,	we	will	be	enabling	widespread	

misuse	of	one	of	the	most	common	Internet	resources.	Additionally,	we	will	not	be	setting	

course	correctly	for	what	is	to	be	a	massive	development	in	Internet	connected	devices	–	often	

those	that	have	very	similar	hardware	and	software	to	that	of	routers.	This	is	an	opportunity	to	

both	close	a	current	gap	in	security,	and	set	best	practice	standards	for	future	generations	to	

follow.	
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Applications	
	

The	following	analysis	presents	an	example	attack	path,	assuming	a	determined	attacker	

working	remotely,	and	is	primarily	a	description	of	an	attack	methodology	presented	in	the	

SANS	whitepaper	Exploiting	Embedded	Devices,	2012.	The	first	step	in	attacking	an	insecure	

network	is	to	search	for	open	ports	and	running	services.	This	can	be	done	with	an	nmap	scan	

of	the	router:	

	 nmap –sS –A –p 0- -oN routerports.nmap 192.168.0.1 
 

 
Figure	1:	sample	output	of	the	above	nmap	command	on	localhost	
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This	command	does	a	TCP	SYN	scan	against	the	target	IP,	which	is	listed	here	as	a	

common	default	IP	for	home	routers,	and	dumps	the	results	into	a	file	named	

routerports.nmap.	If	there	are	any	known	vulnerable	running	services,	like	Telnet	or	FTP,	these	

can	often	be	exploited	with	generic	accounts,	brute	forcing,	or	exploits.	Even	SSH	is	vulnerable	

as	a	more	secure	protocol,	since	it	is	often	left	improperly	configured	and	running	with	a	

generic	account.	In	one	notorious	example	of	malware	taking	advantage	of	default	credentials	

on	router	services,	the	Mirai	malware	scanned	for	routers	with	port	23	opened	and	logged	in	by	

trying	only	62	different	default	credential	pairs	[5].	If	access	can’t	be	gained	through	these	

methods,	the	next	step	is	to	attempt	to	netcat	against	each	service	available	from	the	router,	

searching	for	a	banner	to	be	returned	by	the	router	and	attempting	to	make	a	connection.	

At	this	stage	the	attacker	may	also	check	known	vulnerability	databases	like	exploit-db	

[9].	After	fingerprinting	services	available	from	the	router	from	probes	and	banners	returned,	

there	may	be	versions	of	services	running	that	offer	the	ability	for	scripted	exploits	to	be	

deployed.	These	can	be	deployed	with	the	Metasploit	framework.	

Once	shell	access	is	obtained,	the	Web	directory	can	generally	be	found	by	the	

command	line.	It	is	usually	in	the	/mnt/	directory	[2].	There	are	a	variety	of	methods	for	gaining	

access	to	the	Web	server	on	the	router.	If	a	password	hash	file	can	be	found	containing	the	

credentials	of	the	administrative	user	for	the	router,	then	these	can	be	cracked	using	a	GPU	

that	support	CUDA	or	OpenCL	and	running	the	hashes	through	hashcat	[10].	Another	

mechanism	for	gaining	access	in	the	event	that	the	password	file	cannot	be	cracked	is	to	take	
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advantage	of	client-side	JavaScript	filtering	by	using	BurpSuite	as	a	proxy	and	tampering	with	

the	request	passed	to	the	server	[11].	

If	access	to	the	administrative	accounts	on	the	router’s	Web	service	can	be	obtained,	

then	malicious	updates	can	be	applied	in	this	way.	If	physical	access	is	available,	there	are	

further	methods	that	explore	a	serial	connection	through	the	Universal	Asynchronous	

Receiver/Transmitter	(UART)	interface	that	this	paper	will	not	explore.	

Next,	download	a	copy	of	the	driver	intended	for	the	router	from	the	manufacturer’s	

Website.	This	will	be	used	for	analysis	before	malicious	code	deployment.	For	this	paper,	I	

downloaded	a	firmware	update	for	a	D-Link	DIR-130	router.	The	binary	blob	can	be	analyzed	

using	a	program	called	binwalk.	The	following	is	sample	output	for	the	D-Link	firmware	update	

for	a	D-Link	DIR-130	router:	

Figure	2:	sample	output	of	a	binwalk	command	to	view	a	firmware	package.	The	filesystem	is	listed	last.	

	 The	filesystem	can	then	be	extracted	using	dd	for	inspection:	
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Figure	3:	sample	output	of	the	dd	command	to	extract	the	filesystem	shown	above.	
	
	 Now,	using	a	tool	called	the	firmware-mod-kit	[13],	we	can	analyze	the	file	system	to	

look	for	potential	modifications.	The	/src	folder	in	the	firmware-mod-kit	package	gives	us	tools	

to	view	the	filesystem	from	our	extracted	binary	blob,	which	we	may	then	inspect	for	malicious	

opportunities	to	install	bad	code	on	the	router.	

	
	
Figure	4:	sample	output	of	the	firmware-mod-kit	package	uncramfs,	which	extracts	cram	filesystems.	
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	 Contents	of	the	output	directory	containing	the	extracted	filesystem	can	then	be	viewed	

for	possible	modification.	

	

	
	
Figure	5:	contents	of	the	filesystem	in	the	D-Link	DIR-130	update.	

	



Patrick	Kinsella	
Comp	116	

Final	Project	
	 Using	this	information,	a	determined	attacker	could	then	modify	the	software	and	

redeploy	it	to	the	router	for	which	access	is	already	available	by	the	terminal	or	Web	interface.	

The	firmware-mod-kit	package	provides	additional	tools	for	modified	software	to	be	rebuilt	and	

deployed	to	the	router.	It	is	required	that	the	software	be	cross-compiled	correctly,	which	can	

be	challenging.	Once	the	correct	platform	is	identified	for	cross-compilation,	the	malicious	

software	deployed	can	be	reused	for	all	routers	of	the	same	make	and	model.	

	 In	the	SANS	paper	cited	above,	Exploiting	Embedded	Devices	[2],	the	author	goes	further	

to	construct	code	to	provide	a	staged	deployment	for	malware	using	a	command	&	control	

server.	The	staged	deployment	of	malware	to	the	router	offers	a	particularly	compelling	

example	of	an	attack	methodology,	as	the	attacker	may	later	decide	what	software	should	be	

deployed	to	serve	their	end.	The	router	can	be	used	as	a	backdoor	for	further	attacks,	allowing	

the	possible	deployment	of	additional	malware	for	malicious	activities	such	as	the	extraction	of	

personal	information	or	the	use	of	those	devices	as	zombies	in	a	botnet.	

	
	
	
	
	
	
	
	
	
	
	
	
	



Patrick	Kinsella	
Comp	116	

Final	Project	
Conclusion	
	

	There	are	a	number	of	remediation	steps	that	must	be	taken	to	ensure	that	the	router	

and	attached	network	remain	secure	from	outside	attackers.	The	following	are	the	changes	that	

should	be	made,	presenting	a	defense-in-depth	strategy	to	keep	routers	secure	despite	

challenges	such	as	a	fractious	market	of	device	manufacturers	and	an	ignorant	user	base.	

Updates	need	to	be	made	readily	available	and	automatically	deployed.	One	way	to	help	

device	manufacturers	and	users	alike	control	this	problem	is	to	create	open	source	drivers.	This	

would	allow	uniform	deployment	of	updates	that	is	ideally	also	automatic.	The	router	

manufacturers	could	encourage	creation	of	this	software	by	subsidizing	it	together	as	a	trade	

group,	and	in	doing	so	they	would	be	promoting	their	products’	security	aspects.	

Automate	the	process	of	deploying	and	maintaining	routers	with	secure	settings.	When	

the	router	is	first	deployed,	a	unique	and	secure	password	for	both	the	network	and	the	Web	

administrative	interface	should	be	automatically	and	randomly	generated.	Currently,	many	

routers	are	distributed	with	a	random	network	password,	however,	the	Web	administration	

page	should	not	use	a	generic	account.	This	is	probably	currently	employed	because	

manufacturers	are	simply	ignoring	the	fact	that	the	Web	server	may	become	accessible	to	a	

remote	attacker,	but	this	has	been	shown	to	not	be	a	reliable	assumption.	

Remove	unnecessary	services	and	ports,	such	as	Telnet,	from	all	software	deployed	on	

the	router.	This	is	a	rudimentary	change	that	would	have	a	very	large	security	impact.	

Corporations	that	can	afford	advanced	IT	professionals	often	eliminate	this	attack	vector	

quickly,	but	unsuspecting	users	will	leave	ports	running	vulnerable	services	open	indefinitely.	

Since	most	network	administration	problems	on	home	networks	can	be	solved	with	a	hard	
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reset	of	the	device,	it	is	not	necessarily	useful	to	have	administrative	ports	and	services	such	as	

these	running.	

Encrypt	and	sign	firmware.	Without	encrypting	and	signing	updates,	the	software	can	be	

very	easily	analyzed,	modified,	and	deployed	by	attackers.	Encryption	and	digital	signatures	will	

help	ensure	that	the	correct	software	is	deployed,	and	even	though	this	process	could	

potentially	be	abused	when	an	attacker	has	shell	access	to	the	device,	since	they	could	then	

retrieve	and	use	the	keys	for	decryption	and	signature	checking,	it	will	still	provide	an	additional	

barrier	against	attacks.	The	threat	of	attackers	gaining	access	to	these	keys	will	also	be	

mitigated	by	the	above	changes	that	have	hardened	the	attack	surface.	

There	are	also	hardware	methods	that	could	help	control	malicious	activity	from	

potential	attacks.	For	example,	a	new	type	of	chip	being	developed	at	DARPA	called	a	CHERI	are	

designed	to	sandbox,	at	the	hardware	level,	data	and	instructions.	That	is,	data	cannot	be	

mistaken	for	instructions,	and	vice-versa.	This	may	eliminate	a	whole	category	of	

vulnerabilities.	Mimicking	this	technique,	that	is	currently	in	use	by	some	modern	operating	

systems,	makes	programs	more	secure	in	a	world	where	current	software	models	ask	

developers	to	do	things	faster	at	the	expense	of	security	[1]	

Lastly,	as	a	further	step	toward	a	secure	network,	a	defense-in-depth	system	has	been	

proposed	by	researchers	Martin,	Cao,	and	Benson	called	Pot2DPI.	This	system	integrates	

multiple	measures	to	combat	the	kind	of	attack	described	in	this	article	[5].	First,	a	port	

randomization	handler	ensures	that	attackers	get	less	information	from	the	reconnaissance	

stage,	as	random	ports	are	selected	for	frequently	occurring	services	as	well	as	those	that	are	

being	used	by	devices	on	the	network	that	require	Internet	connections.	Next,	a	limited	
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honeypot	is	employed	to	lure	attackers	away	from	higher	value	targets	on	the	home	network,	

and	deep	packet	inspection	is	employed	to	guard	against	common	attacks.	This	helps	stop	

attacks	that	are	using	the	router	as	a	vector	for	further	targets	on	the	home	or	corporate	

network,	such	as	sensitive	personal	information.	

When	software	and	hardware	manufacturers	make	the	above	changes,	the	benefit	for	

network	security,	and	primarily	home	network	security	which	is	increasingly	seeing	an	array	of	

smart-devices	being	deployed,	will	be	enormous.	Routers	have	been	in	use	for	decades	and	

their	improved	security	can	also	serve	as	a	model	for	the	secure	configuration	of	additional	

embedded	devices.	As	more	critical	information	is	managed	and	additional	devices	deployed	on	

all	kinds	of	networks,	router	security	becomes	a	crucial	first	line	of	defense,	and	the	

remediation	steps	described	here	offer	the	first	steps	toward	a	comprehensive	approach	to	

solving	the	problem.	
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