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Abstract 

Ransomware accounts for a large majority of the malicious attacks in the cyber 

security world, with a company hit with a ransomware attack once every 40 seconds. There 

was a 300% increase in ransomware attacks from 2015 to 2016 — and it’s only going up 

from there. One family of Trojan-style ransomware technology that introduced itself in 

early 2015 is TeslaCrypt. TeslaCrypt affected Windows users from the US, Germany, Spain, 

Italy, France, and the United Kingdom, targeting mostly gamers. This form of ransomware 

would encrypt the victim’s files using a highly complicated encryption key and demand 

$250 to $1,000 for ransom. The creators of TeslaCrypt eventually released the master 

decryption key in May of 2016, so in the end the victims were able to recover their files and 

systems. This paper will explore the process by which the TeslaCrypt ransomware infected 

a system, the steps that were taken to ameliorate this issue, and what steps should be taken 

to avoid an incident like this in the future. 

Introduction 

Ransomware is a special form of malware that can infect a system through either 

encrypting and denying users access to their files, or restricting access and locking users 

out of their systems. Once the ransomware has the target’s files and/or system on lock, it 

demands a ransom be paid, usually through some form of cryptocurrency.  

In February of 2015, a new family of file-encrypting Trojan-style ransomware 

technology was introduced — TeslaCrypt. “Trojan-style ransomware” means that the 

software disguises itself as something that is harmless to bait their victim, when in reality it 



contains a malevolent payload. TeslaCrypt was distributed via the Angler exploit kit and 

infected many individuals and businesses, but specifically targeted online gamers. Since 

gamers as a group were expected to spend approximately $111 billion in 2015, targeting 

gamers specifically was a savvy move on the attacker’s part to ensure the completion of the 

ransom payment. The TeslaCrypt software used an advanced form of encryption that 

locked over 150 different types of file formats, such as PDFs, photos, iTunes files, 

databases, and mostly gaming file extension types (save files, game development softwares, 

configurations, Steam accounts) from Windows users. It held those files for a ransom that 

demanded $250 to $1,000 worth of bitcoins from the victims. This ransomware cost a loss 

of thousands of dollars from its victims. Some games that TeslaCrypt targeted were Call of 

Duty, Star Craft 2, League of Legends, Minecraft, Skyrim, World of Warcraft 3, and 

Assassin’s Creed.  

To The Community 

As of 2016, the most common form of cyber security attacks is via ransomware. In 

the first three months of 2016 alone, ransomware attacks extorted approximately $209 

million from victims. The prevalence of ransomware attacks on companies and 

corporations is rising, and the ransoms are only getting higher and technologies more 

advanced. To inject ransomware into a system, just a small amount of reconnaissance and 

exposure to vulnerabilities of the system is required; this aspect is part of the reason why 

ransomware attacks are the most prevalent malware attacks. Depending on what type of 

device the target is, the attack differs — but the basic steps of exploitation via ransomware 

all follow the same pattern: deployment, installment, command-and-control, destruction, 



and extortion. Ransomware can be distributed via a number of channels, such as through 

malicious websites, phishing emails, drive-by downloads, etc. There are rudimentary ways 

to block against ransomware, such as not opening emails from senders you do not 

recognize or not clicking on any links in untrustworthy emails; but this is not always 

enough to keep ransomware from infecting your system. There are also softwares 

developed specially to block against certain ransomwares and protect the device, but, 

again, they are not foolproof. In order to protect ourselves against the many dangers in the 

cyber world, it is important for all internet users to learn what their greatest threat is 

online, how it operates and takes advantage of naive users, and then, finally, how to protect 

themselves against these malicious attacks.  

TeslaCrypt was a piece of ransomware that attacked many businesses and mostly 

online gamers. It took people’s files that included financial information, employment 

papers, memories, etc. away from them, so of course many people were devastated. 

TeslaCrypt is just one example out of the many hundreds and thousands of ransomware 

softwares out there, and new variants of ransomware with even more advanced 

technologies are created everyday. Thus, we need to understand the technology behind 

these attacks so that we are able to properly accommodate and defend against them.  

What TeslaCrypt Looks Like 

The general steps to a TeslaCrypt attack are as follows: infect machine, scan all 

drives for files, encrypt the files with AES-256 encryption algorithm, and replace desktop 

background with the ransom message. The ransom note — which resembles 



CryptoLocker’s set-up, playing off of CryptoLocker’s notoriety — tells the victim that their 

files have all been encrypted and provides them with the bitcoin address in which to input 

their payment. The average amount TeslaCrypt asked for was about 2.5 bitcoins, which was 

equivalent to approximately $550 at the time. An alternate form of payment provided was 

through PayPal — but this form of payment raised the price to the full $1,000. The victims 

were given an opportunity to first test decrypt one of their files for free before paying the 

entire ransom. This was to convince the victim that their files were indeed still safe and to 

gain their trust to drive them to continue with the payment. Between February 7, 2015 and 

April 28, 2015, a total of 1,231 victims visited the TeslaCrypt page to attempt to decrypt a 

file, 139 individuals paid 0.5 to 2.5 bitcoins, and 20 individuals paid the full $1,000 through 

PayPal — which amounted to a total of $76,522 in just the first four months of its 

appearance. 

Malcode Injection 

Mechanisms through which TeslaCrypt was spread were through spam, email 

attachments, malicious links, and compromised websites. One channel through which it 

was spread was a compromised WordPress website. The website redirected the users to 

the Angler exploit kit via a zero-day exploit on an Adobe Flash clip, through which the users 

were infected. An example of a phishing email some victims received was an email claiming 

to contain information about an overdue invoice. The email contained a zip file which, 

when downloaded and unzipped, retrieved the malicious files of TeslaCrypt.  



The Angler exploit kit through which TeslaCrypt enacted was able to mask the 

infection from being detected by most antivirus tools, collect information about the 

machine to send to the command-and-control server, and add the machine to the botnet. 

Angler attempts to exploit any vulnerabilities it can find, such as through VBScript, Flash, 

Silverlight, or Internet Explorer. Then, if the exploit is successful, the TeslaCrypt payload is 

dropped into the machine. If the exploit did not work, then Angler drops a different file 

with an exploit to download the TeslaCrypt payload onto the machine.  

Once the payload is downloaded onto the machine, an executable file which contains 

TeslaCrypt’s main component is written to memory. From there, the drives and files are all 

scanned and the ransom message is dropped into every directory. The ransom message is 

displayed and the infection is fully executed.  

The End of TeslaCrypt 

Through its lifetime, TeslaCrypt developed 3 different versions of the software, with 

each version adapted to fix any weaknesses that cybersecurity companies discovered and 

exploited to create a decryption tool, rendering those fixes ineffective. The command and 

control was all done through the Tor network, which hid the developers of this software’s 

identities, keeping them anonymous and making the source untrackable. So, there was the 

problem of attribution for this case. But in May of 2016, a security researcher at ESET 

reached out to ask if the group behind this attack would be willing to release the master 

decryption key. The developers had already been slowly shutting down operations so with 

the official close of their project, the creators of this malicious software released the master 



decryption key. With the decryption key, softwares were then created by various software 

companies and software creators for victims to decrypt and regain access to their files and 

systems. Although TeslaCrypt did have a happy ending for most, we need to remain vigilant 

as ransomware is still a major, growing problem in the cyber world. 

Defenses 

With the rise of cyber warfare and an ever increasing percentage of cyber attacks, 

we should all change our approach to the internet and our cyber safety and increase our 

knowledge of such incidents in order to fight back and not fall prey to these malicious 

groups in the future.  Some proactive strategies of defense you as a user of the internet 

should adopt are keep your software and firmware updated, apply any necessary patches 

to softwares, use spam filters, use adblock, have the latest antivirus software installed, not 

click on any links or attachments from unknown sources, restrict administrative rights, 

block connections to I2P and Tor servers via a firewall, and — the step most relevant to 

fighting against ransomware — regularly back up all files and systems. There were some 

people hit with the TeslaCrypt virus who were not affected and experienced no loss 

because they did have a full backup of all their files. Since the basis of ransomware is 

locking users out of their files and/or systems, with a full backup of files, you are already 

one step ahead of the cyber criminals. A method that many enterprises use to avoid 

infection is sandboxing. Sandboxing is the technique in which files from email attachments 

or any web downloads are opened and run first in a virtual environment and checked for 

any suspicious behavior. Only once the file is deemed safe is it then released to the user. It 

is essential to take these precautionary steps to avoid ransomware infection because once 



the software has infected the machine, there are not many things you can to do except for 

pay the ransom and regain access to your files, or not pay the ransom and lose all of your 

files.  

But, of course, ransomware is notoriously difficult to prevent, so some reactive steps 

are important to know as well. If a machine that is part of a network, much like how most 

businesses are set up, is infected, the machine should be unplugged from the network and 

disconnected from wifi right away to prevent the spread of the virus to other machines 

connected to the network. But, the machine should not be shut down as the data may be 

lost. The decision of whether or not to pay the ransom all depends on the victim’s own 

values: importance of the files, data availability, their financial situation, whether they have 

a full backup of all files and the system, and other personal risks. If it was a business that 

was hit, they need to be wary of their public image and cautious about how the attack is 

publicized if they do decide to pay because it could lead to future attacks. Next, if the victim 

does make the decision to pay, it is worth trying to negotiate with the attacker. Many cyber 

criminals prefer to receive some money over no money, so some may compromise on 

ransom values. A final and most important step in preventing machine infection is to 

spread awareness and have constant reminders of how critical it is to practice cyber 

hygiene and to always be cognizant of the dangers that are online.  

Conclusion 

The malicious threat bound to the cyber world that is cybercrime is prevalent and 

not going away anytime soon. CSO estimates that the annual loss attributed to cybercrime 



as of 2021 will be $6 trillion, up $3 trillion from 2016. As of now, cybercrime is the greatest 

threat to every company but by the next five years, it is predicted that cybercrime will be 

the greatest concern of every individual, thing, and place in the world. It is estimated that 

the global loss from ransomware alone will exceed $5 billion in 2017, fifteen times that of 

2015. But, many people still underestimate the importance of practicing cyber hygiene on 

the web — which could inevitably lead to great loss. The methods discussed in the 

Defenses section above should be taken seriously by all users of the internet and 

technology — especially those who are responsible for any high stake, critical information 

that could lead to devastation of a company, family, or life. The TeslaCrypt Trojan 

ransomware led to $76,000+ of loss just from the first 4 months of its appearance. The 

TeslaCrypt software exploited vulnerabilities in susceptible applications and plugins, such 

as Adobe Flash, Silverlight, Internet Explorer, etc., that led to the infection of many 

machines of corporations, gamers, and ordinary internet users. Taking precautionary steps 

such as regularly backing up files and systems, keeping systems and application updated, 

regularly applying necessary patches, not clicking unknown links, and spreading awareness 

on such protective security measures, could lead to avoidance of malicious cyber threats 

and keep you and your computer safe and protected.  
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