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Twitter	Bots	and	Russian	Plots:	Preventing	a	Reoccurrence	of	the	Russian	Influence	Campaign	

on	the	US	Election	
	

Abstract	
This	paper	examines	potential	methods	to	prevent	a	repeat	of	the	Russian	government’s	
interference	in	the	United	States’	(US)	election	on	the	relations	between	the	two	nations.	

Vladimir	Putin	ordered	an	influence	campaign	to	undermine	US	democracy	and	harm	Hillary	
Clinton’s	chances	of	election.	This	campaign	combined	covert	intelligence	operations,	paid	social	
media	users,	and	state-funded	media.	Although	it	is	impossible	to	pinpoint	what	exactly	led	to	
Donald	Trump’s	election,	a	recent	investigation	has	shown	that	up	to	150	million	Americans	
were	exposed	to	Russian-created	content	on	Facebook	alone,	making	up	over	half	of	the	

Americans	eligible	to	vote	(Lee	and	Kent).	In	order	to	prevent	foreign	influence	from	affecting	
the	outcome	of	another	election,	it	is	important	that	the	US	tighten	its	restrictions	on	who	can	
place	political	advertisements	and	that	both	the	government	and	political	campaigns	upgrade	
their	cybersecurity	measures.	In	the	private	sector,	the	companies	whose	products	were	used	to	
spread	Russian	propaganda	should	prevent	fake	accounts	from	being	created	as	well	as	increase	

transparency	regarding	advertisements.	
	

	
Introduction	

The	advent	of	social	media	and	the	Internet	has	fundamentally	changed	political	

campaigning.	Before,	the	public	only	had	access	to	TV,	radio,	and	friends	and	family.	It	was	

difficult	to	reach	millions	of	people	at	once,	and	TV	ads	were	very	clearly	sponsored	–	they	are	

even	required	to	state	who	paid	for	the	advertisement	at	the	end.	Today,	the	average	user	

spends	over	two	hours	a	day	on	social	media	(Mander).	The	content	on	social	media	often	

comes	from	unknown	sources,	ex.	tweets	that	have	been	retweeted	or	Facebook	ads.	This	mass	

exposure	to	information	has	created	a	new	playing	field	for	political	campaigns	where	

information	about	a	candidate	quickly	goes	“viral”	–	often	regardless	of	the	veracity	of	the	

information.	The	nature	of	social	media	has	created	a	world	in	which	fake	news	can	spread	

rapidly.	The	Russian	government	took	advantage	of	social	media	and	used	both	paid	ads	and	
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fake	users	to	spread	false	information	about	candidates	and	create	a	false	impression	of	peers’	

opinions.	Beyond	social	media,	Russia	also	took	advantage	of	lack	of	attention	to	cybersecurity	

issues,	such	as	weak	passwords	and	lack	of	awareness	about	tactics	such	as	spear	phishing.	For	

example,	by	exploiting	a	vulnerability	in	an	online	voting	registration	form	field,	nearly	90,00	

Illinois	voter	records	were	compromised	and	there	was	at	least	one	successful	attempt	to	

modify	voter	information	(Calabresi).	Although	the	influence	of	these	strategies	is	not	

completely	quantifiable,	it	appears	to	be	significant	–	enough	so	that	the	CIA	released	a	

declassified	report	detailing	the	known	extent	of	Russian	actions.	In	the	wake	of	the	emergence	

of	this	information,	the	US	government	is	taking	a	deep-dive	into	how	to	regulate	technology	

companies	as	well	as	its	own	cybersecurity.	

	

To	The	Community	

Although	cybersecurity	is	generally	associated	with	“hacking”	and	a	high	level	of	

technical	knowledge,	social	engineering	is	a	key	part	of	many	cyber	attacks.	Although	the	US’	

weak	cybersecurity	is	well	known,	the	2016	election	revealed	a	new	vulnerability	to	social	

engineering	(Whittaker).	The	Russian	influence	campaign	is	an	example	of	a	combined	strategy	

of	using	both	technical	knowledge	(ex.	gaining	access	voter	records)	and	social	engineering	(ex.	

creating	anti-Hillary	Clinton	groups	on	Facebook).	Influencing	a	nation’s	politics	is	one	of	the	

highest	forms	of	influence	that	can	be	wielded,	and	could	be	used	to	undermine	the	security	of	

an	entire	nation.	Politically	weaponized	social	engineering	is	a	key	cybersecurity	issue.	Thus,	is	

imperative	that	we	address	social	engineering,	its	effects,	and	how	to	combat	“black	hat”	social	

engineering.		
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Background	

After	the	Cold	War	and	the	fall	of	the	Berlin	wall,	Russia	was	extremely	weak.	It	went	from	

being	a	dominant	superpower	to	scrambling	to	make	ends	meet.	During	that	time,	the	West	

prospered	and	expanded,	creating	a	perceived	linkage	between	the	West’s	prosperity	and	

Russia’s	failure.	After	its	recovery	and	subsequent	economic	success	in	the	early	2000s,	

Vladimir	Putin	emerged	as	a	strong	leader	determined	to	put	Russia	back	in	its	place	on	the	

global	stage	where	it	had	once	played	a	central	role.	The	government	narrative	in	Russia	is	anti-

American,	and	the	US	is	portrayed	as	continually	attempting	to	undermine	Russia’s	prosperity	

and	security.	Russia	therefore	sees	its	actions	as	correcting	past	wrongs	and	combating	

Western	encroachment	(Rumer).		

Russia’s	military,	while	significantly	larger	and	more	advanced	than	many	of	its	neighbors,	

remains	weak	in	comparison	to	NATO’s	forces	(Meakins).	Since	it	lacks	the	hard	power	to	

directly	compete	with	Western	powers,	it	has	turned	to	alternative	strategies	to	increase	its	

security.	Unlike	a	democratic	system	of	government,	there	are	no	checks	on	what	Russia’s	

government	officials	can	do.	Furthermore,	the	Russian	government	does	not	seem	to	be	

concerned	with	its	international	or	domestic	reputation	and	can	thus	act	extremely	boldly	

(Rumer).	The	influence	campaign	on	the	US	election	was	an	example	of	a	brazen	tactic	that	was	

low	in	cost	and	high	in	impact	–	it	was	financially	cheap,	instilled	distrust	in	the	American	

political	system,	and	heightened	existing	divisions	between	Americans.	

	

The	Workings	of	the	Influence	Campaign	
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Russia’s	influence	campaign	was	a	multi-pronged	strategy	that	made	use	of	spear	

phishing,	paid	ads/trolls	on	social	media,	and	state-sponsored	news	outlet	Russia	Today,	or	RT.	

Spear	phishing	is	“an	email	targeted	at	a	specific	individual	or	department	within	an	

organization	that	appears	to	be	from	a	trusted	source”–	91%	of	cyberattacks	begin	with	a	spear	

phishing	email	(Trend	Mico	qtd.	by	KnowBe4).	Spear	phishing	is	one	of	the	most	notorious	

attacks	that	employs	social	engineering	–	people	often	don’t	think	twice	about	clicking	on	a	link	

if	it	comes	from	what	they	consider	a	trusted	source.	In	one	incident,	Russian	actors	sent	emails	

to	employees	of	a	US	election	software	company	from	the	email	address	

noreplyautomaticservice@gmail.com	that	included	a	spoofed	Google	Alert	email,	which	would	

redirect	the	user	to	a	malicious	domain.	It	is	likely	that	at	least	one	account	was	compromised.	

In	another	incident,	Russian	actors	used	the	email	address	vr.election@gmail.com	with	the	

username	set	to	be	the	previously	targeted	US	company.	They	then	emailed	122	people	

associated	with	local	government	organizations	with	a	Word	document	containing	a	malicious	

script	(Cole	et	al).	The	sending	of	a	document/program	that	seems	relevant	or	useful	while	

concealing	an	attack	against	the	end	user	is	called	a	“Trojan	horse”.	Although	it’s	unclear	what	

the	script	did,	the	NSA	report	theorizes	it	allowed	the	attacker	to	maintain	persistent	access	to	

the	computers	(Cole	et	al).	

This	type	of	attack	was	most	likely	the	reason	that	Russian	actors	were	able	to	gain	

access	to	voter	databases	and	even	attempt	to	alter	them	(Dent).	John	Podesta,	Hillary	Clinton’s	

campaign	chairman,	was	the	subject	of	an	infamous	spear	phishing	attack.	This	particular	attack	

resulted	in	his	account	being	compromised	and	potentially	in	the	compromise	of	the	

Democratic	National	Convention	(DNC)	database	that	led	to	10	years	of	Hillary	Clinton’s	emails	
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being	published	on	WikiLeaks,	which	had	an	extremely	harmful	effect	on	her	credibility	

(Vaas).The	use	of	spear	phishing	as	a	tactic	was	evidently	highly	successful,	given	the	amount	of	

information	Russian	actors	were	able	to	obtain	and	strategically	release.	The	success	of	these	

attacks	demonstrated	a	lack	of	cybersecurity	accountability	in	our	government	and	political	

party	institutions.	Although	spear	phishing	is	likely	not	the	only	technique	used	by	Russian	

actors	to	gain	access	to	systems,	it	is	the	only	publicly	documented	method	thus	far.	

Beyond	the	use	of	spear	phishing,	which	is	a	well-known	technique,	Russian	actors	

utilized	social	media	to	influence	politics	in	an	unprecedented	way.	They	made	use	of	both	troll	

farms,	which	are	organizations	that	employ	people	to	operate	numerous	social	media	accounts	

to	create	a	false	impression	of	a	widely-held	opinion,	and	paid	ads	targeted	at	different	

demographics.	Below	are	two	examples	of	ads	that	were	placed:	

	
Figure	1	
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Figure	2	

	
Purposely	opposing	content	was	posted,	apparently	to	increase	controversy	over	issues.	For	

example,	this	ad	condemns	police	brutality:	

	
Figure	3	
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While	this	one	indicates	that	Black	Lives	Matter	(a	civil	group	against	police	brutality)	was	killing	

police	officers:	

	
Figure	4	

	
Employees	of	the	Russian	troll	farm	called	the	“Internet	Research	Agency”	posted	social	

media	content	similar	to	the	above	ads	focusing	on	divisive	social	issues	in	the	US,	such	as	civil	

rights.	They	even	went	so	far	as	to	organize	both	an	anti-Islam	and	pro-Islam	protest	in	the	

same	location	at	the	same	time,	presumably	to	ratchet	up	tensions	between	the	two	groups	

(Bertrand).	Beyond	that,	they	posted	political	content	that	appeared	to	be	authored	by	other	

American	citizens	or	local	news	outlets,	using	Twitter	usernames	like	“OaklandOnline”	and	

“PatriotBlake”	(Collins	et	al).	
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The	paid	ads	that	Russia	employed	targeted	divisive	social	issues	as	well,	with	content	

spanning	topics	from	immigration	to	gun	control.	Their	arguments	fell	on	both	sides,	but	were	

largely	aimed	at	heightening	tensions	on	political	issues	and	increasing	a	national	divide	over	

policy.	Although	statistics	have	not	yet	emerged	on	what	percentage	of	ads	targeted	Hillary	

Clinton,	the	anecdotal	evidence	that	has	emerged	thus	far	supports	the	hypothesis	that	ads	

referencing	Hillary	Clinton	largely	cast	her	as	evil	and	ads	referencing	Donald	Trump	largely	cast	

him	as	a	fix	for	a	broken	system	(Shane).	Some	ads	even	used	Bernie	Sanders’	quotes	as	a	

rallying	call	against	Clinton.	Both	the	troll	farms	and	the	paid	ads	were	apparently	intended	to	

increase	national	division	over	hot-button	issues	as	well	as	increase	negative	sentiment	about	

Clinton.	

Russia	also	used	the	traditional	media	outlet	of	Russia	Today,	rebranded	as	RT,	to	push	

the	Kremlin’s	agenda	and	undermine	faith	in	the	US	political	process.	RT	repeated	the	idea	that	

the	US	election	process	was	undemocratic	and	could	not	be	trusted.	The	outlet	also	heavily	

criticized	Hillary	Clinton	while	praising	Donald	Trump.	Although	the	outlet	attempts	to	frame	

itself	as	a	US	news	outlet,	it	is	in	fact	a	Kremlin-controlled	organization	(Intelligence	Community	

Assessment).	

Between	the	strategic	use	of	spear	phishing	to	obtain	key	information,	the	use	of	troll	farms	

and	paid	ads	on	social	media	to	influence	public	opinion,	and	the	Kremlin-backed	agenda	

posing	as	a	US	news	outlet,	Russia	was	able	to	conduct	a	highly	successful	influence	campaign	

on	US	politics.	This	campaign	increased	national	division,	instilled	public	doubt	in	American	

democracy,	and	may	have	swayed	the	result	of	the	US	election.	All	three	of	these	consequences	



	 9	

are	grave,	and	it	is	imperative	that	the	US	take	a	long	hard	look	at	both	its	private	and	public	

sectors.	

How	to	Prevent	A	Reoccurrence		

In	order	to	address	the	security	risks	that	this	influence	campaign	–	and	the	threat	of	it	

happening	again	–	poses	to	the	US,	several	action	areas	must	be	addressed.	First,	the	US	

government	must	comprehensively	overhaul	its	cybersecurity.	Currently,	only	41%	of	user	

accounts	at	23	civilian	agencies	require	secure	credentials	to	access	agency	systems	and	the	US	

has	suffered	a	series	of	embarrassing	hacks	by	foreign	agents	(GAO	qtd.	by	Gardner	and	Coons).	

These	statistics	represent	an	embarrassingly	low	bar	for	the	security	of	federal	agencies.	For	

starters,	government	agencies	should	at	least	require	secure	credentials	as	well	as	implement	

two	factor	authentication,	create	mandated	standards	for	password	security,	and	ask	

employees	to	change	their	passwords	regularly.	Additionally,	all	government	employees	should	

be	trained	on	security	risks	and	how	to	look	out	for	them	–	human	error	is	the	top	cause	of	

security	breaches	(Rosenbach	et	al).	These	types	of	regulations	would	largely	prevent	spear	

phishing	attacks	and	help	keep	government	data	secure.	

These	steps	would	be	high	in	cost	and	very	slow	to	implement;	government	agencies	are	

notoriously	resistant	to	change,	especially	with	regards	to	technology.	However,	the	US	

government’s	evident	lack	of	attention	to	cybersecurity	is	arguably	one	of	the	greatest	security	

threats	currently	facing	the	nation.	Therefore,	it	is	imperative	that	cybersecurity	issues	are	

addressed	despite	the	high	cost	in	time	and	money.	Beyond	credential	regulations,	authority	

over	cybersecurity	issues	should	be	condensed	into	a	singular	agency.	The	US	Cyber	Command,	

or	CYBERCOM,	should	be	separated	from	the	National	Security	Agency	(NSA).	Its	elevation	to	a	
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unified	combatant	command	is	the	step	in	the	right	direction,	and	James	Mattis	is	already	

considering	separating	CYBERCOM	from	the	NSA	(Garamone	and	Ferdinando).	Although	this	

measure	involves	more	red	tape,	it	is	necessary	in	order	to	address	a	rapidly	changing	and	more	

threatening	Internet	landscape.	The	US	also	needs	to	pass	a	comprehensive	cybersecurity	bill	

addressing	cybercrime	and	new,	Internet-based	threats	that	have	arisen	in	the	past	couple	

decades.	Although	this	bill	will	likely	take	a	long	time	to	draft	and	be	voted	into	law,	the	process	

of	creating	it	should	start	now.	

Besides,	it	is	not	only	the	federal	government	that	needs	to	overhaul	its	cybersecurity	

practices;	Hillary	Clinton’s	political	campaign	as	well	as	the	Democratic	National	Convention	

suffered	the	most	significant	data	breaches	of	the	election	cycle.	At	the	very	least,	campaigns	

should	move	train	their	staff	on	best	practices,	move	their	data	to	the	cloud,	require	two	factor	

authentication,	implement	password	standards,	and	plan	for	security	breaches	(Rosenbach	et	

al).	Having	a	network	intrusion	system,	such	as	a	Canary,	is	also	a	good	idea	(The	Grugq).	Hillary	

Clinton’s	leaked	emails,	published	by	WikiLeaks,	had	an	extremely	negative	effect	on	public	

perception	of	her	as	a	candidate	because	they	reminded	the	public	that	she	failed	to	use	a	

secure	email	server.	Additionally,	media	outlets	were	able	to	use	quotes	from	her	personal	

emails	to	portray	her	however	they	wanted.	Taking	steps	to	mitigate	the	threat	of	campaign	

data	breaches	can	prevent	parties	from	stealing	(and	possibly	subsequently	releasing)	data	to	

further	a	political	objective.	

The	US	also	needs	to	commit	to	paper	ballots	and	scrap	electronic	voting	for	the	

moment.	There	was	evidence	that	voter	data	was	altered	in	Illinois	–	although	no	voting	

records	were	known	to	be	modified,	future	attacks	could	have	such	consequences.	Current	
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electronic	voting	systems	are	currently	too	insecure	–	they	run	on	outdated	technology	that	is	

susceptible	to	malware	(Barrett).	Luckily,	most	voting	systems	still	run	on	paper	ballots,	but	the	

commitment	to	not	taking	voting	digital	must	be	reaffirmed	and	electronic	voting	should	be	

phased	out.	

The	US	Congress	should	take	the	step	of	outlawing	foreigners	(non	US	citizens)	from	

giving	money	to	sponsor	political	ads	on	social	media	platforms.	This	law	is	already	in	effect	for	

normal	advertisements	on	the	radio	or	television	(Ingram).	Since	social	media	is	a	new	form	of	

media,	the	same	rules	should	apply	to	social	media.	However,	implementing	such	regulations	

will	be	extremely	challenging.	It	is	unclear	what	constitutes	a	“political	ad”;	is	an	advertisement	

about	immigration	that	implicitly	references	a	current	electoral	debate	political?	What	about	an	

advertisement	discussing	free	speech?		Furthermore,	if	a	social	media	company	only	requires	

official	campaign	organizations	to	disclose	advertisement	funding,	any	actor	could	still	place	ads	

that	affect	the	outcome	of	a	campaign	without	being	associated	with	a	campaign.	

As	of	December	2017,	there	is	a	bill	in	Congress	requiring	digital	platforms	with	over	1	

million	users	to	log	election-related	communications	by	any	actor	spending	over	$10,000	on	

political	ads.	However,	according	to	Issie	Lapowsky	of	Wired,	“Setting	a	threshold	of	$10,000	

also	allows	anyone	to	develop	multiple	Facebook	pages,	buy	$9,999	of	ads	to	promote	their	

cause,	and	remain	unnoticed.”	Furthermore,	one	could	create	a	fake	news	site	and	promote	the	

posts	of	that	site,	having	a	similar	effect.	Although	pages	reported	to	be	posting	fake	content	

are	supposedly	banned,	that	doesn’t	prevent	the	content	from	spreading	initially	(Lapowsky).	

Facebook	and	Twitter	are	extremely	large	–	Facebook	has	1.9	billion	users	and	Twitter	has	328	

million	–	making	them	extremely	difficult	to	regulate.	Despite	these	challenges,	it	is	certainly	
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worth	putting	some	sort	of	limit	on	foreign	agents	buying	political	ads,	if	only	to	slow	their	

spread.	Social	media	platforms	should	also	be	required	to	disclose	who	purchases	what	

advertisements	as	well	as	what	advertisements	are	being	shown,	in	order	to	increase	

transparency	around	the	issue.	

It	is	also	the	responsibility	of	social	media	platforms	to	prevent	the	creation	of	fake	

accounts.	Creation	of	a	social	media	account	on	Twitter	or	Facebook	should	require	some	level	

of	identity	verification	to	stop	the	spread	of	troll	farms	and	their	apparently	significant	

influence.	

The	2016	election	is	the	biggest	wake-up	call	the	US	has	faced	in	regards	to	cybersecurity.	

Despite	numerous	embarrassing	hacks,	the	US	has	failed	to	reform	its	cybersecurity.	

Additionally,	the	potential	impact	of	social	media	on	the	political	system	was	massively	

underestimated.	Taking	steps	to	prevent	a	reoccurrence	of	what	happened	in	2016	is	only	the	

beginning	of	what	should	be	a	comprehensive	look	at	national	security	in	the	cyber	sphere.	

	

Conclusion	

Ultimately,	it	is	clear	that	the	US	had	several	key	vulnerabilities	that	allowed	its	citizens	

to	fall	victim	to	the	Russian	influence	campaign,	which	was	highly	coordinated	and	effective.	

The	hope	of	addressing	these	vulnerabilities	through	a	cybersecurity	upgrade	on	the	part	of	

both	the	US	government	and	political	campaigns,	regulation	of	social	media	platforms,	and	a	

commitment	to	paper	voting	is	at	least	a	step	on	the	right	path.	Enacting	these	measures	will	

make	the	nation	more	secure	and	set	the	stage	for	future	reforms	of	this	nature,	where	the	

focus	is	on	cybersecurity.	However,	it’s	unclear	what	the	ramifications	of	these	proposals	might	
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be.	Government	regulations	on	social	media	platforms	would	be	the	first	of	their	kind,	and	it’s	

unclear	what	they	would	mean	for	free	speech	and	how	much	they	would	blur	the	line	between	

the	public	and	private	sector.	Regarding	identity	verification	for	the	creation	of	social	media	

accounts,	there	are	some	who	might	be	adversely	affected	by	this	requirement.	People	such	as	

refugees	who	no	longer	possess	identity	documents	or	people	of	transgender	identities	whose	

government-issued	identities	may	differ	from	their	identities	might	be	unable	to	access	social	

networks	if	such	a	requirement	were	instituted.	At	the	cost	of	keeping	our	social	networks	

more	“secure”,	who	do	we	unwittingly	exclude?	And	even	if	all	of	these	suggested	measures	

were	taken,	they	cannot	possibly	be	the	end-all-be-all	of	ways	to	prevent	a	foreign	body	from	

interfering	in	the	US	election	process.	Judging	by	Russia’s	strategic	use	of	alternative	

(nonmilitary)	methods	of	influencing	the	international	system,	the	2016	election	is	surely	not	

the	end	of	their	attempts	to	destabilize	and	undermine	American	democracy.	Although	we	

can’t	know	what	might	come	next,	it’s	likely	to	be	equally	as	unprecedented.	
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