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Abstract

Throughout the history of internet-based computing, the majority of software-based 

attacks have focused on gaining access to sensitive user data. A particularly potent form of 

these types of attacks, made much more common in recent years, is that of ransomware - a 

type of attack that encrypts a user’s data and aims to extort money out of its victims to “unlock” 

the encrypted files. A typical method used in these attacks, and a seemingly large reason why 

attacks such as these that focus on the mass gathering of money have become so 

commonplace (and so effective) nowadays, is the use of online anonymous cryptocurrency 

payment systems such as Bitcoin. We will first examine to what extent the rise of cryptocurrency 

has enabled and strengthened these types of attacks, what specific qualities of Bitcoin’s 

implementation of cryptocurrency allows these attacks to be carried out so successfully, and 

what possible steps can be taken going forward to decrease the effectiveness of ransomware 

attacks that employ anonymous online payment methods.

Introduction

As long as people have aimed to create an internet of computers for the free exchange 

of ideas and the interconnection of humans, there also have been those who have aimed to use 

its power for nefarious purposes. In the early days of the public usage of the web, “hackers” 

such as these were still considered a problem, but much of the public wasn’t even connected 

yet, and thus, didn’t store any personal information on the internet. In fact, twenty years ago in 

1997, only 18 percent of adults said they owned an internet-capable computer . Nowadays, that 1

number has risen to almost 75 percent in 2012 . Our society is quickly moving toward 2

 “Table 4. Households With a Computer and Internet Use: 1984 to 2012.” Computer and 1

Internet Access in the United States: 2012, United States Census Bureau, 24 Aug. 2016
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transitioning many aspects of our lives to the internet - we store photographs, communicate with 

friends and family, and entrust our personal and financial information to a relatively young and 

vulnerable system. With the advancement of the world wide web, so has malware evolved, 

growing stronger and more effective as more advanced tools are made available to those who 

wish to exploit them. The rise of a new strain of malware, cryptoransomware, now threatens the 

public users of the internet in a way not previously possible. Coupled with anonymous online 

payment systems like Bitcoin, these new types of malware become much more effective, and 

they remain a growing threat unless action is taken against them.

Why should we care?

Many people may be temped to pass off these attacks as rare occasions - situations that 

would certainly never happen to themselves, since they practice safe browsing habits. The truth 

is that although practicing these habits help mitigate the risk of being infected, it is simply not 

enough - in general, ransomware attacks of this nature are growing wildly more popular, 

growing easier to accomplish, and show no signs of slowing down. According to Newsweek 

referencing the statistics of the security firm Kaspersky, mobile ransomware attacks rose 250% 

in early 2017, mostly targeting users in the United States . A prime example of this type of 3

malware, the 2017 “WannaCry” attack, caused almost $4 billion in damages across “at least 150 

countries ”. As a type of malware that directly attacks a user’s sensitive, personal files, 4

ransomware cannot (and should not) be taken lightly, but instead should be viewed as a viable, 

dangerous attack against which a solid defense should be built.

 Cuthbertson, Anthony. “Ransomware Attacks Have Risen 250 Percent in 2017, Hitting the U.S. 3

Hardest.” Newsweek, 28 May 2017

 Berr, Jonathan. “‘WannaCry’ Ransomware Attack Losses Could Reach $4 Billion.” CBS 4

Moneywatch, CBS Interactive, 16 May 2017
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Bitcoin Development / Usage

Bitcoin development began in early 2009, as a currency designed to be controlled by a 

network of people, instead of tied to any central government or regulatory institution . The 5

system allows anonymous users to send each other money directly over the internet between 

digital “wallets”. The order in which transactions are completed is determined by “mining”, where 

users donate computational power to process Bitcoin payments. This same mining process 

slowly adds more Bitcoin currency into the market. Within a year and a half of its introduction in 

early 2009, the first public transaction was made using Bitcoin . Less than a year after this, the 6

value of one Bitcoin matched the value of the US dollar, planting Bitcoin on the stage as a 

reliable method of payment. Since then, the currency’s popularity has exploded; now in 2017, 

only eight years since its public introduction, Bitcoin is used for around 12,000 transactions per 

hour, with almost $5 billion US dollars in value traded every day .7

Ransomware Evolution

Ransomware as a concept has existed for much longer than cryptocurrency, with its 

roots beginning back in 1989, with the AIDS trojan being spread through the direct transfer of 

infected floppy disks . In essence, ransomware is a classic example of malware designed with 8

scare tactics in mind, aiming to obtain monetary payment from its victims. These programs 

“prevent or limit users from accessing their system", while demanding payment so that the 

access can be returned . The newest, most threatening type of ransomware (examined here) is 9

 “Bitcoin History: The Complete History of Bitcoin [Timeline].” History of Bitcoin5

 “Bitcoin History: The Complete History of Bitcoin [Timeline].” History of Bitcoin6

 Sedgwick, Kai. “Bitcoin by Numbers: 21 Statistics That Reveal Growing Demand for the 7

Cryptocurrency.” Bitcoin News, Bitcoin.com, 11 Nov. 2017

 Savage, Kevin, et al. The Evolution of Ransomware. Symantec Corporation, 2015, pp. 78
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cryptoransomware, malware that limits a user’s access to their data by encrypting the files 

themselves, not simply through obfuscation. Encryption by a third party is much harder to 

circumvent, and when faced with this situation, many users feel forced to pay their attacker to 

obtain the decryption key for their files. According to the security company Symantec, the threat 

presented by cryptocurrency is becoming more and more ominous. Between 2013 and 2014, 

they determined there was a 250% increase in new strains of cryptoransomware being 

released . The average ransom for these programs is $300 USD paid in Bitcoin, as opposed to 10

older, simpler types of ransomware that do not favor the use of Bitcoin as a payment method .11

How the systems go hand in hand

Through an analysis of their respective histories, it can be reasonably concluded that the 

rise of cryptocurrency and the rise of cryptoransomware has gone hand in hand, with 

cryptoransomware attacks both becoming wildly more prevalent and reliant on online payment 

since the release and popularization of Bitcoin. In order to determine a reliable defense, we 

must first attempt to understand exactly what properties of Bitcoin enable ransomware attacks. 

First of all, Bitcoin’s decentralization provides a haven for the trading of extorted currency. Since 

Bitcoin was designed from the start as having no organizational ties, no centralized control is 

taken over transactions, and transactions are not subject to purpose-based review. In short, 

cryptoransomware attacks highly favor payment systems such as Bitcoin because money can 

be easily exchanged for any sort of practice without passing through a third party. Secondly, 

Bitcoin offers an unprecedented level of anonymity in their transactions. Woven into the very 

fabric of Bitcoin itself, there is no requirement for either party in a Bitcoin transaction to identify 

themselves; payments are just sent from digital wallet to digital wallet, which are not connected 

 Savage, Kevin, et al. The Evolution of Ransomware. Symantec Corporation, 2015, pp. 510

 Savage, Kevin, et al. The Evolution of Ransomware. Symantec Corporation, 2015, pp. 511
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to a real-world identity. Although “many transactions contain some clues that could help identify 

the parties involved”, if an attacker is smart, they can take precautions to greatly reduce their 

risk of being tracked . For example, if an attacker uses a virtual private network (VPN) and 12

demands payments in common, small amounts, it becomes much harder to track payments to a 

single endpoint. They can also use multiple wallets to further obfuscate the flow of money. 

Finally, once the ransom is obtained, depositing it slowly and in small amounts will greatly 

reduce the rate of suspicion brought upon the attacker.

What can we do?

It has been shown that cryptoransomware and cryptocurrency can be used in 

conjunction to create some of the most effective and deadly cyberattacks in history. How, then, 

are we as a society supposed to combat this growing threat? The answer lies in three places - 

with the users, with the programmers, and with the policy-makers. 

Users

For starters, the simplest way to defend against attacks such as these is for users to 

keep a redundant backup of their sensitive files at all times. If a user maintains this backup, any 

leverage a ransomware attacker would have suddenly disappears. Users should also aim to 

avoid suspicious sites, and be trained to spot “phishing” emails that look trustworthy, but actually 

direct the user to unsafe content. Users should keep their systems updated and patched 

regularly, to obtain fixes for any new-found security exploits. Indeed, most of the damage 

caused by the “WannaCry” attack was made possible due to Windows 7 users (98% of the 

 Froelings, Lisa. “Just How Anonymous Are Bitcoin Transactions?” Cointelegraph, 12

Cointelegraph, 17 Aug. 2017
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users affected) missing “a critical security patch” . Trusted antivirus products and firewalls 13

should always be employed. In addition, users can employ a network-wide filter, such as a Pi-

hole, to filter off ad-based and malware-based DNS requests from ever reaching their host 

machines . If all else fails, the final step a user can take to decrease the effectiveness of 14

ransomware attacks is to simply not pay the ransom, as “it only encourages and funds [the] 

attackers”, and “there is no guarantee” access will be granted, even if the ransom is paid .15

Programmers

Programmers, especially those dealing directly with cybersecurity and the web, can take 

action in many ways as well to combat the spread and effectiveness of cryptoransomware 

attacks. First of all, at its most basic, programmers can place more of a stress on developing 

secure, tight-knit applications that are verified to cover basic types of exploits, as defined in the 

OWASP Top Ten list, for example . The more secure the overall internet can become, the less 16

ways hackers can gain a foothold by compromising applications to serve their own ends. 

Secondly, people familiar with cybersecurity can educate others not only of the threat of 

ransomware and security, but of the internet’s structure in general. If a common user of the 

internet understands more about the tools they use on a daily basis, they will on average be 

able to combat these threats with less confusion. This awareness-spreading can, and should, 

be practiced both within and outside of circles of computer scientists, in order to educate both 

the users and designers of the internet.

 Forrest, Conner. “98% Of WannaCry Victims Were Running Windows 7, Not XP.” 13

TechRepublic, 22 May 2017

 https://pi-hole.net14

 “7 Tips to Prevent Ransomware.” Malware, Norton (Symantec Corporation), 201715

 https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project16
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Policy-makers

Finally, many steps can be taken by policy-makers, such as governments and 

companies, to take an active stance against the increasing threat of cryptocurrency-involved 

attacks. Corporations should aim to hire web programmers with solid knowledge of cyber 

security practices in the first place, and make it clear through incentives that security is a high 

priority in sensitive applications. Governments, both local and national, can aim to increase 

funding for cybersecurity training in law enforcement, and create positions for the monitoring of 

internet crime, as well as specifically Bitcoin transactions (all of which are public to anyone 

using the system). Unfortunately, amending Bitcoin’s payment structure in any way is nearly 

impossible due its distributed and untethered core design, but closer monitoring of its activity at 

all times could help deter future attacks and weaken the effect of successful ones.

Conclusion

In conclusion, cryptoransomware attacks are growing more and more effective and 

deadly by the day. This rate of growth is due largely in fact to the emergence of cryptocurrency 

systems, such as Bitcoin, as viable forms of payment in the last ten years. Although these tools 

continue to grow stronger, not all hope is lost; as long as the users and developers of the web 

continue to advocate for safe browsing and data storage habits, create incentives for writing 

clean and secure code, and petition governments and corporations to pass regulations 

bolstering web security, the internet can become a safer place for everyone.
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