
Electronic Voting Systems
Wesley Wei

COMP 116: Introduction to Computer Security

Abstract

Some things, like shoes and refrigerators, probably don't need to be running on a

fully fledged computer. Other things, like the backend server for a web application, benefit a lot

from running on a fully fledged computer. It is not entirely clear at the present time where

voting systems fall. Electronic voting systems, such as Direct Recording Electronic Voting

Systems (DREs), while outwardly convenient, introduce many subtle complexities to voting

systems and often lack sufficient security measures to compensate. Furthermore, in a time

where more and more data is being created and stored purely digitally, it is often difficult to

ensure that no data has been tampered with at any point in transit. While physical ballots are by

no means free from these problems, physical ballots are far more widely understood, and

regulations regarding physical ballots are far easier to enforce. In this paper we attempt to shed

some light on some of the security challenges that DRE voting systems must overcome and to

discuss some of the approaches that have been used. In this paper we will focus primarily on

electronic voting systems in the United States unless otherwise stated.

Introduction

Electronic voting systems are not entirely unregulated [1]. However, electronic

voting systems tend to be closed-source, proprietary systems developed by corporations [2, 4].

Thus, electronic voting systems suffer from the same issues as any proprietary system. In

particular, bugs and exploits are more difficult to find, diagnose, and fix. Further, since access

to voting machines tends to be very limited, it is difficult, if not impossible, for independent



auditing to lend credence to the claim that such a system is compliant to regulations and secure.

Note however, that these issues are not solely rooted in the proprietary nature of the systems.

Even open source systems may contain vulnerabilities that remain undetected for many years.

So What's the Problem?

One of the primary issues with a fully electronic voting system is the lack of a hard

record of voting data. As a rule, it is far easier to falsify or otherwise tamper with electronic

data than it is to modify a large number of paper ballots. Some DREs will produce a paper

receipt of votes entered for the voter. In such a case, either the electronic record is authoritative

or the paper receipt is. In the former case, the receipt means little and does not solve the

problem of electronic tampering. In the latter case, the DRE system has not helped automate

the tabulation of ballots and has merely deferred responsibility to another party down the

pipeline. In either case, the integrity of the voting data reported by DRE systems is still in

question.

DRE systems are regulated, as all voting systems are, and federal regulations do

exist. However, states vary on their degree of adherence to federal regulations. In some cases,

state regulations make no mention of federal regulations on voting systems [3]. For example,

the state of California requires that voting systems be federally certified, while the state of

Arkansas makes no reference to federal regulations or certifications in its own voting system

regulation. While this does not mean that many states do not have voting system regulations, it

does mean that many states have varying requirements for voting systems, and that it it difficult

to determine that the voting systems used in US elections are independently secure.

We then consider the complexity that electronic voting systems such as DREs

introduce to the voting ecosystem. Clearly, introducing DRES as an extra component in the

voting process introduces more opportunities for error in much the same way that there are



more opportunities to make a mistake in a complicated recipe than in a simple one. Without

descending into too much gory detail, at least one issue is omnipresent when discussing the

integration of an electronic system into any process: the issue of trust.

The introduction of complex digital systems such as DREs implies extending a

measure of trust to entire pipelines such as the ones that produce the systems and the ones that

power them [5]. While there certainly must be regulations and procedures in place to cover

such extensions of trust, as the US government certainly employs contractors, complex

hardware and software systems often have complex upstream relationships that make tracking

the propagation of trust difficult.

Take for example any operating system. Operating systems are near-ubiquitous on

hardware that drives any significantly customizable human interaction. In fact, it turns out that

many electronic voting systems are simply normal computers running some form of voting

software [6]. Operating systems depend intimately on the hardware that they run on, as well as

the drivers for those hardware components. Thus, the inclusion of an operating system as part

of a DRE system pulls in a vast network of trust. Note that it is almost certain that the voting

software nearly certainly also depends on software other than the operating system, and those

dependencies likely have their own dependencies, so on and so forth.

Trusting hardware is also a substantial leap of faith, as many of the Intel processors

released in the past few years have been discovered to contain a vulnerability that allows

attackers to gain undetectable and unrestricted control of a system [7]. Since many voting

machines are simply computers running specialized software and many mainstream processor

models are affected, this leaves a fairly unpalatable vulnerability open to attackers that may not

be the direct fault of the voting system manufacturer.

In any case, electronic voting machines represent the injection of a very large supply

chain into the voting process.



A Small Digression

In 2017, DEFCON, something of a cybersecurity conference, was given access to a

number of voting systems and allowed to assess the security of those systems. Many systems

were breached with ease, some not even requiring physical access to the machine. A number of

the systems they received were still in active use in the US [8]. This is a reminder that the

issues that electronic systems face are not scare tactics or speculation, but reflective of real

vulnerabilities. Physical record based voting systems have existed for thousands of years, and

the avenues to tamper with their results are comparatively few. However, computerized systems

have been around for less than a century, and both advancements and vulnerabilities are still

being made. It is clear that electronic voting systems require substantially more vetting than

current policies require.

Action Items

Consumers of electronic voting systems must demand more stringent security

requirements at a policy level. When defeating the security systems on a voting machine can be

as simple as plugging in a keyboard, current regulations and enforcement are certainly

insufficiently stringent [6].

Consumers of electronic voting systems should also demand more transparency from

system manufacturers. Software is buggy, and the scrutiny of as many trusted parties as

possible helps reduce the number of bugs that remain undetected. Furthermore, oftentimes the

attack vector is not the result of a software bug, but the result of an ill-advised design decision.

Leaving the implementation of security measures solely to manufacturers is a patently bad idea.

To the Community

Computer system security is a burgeoning field of study, and is challenging to get

right at best. While security lapses from providers of electronic services such as Google or



Amazon would have far-reaching implications, they would not be likely to have a lasting

adverse effect on the government of the United States of America. However, a security lapse in

electronic voting systems that many of our elections are run upon has a very direct effect on the

government. It is therefore not generally sufficient to demand that electronic voting systems be

subject to the same security-focused scrutiny that the like of Google of Amazon are subject to.

Instead, these systems should be subject to far more stringent regulation and auditing to ensure

confidence that election results are not cast into doubt due to security concerns at the voting

system level.

Conclusion

Modern electronic voting systems in the United States are not sufficiently secure, and

they are difficult to totally secure. Ignoring voting software security failures, supply chain

issues still exist at the software, firmware, and hardware level. The use of electronic voting

systems introduces an unmanageable chain of trust arising from the supply chain involved int

he production of these systems. While some of these concerns may be relatively simple to

address, recent probing of real voting system vulnerabilities suggests that current policies and

accreditation requirements are insufficiently strict.
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