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Abstract 

 

An increasing number of vulnerabilities have been uncovered in implantable electronic 

cardiac devices (CIEDs) over the past decade, which has caused them to become viable targets of 

hacking. Recently, issues associated with these devices have been brought to the attention of the 

media and discussed amongst patients, medical professionals, and healthcare providers. Thus, it 

is important to explore the potential dangers associated with the exploitation of these types of 

devices. This paper will begin by considering how attackers possess the ability to both physically 

harm and obtain confidential information about patients with these devices because there are 

currently no security measures in place that ensure the information transferred between the 

devices and their remote servers is protected. Then, it will attempt to determine whether the 

benefits associated with having these devices being remotely connected (e.g. the ability for 

updates to be run on them without patients having to undergo possibly risky surgery for this to be 

done) truly outweigh the potential for them to be controlled by those with malicious intents. 

Specifically, this paper will consider both solutions that have been proposed and those that have 

been implemented by the U.S. Food & Drug Administration (FDA) to improve the cybersecurity 

of these devices. Suggestions as to how these solutions can be improved upon will be discussed. 

Finally, ways to precede in regards to how all involved parties should go about making patients 

as aware and informed as possible of the risks associated with these devices will be proposed. 
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Introduction 

 

I. Brief Overview of CIEDs, Security Risks, and Current Issues 

 

 As more medical devices, including CIEDs, have become wireless, the risk for the 

function of these devices to be manipulated by those with malicious intents has arisen. However, 

these devices are continuing to be manufactured despite the increasing number of security-

related issues that are being uncovered about them. This is due in part to the fact that remote 

monitoring allows these devices to provide benefits to patients, such as being able to detect atrial 

fibrillation early and predict episodes of acute decompensated heart failure, that they did not 

possess the capability to do in the past (i.e., when this feature was not present) (Center for 

Devices and Radiological Health). Unfortunately, there are numerous tradeoffs associated with 

these benefits: since these devices are connected remotely to a server, there exists the potential 

for attackers to directly access them in an unauthorized manner and obtain sensitive, confidential 

information about the patients who possess them. In addition, on the more extreme end of these 

tradeoffs is the potential for attackers to tamper with the functioning of the devices, putting the 

lives of patients in danger. Different organizations, such as the FDA, have begun to develop 

solutions to resolve the cybersecurity problems associated with these devices. This paper will 

explore what action has been taken by these organizations as well as the direction that future 

interventions must go in for these devices to be able to be used to help treat people around the 

world.  

 

II. Specific Cases of Discovered Vulnerabilities 

 

The vulnerabilities associated with CIEDs are continuously being discovered, and they 

appear to be associated with a wide range of medical devices—that is, they are not isolated to 

occurring in the devices produced by any single manufacturer. Regardless of where these 

vulnerabilities show up, the concerns associated with them are the same: confidential patient 

information is at risk of getting into the hands of the wrong people, and patients’ lives are in 

danger because of attackers possessing the ability to alter the functioning of the devices. The 

latter of these concerns is often discussed in the context of the media, as the idea elicits fear in 

people and depicts a worst-case scenario of the outcome of the case where attackers successfully 

infiltrate and disrupt the performance of these devices.  

 

The fact that these vulnerabilities are beginning to appear in devices made by a variety of 

manufacturers is unsettling to many people, and the media is quick to add to the overall feelings 

of uneasiness that people have in regards to this topic when incidents with different devices are 

broadcasted. For instance, there was a large amount of controversy over the radiofrequency used 

by Abbott pacemakers and implantable cardioverter-defibrillators for wireless communication, 

which involved the devices wirelessly sending patient data and being remotely connected to 

web-based portals that the manufacturers managed. The way in which these devices were 

connected made them susceptible to attackers being able to drain their battery life or send 

harmful programming commands to them (Kramer & Fu 2017).  

 

Specific implantable cardiac devices that have been found to possess vulnerabilities 

include St. Jude Medical’s Merlin@Home Transmitter and two models of Medtronic 
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programmers (CareLink and CareLink Encore, models 2090 and 29901). The Merlin@Home 

Transmitter has been discovered to have the potential to be tampered with if attackers gain 

access remotely to the radio-frequency-enabled (RF-enabled) implanted cardiac device of a 

patient, as this action would allow them to use the transmitter to alter the programming 

commands executed to the device (Center for Devices and Radiological Health). If this 

transmission of commands were to occur, then the battery of the device could be rapidly 

depleted, and inappropriate pacing or shocks could be given to the patient.  

 

Moreover, while CIEDs being connected remotely to a network allows necessary 

software updates to be run on them in a hassle-free way (i.e., in a way that does not require the 

patient to have to make a physical visit to their doctor’s office to receive these updates), there are 

certain cases, such as in the case of the two models of Medtronic programmers mentioned 

previously, where running these updates puts the network relied on by these devices at risk for 

exploitation (“FDA Alert: Cybersecurity Vulnerabilities Found in Two Models of Medtronic 

Programmers.”). That is, if Medtronic’s network were infiltrated, then an attacker could make 

unauthorized changes in regards to the functions of these devices. These examples of 

vulnerabilities that have been discovered are intended to give the reader a better idea of just how 

wide-ranging and pertinent the cybersecurity risks tied to CIEDs are and thus why they should be 

addressed promptly and thoroughly. In the remaining sections of this paper, different plans of 

attack in regards to resolving vulnerabilities like the ones discussed here will be explored, and 

suggestions for the most efficient directions for solutions to take will be made. 

 

Previously-Implemented Defense Mechanisms 

 

I. Action Taken by the FDA 

 

 One of the goals of this paper is to address exactly how concerned we should be about the 

potential for vulnerabilities in CIEDs to be exploited–that is, just how vulnerable are these 

devices, and will the fixes necessary to eliminate these vulnerabilities be so time-consuming 

and/or costly that the effort to implement them overpowers the benefits of having these devices 

be wireless? To answer this question, we must first look at what has already been done in regards 

to acknowledging these vulnerabilities and developing potential solutions to eliminate them; 

specifically, we will consider what steps have been taken so far by the FDA, as this organization 

has been a driving force in the national movement to address and resolve these cybersecurity 

issues (Maisel et al. 2018). Specifically, the FDA has emphasized the importance of the “Total 

Product Life Cycle” approach, which is a method of looking critically at the premarket review, 

manufacturing quality, and postmarket surveillance of products (U.S. Food & Drug 

Administration). This type of approach to improving the cybersecurity of CIEDs the most 

effective way of preventing vulnerabilities from exploitation, as it ensures that the cybersecurity 

of the devices is assessed at all stages in their life cycle. 

 

 The FDA has intervened in a variety of situations where cybersecurity vulnerabilities 

were discovered in CIEDs, primarily using software patches to resolve issues; recently, however, 

they have announced their plans to develop a CyberMed Safety (Expert) Analysis Board, which 

would be implemented in addition to the device vulnerability coordination and response 

mechanisms that have been developed previously. As outlined by the FDA, this board would 
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consist of a team of experts in the realm of cybersecurity who would be responsible for analyzing 

vulnerabilities, proposed mitigation strategies, and safety risks of patients. In addition, this board 

would be required to enter the field and address a time-sensitive, severe cybersecurity risk or 

incident was detected in any of the CIEDs. This proposed mechanism for intervention is 

mentioned here because of the emphasis it places on creating a group of well-trained individuals 

who are dedicated to resolving the cybersecurity issues that present themselves in CIEDs; in the 

past, these issues were not made a priority, as the focus was primarily on the health benefits that 

appeared when the move to make these devices be remotely connected occurred, yet many 

people are beginning to understand the necessity of investing time, money, and energy into the 

prevention and mitigation of the vulnerabilities that come up.  

 

II. Additional Proposed Mechanisms for Protection 

 

While the actions taken by the FDA thus far are certainly steps in the right direction, 

what appears to be necessary if we wish to resolve the current cybersecurity issues in CIEDs is 

the implementation of a comprehensive risk-management program that involves cooperation 

from all parties who have the potential to be affected by vulnerabilities being exploited; that is, 

software patches and updates and a team of individuals who specialize in cybersecurity are not 

sufficient if we wish to develop the best and most effective solutions to these issues. That is, we 

need to be focusing primarily on how we can best address the needs and rights of the patients 

who are put at risk because of the various vulnerabilities that have been detected in CIEDs. 

Additionally, this education must be given to patients at all points throughout the process of 

obtaining a CIED—in other words, a patient should have the right to be continuously informed 

about the known vulnerabilities associated with the device they possess as well as what is being 

done by federal agencies, device manufacturers, and organizations to ensure the device does not 

become vulnerable to malicious attacks. For instance, if a new software update is to be executed 

in a patient’s CIED, conversations about the details and risks involved with these updates should 

be communicated to patients in an open, respectful context, ideally in a setting where the patient 

can meet one-on-one with their healthcare provider and feel comfortable asking questions about 

the update despite the lack of background knowledge they might have in regards to the details of 

how it accomplishes what it is designed to do. 

 

Currently, patients are receiving most of the information about vulnerabilities associated 

with CIEDs during visits with their healthcare providers, but there is room for improvement in 

the ways in which this information is being presented to them. During these visits, to avoid the 

risk of patients being confused or overwhelmed by the information being conveyed to them, the 

content of the conversations should include the following topics: possible outcomes of 

exploitation of the cybersecurity vulnerability being discussed, directions that can be taken to 

alleviate the risks associated with their device, potential risks of running a software or firmware 

update on their device, the perceived easiness of exploiting the vulnerability being discussed, 

steps that can be taken to ensure the vulnerability is eliminated quickly and permanently, and a 

comparison of the risks of the vulnerability being discussed being exploited and the benefits the 

device provides to the patient (Slotwiner et al. 2018). In addition to these in-person visits, 

making this information available to patients via a web-based application that provides patients 

with the opportunity to speak with a professional about the subject matter would ensure that they 
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consistently feel informed and able to ask questions about exactly what is happening in regards 

to the cybersecurity of the CIED they receive.  

 

Potential Directions of Future Preventative Measures and Important Takeaways 

 

 The solutions that have been proposed thus far are wide-ranging, and it can be difficult to 

say which ones will be most effective in resolving the cybersecurity crisis we have appeared to 

enter in regards to CIEDs. Overall, patients are the most influential individuals in the effort to 

incorporate CIEDs in a variety of contexts–without their cooperation and confidence in the 

devices they are being given, these devices will likely not reach their full potential, as fear will 

overpower people’s willingness to use and experience the benefits of them. What is most 

reassuring about the state of the security of these devices is the apparent willingness of all parties 

to come together to develop the most effective mechanisms to protect patients. Said differently, 

many individuals involved in this fight to protect patient information and ensure patient safety 

are willing to both invest resources into developing new measures to increase the cybersecurity 

of these devices and re-evaluate the measures that have already been proposed or implemented to 

determine whether they can be strengthened (U.S. Food & Drug Administration).  

 

As emphasized earlier in this paper, resolving all the issues that have been uncovered in 

regards to the cybersecurity of CIEDs requires cooperation amongst all involved parties—

including device manufacturers, healthcare providers, federal agencies, patients, and 

researchers—to be considered the most important component of the proposed suggestions for 

making these devices less vulnerable to exploitation. To ensure that the improvements made to 

the cybersecurity of these devices are not only effective in protecting patients but also help to 

eliminate the fearful attitude that has been adopted by many patients towards these devices, 

efforts must be made to continuously educate people about cybersecurity risks as well as the 

measures that are being taken to resolve them. Now that people possess an increased awareness 

of the risk of exploitation of these devices, the fact that this risk is significantly lower than what 

is portrayed to the public does not excuse us from taking on the responsibility of making people 

who use them feel confident in their integrity (Slotwiner et al. 2015). That is, if we wish to 

exercise the full potential of these devices and use them to help people in various parts of the 

world, then it is essential we take all the steps required to make the public’s perception of them 

move towards becoming positive and accepting rather than fearful and reluctant (Slotwiner et al. 

2015). 
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