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Abstract 
 
In a 2018 report, the Government Accountability Office (GAO) shed light on the scale and 
severity of cybersecurity vulnerabilities that exist in outdated Department of Defense (DoD) 
weapons controls interfaces and internal systems. In a test of the Pentagon’s digital 
vulnerabilities, unauthorized personnel were able to seize control of weapons systems in minutes. 
The white hat hackers were able to exploit systems vulnerabilities that did not require much 
knowledge or expertise. Ranging from password insecurity, outdated operating systems, and 
connectivity to multiple systems, the security problems of the weapons systems at DoD create 
many with opportunities for attackers to easily break in.  In addition to the severity of these 1

exploits, the scale of the vulnerabilities reach an entire generation of weapons systems. The 
damages sustained could reach $1.6 trillion worth of weapons systems.  As one of the largest 2

federal funds, the DoD must be committed to securing its state-of-the-art weapons systems from 
cyber attack. In order to successfully defend against possible attacks, the DoD must patch the 
exploits that were uncovered in the GAO report. This paper will discuss vulnerabilities that were 
found in the GAO report and the cost of remedying the issues. Furthermore, it will explore the 
long term priorities that the Pentagon must focus on to reinforce their weapons systems as more 
sophisticated, newer iterations of weapons are developed.  
 
Introduction 
 
The United States (U.S.) boasts the largest national defense budget in the world.  Starting in the 3

2000s with the Bush administration, Congress has consistently allocated a larger portion of the 
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federal budget toward military spending.  Under this umbrella military budget, the majority of 4

the funding goes toward the Department of Defense (DoD), which reaps most of the benefits of 
the steady increase of funds. In fact, at the start of the Iraq War in 2003, the DoD was allocated 
$364.9 billion, whereas in 2019, the DoD is projected to receive $597.1 billion as its base 
budget.  Some of the reasons DoD cites in the justification for its sizeable budget are to 5

“modernize the nuclear triad to enhance deterrence” and to “increase the use of technology 
innovation.”  Despite its expressed desire to modernize the DoD systems and the ample funding 6

it has to successfully execute these plans, the DoD has fallen short in meeting basic cybersecurity 
standards for its digital systems.  
 
To the Community 
 
The weapons systems vulnerabilities that the DoD faces is emblematic of the cybersecurity 
issues that developers continue to overlook. Many of the attacks that the Pentagon systems were 
susceptible to also exist in proprietary software and systems that millions of users interact with 
every day. Not only does this case study on the DoD reinforce the fact that developers are still 
unable to get the basics right, it illuminates a greater issue about the state of the tech industry. 
First, it underscores how the industry is more akin to creating new, flashier technologies than to 
ensure that systems are attack-proof. The DoD’s nonchalant attitude toward this discovery is a 
signal that cybersecurity is not a priority. Further, it underscores a talent problem in the 
government sector. Ironically, there is no dearth of developers in the United States who would be 
able to patch these issues.  
 
Government Accountability Office’s Penetration Testing Process 
 
The GAO, Congress’ investigative arm, revealed how the DoD is just beginning to grapple with 
the vulnerabilities that exist in its weapons systems. To compile this report, they relied on tests 
that white hat hackers have been internally conducting inside the DoD from 2012 to 2017.  7

Furthermore, they conducted another round of penetration testing where a team of hackers were 
pitted against the cybersecurity controls meant to keep adversaries from gaining unauthorized 
access to the systems.  The hackers tested 86 weapons systems ranging from submarines, 8

missiles, cargo rockets, radars, fighter jets, refueling tankers, aircraft carriers, destroyers, 

4 Amadeo, Kimberly. 2018. “U.S. Military Budget, Its Components, Challenges, and Growth.” 
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satellites, helicopters and electronic jammers.  Soon, they discovered that many of the weapons 9

and their systems could be neutralized within hours. Test teams were able to defeat weapon 
systems cybersecurity. In one case, it took a two-person test team just one hour to gain initial 
access to a weapon system and one day to gain full control of the same system.  In addition, the 10

military teams that were developing or testing the systems were oblivious to the prodding of the 
hackers.  

 
Dossier of Vulnerabilities 
 
GAO states in the report that many of the following penetration test techniques were so basic that 
it “requires little knowledge or expertise”  Some of the security flaws are a consequence of 11

outdated systems, legacy code, and a large code base, all of which are legitimate cybersecurity 
vulnerabilities that even private companies continue to grapple with. However, many of the 
exploits found are a result of carelessness and not taking common sense security precautions.  
 
1. Password Insecurity 
 
Poor password management was discovered on both weapons systems control panel as well as 
the software downloaded on the system computer. GAO hackers found that some weapons 
systems used commercial or open source software, but DoD maintained the default password 
after the software was installed.  This allowed the test teams to look up the password of these 12

softwares on the Internet and easily gain administrator privileges. Hackers were also able to gain 
access to systems controls by guessing passwords. According to the GAO report, one tester was 
able to guess an admin password in nine seconds.  This implies that the password being used 13

was likely an obvious word such as ‘admin,’ ‘password,’ a string of numbers, or any other 
commonly used passwords. The GAO report does not mention the use of tools such as John the 
Ripper or Hashcat, but if the test team were able to access password ripping tools, they may have 
been able to break into more systems. Fixing this vulnerability is a straightforward one. The DoD 
can mandate its operators and weapons controls computers to use passwords that fit industry 
standards of strong passwords that cannot be easily be found in a wordlist or guessed.  
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2. Outdated Operating Systems 
 
United States currently owns Minuteman III intercontinental ballistic missiles, which was first 
deployed in 1970. The computer that still runs its control systems is an I.B.M. Series/1, which 
was once a state-of-the-art machine in 1976.  Forty years after its initial construction, 14

Minuteman III is still in deployment today. In 2010, the operators of Minuteman III had a 
cyberattack scare, where they thought the entire system went offline due to external actors.  15

However, they later discovered that it was an internal systems error that was caused by 
communication bugs.   16

 
Minuteman III is an example of how difficult weapons systems are to maintain because of how 
many of them rely on outdated OS and hardware. Older OS are vulnerable to cyberattacks 
because the developers are not maintaining updates and patching bugs as diligently. Especially if 
the OS is discontinued, there are no security updates that the DoD can use. As cyber attacks get 
more sophisticated, the older systems are increasingly vulnerable to attacks that can be 
penetrated easily. Defending against outdated OS is a more time consuming and costly task 
because weapons systems that are built on top of it are usually too complex to just switch the OS.  
 
3. Connectivity to Multiple Systems  
 
A newly emerging reason for weapons systems vulnerability is their connectivity to other 
systems. Interestingly, this feature has long been considered by the Pentagon as an advantage. 
For instance, the F-35 fighter jet has been celebrated for its ability to connect to a range of other 
systems so that critical military information can be easily shared between the devices.  17

However, out of this convenience results a network of vulnerable weapons systems. Since 
multiple systems are connected to one another, the attacker now only needs to penetrate one of 
the connections to potentially gain access to the others.  In an effort to be backwards 18

compatible, the newer systems are put at risk.  
 
One way to mitigate this issue can be to segment administrator privileges by each system so that 
breaking into one system does not necessarily give access to others. Another precaution that can 
be implemented is encrypting the messages sent between the devices in the network. If the 
strongest argument to connectivity is the ease and speed of communication, ensuring that 
messages cannot be read plainly or intercepted would be an important patch.  

14 Schlosser, Eric. 2016. 
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Action Items 
 
The vulnerabilities that were discussed above in the dossier are short term fixes that the DoD can 
implement. Simple security flaws can be remedied easily with simple fixes such as proper 
password management. However, some issues such as security of complex weapons systems 
built on outdated OS, are more difficult to solve.  
 
Another issue that was discovered aside from the vulnerabilities was the nonchalance of the DoD 
towards the glaring security exploits that exist in the system. Dating far before the GAO report, 
the bugs discovered years back were not immediately patched. Whether that was a result of the 
politics within the DoD or the naivete of non-technologists to hope that no cyber warfare is 
launched against these systems, the inaction of the DoD signals how cybersecurity is not a 
priority to the Pentagon. Currently, the DoD is in the defensive, where “cyber-security has only 
recently been emphasized when developing requirements for these systems.”  However, this 19

automatically puts the DoD back two steps behind the increasing sophistication of cyber attacks.  
 
The long term issue that is underscored by the plethora of simple weapons systems 
vulnerabilities is the lack of cyber security talent in government. It is important for the DoD to 
begin prioritizing recruiting cyber security developers so that the newly developed systems are 
not susceptible to simple modes of cyber attacks. Furthermore, the DoD should continue to host 
more bug bounties to crowdsource their vulnerability patching. Bug bounty programs have been 
implemented in the past few years and has been successful with different arms of the DoD.   20

 
Conclusion 
 
The case study on the DoD security issues is a testament to how the cyber security basics are still 
not being considered or implemented properly at the highest levels of the U.S. government . 
With the current vulnerabilities that the DoD faces in its weapons systems, the simplest attacks 
may be able to break into systems that are worth billions of dollars. The dossier of security 
exploits in this paper has revealed issues that can be patched in minutes to ones that will require 
strategic planning for the sustainability of both old and new weapons systems. As a major 
expense for the United States government, the DoD must be committed to quickly responding to 
exploits that are found in its systems. This commitment cannot merely be technical, but it must 
be a greater attitude shift towards taking the cyber security in its systems more seriously.  
  

19 Browne, Ryan. 2018.  
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