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Abstract 

 The United States healthcare system cares for hundreds of millions of Americans. 

Throughout this care, it stores the personal health information of every one of these patients in 

electronic medical records. To allow doctors anywhere in the country to be able to care for 

patients, these records are made to be easily transmitted so that any of the 16 million healthcare 

employees can access it to perform their jobs. The vast amounts of personal health information, 

as well as personal financial information, makes health systems a tempting target for hackers. 

One of the main threats to healthcare data infrastructure is phishing, which can target any of the 

millions of healthcare employees to give hackers access to private information. Potential 

defenses against phishing in healthcare are blacklisting, categorical web filters, and training 

personnel to recognize and report phishing attempts. Because of the age and interconnectedness 

of many hospital devices, the best way to protect patient information is to prevent hackers from 

accessing the system at all. 

Introduction 

The United States healthcare system is massive. In 2016, U.S. hospitals faced over 35 

million admissions [1] and health services employed more than 16 million Americans [2]. When 

an industry as large as healthcare collects as much data as our doctors do, we create one of the 

largest stores of personal information in the world. Healthcare professionals are trained to record 

every aspect of their interactions with their patients [3]. From mood to blood pressure to 
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diagnosis, if your nurse noticed it, it exists in your electronic medical record [3]. Your doctor, 

however, is only as good as the information they have access to, and if you are hospitalized 

while on vacation, your new medical practitioners need to be able to view your records. The 

result is that millions of Americans have vast amounts of personal information stored in a system 

that is built to allow 16 million employees have easy access. Maintaining the confidentiality and 

integrity of a system with such accessibility is no easy task. Compounding the problem is the 

legacy aspect of much of the technology used in healthcare settings. Hospital equipment is often 

built to last 20 years or more [4]. This means entire networks are connected to older software that 

is difficult to patch [4]. MRI and X-Ray machines, electronic charts and automatic blood 

pressure cuffs, everything is connected to the hospital network, and everything is a target [4].  

To the Community 

The obvious question after an information breach at a hospital is, ‘what will happen with 

the information?’ The answer, as in many things, is that it depends.  

Health information is often stored along with the billing information for a patient, giving 

hackers access to social security numbers, credit card numbers, and addresses [5]. This 

information, when sold to other malicious actors, is everything they need to open a new line of 

credit or file for a tax refund [5]. This is the type of attack that Anthem faced in early 2015, when 

80 million patients had their information exposed, and that Premera was targeted by later in the 

same year [6]. 

Sometimes, however, black hats prefer a lump sum payout, and install ransomware on the 

system, shutting down the provider until the issue is resolved. This was the attack that shut down 

the National Health Service in the United Kingdom in 2017 when staff at 40 hospitals across the  

country were unable to access medical records, appointment schedules, and emails until paying a 
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fee [7]. A similar attack occurred in Los Angeles in 2016 and resulted in the hospital paying a 

$17,000 ransom [8]. The month after the attack in L.A.,  

A third, though arguably less likely, reason to breach a hospital information system, is for 

state-sponsored intelligence [4]. The information can be used to help a state operative to 

masquerade as someone else [4]. 

The common trend among these attacks is that they are carried out through phishing. 

Phishing is the greatest cyber threat to our healthcare system. It is a cheap, easy, and quick attack 

to execute, and it can target any of the 16 million healthcare employees in the United States. 

Phishing 

Phishing attacks on the healthcare industry are often deployed via email to healthcare 

professionals [9]. The email contains a link for the employee to click on [9]. This link often 

looks trusted. In the attack on Anthem, hackers worked through the we11point.com domain 

name (Anthem was previously called Wellpoint, Inc.) [10]. The following attack on Premera was 

routed through prennera.com [6]. This leads employees to believe they are following a link 

within their own system, when in fact they are directed to a malicious site. Once on the site, the 

users are instructed to enter their credentials (which they believe will log them into their own 

system, but are actually captured by the hackers) or download malicious software [9]. Phishing 

relies on its victims being inattentive and trusting of emails in their inbox. 

Defenses 

The three best defenses for protecting healthcare networks, or any network, from 

phishing are blacklisting known malicious sites, using web filters to prevent staff from visiting 

unnecessary sites, and training personnel to recognize phishing attempts when they occur [9]. 
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 Blacklists prevent access to websites that are known to be malicious [9]. They can be 

updated often to contain the most recently reported sites used in phishing attacks [9]. Some 

servers, such as Google’s Gmail use data from across all of their users to prevent access to any 

site or email address that has posed a threat to other users [11]. This issue that arises here, of 

course, is that trusted emails may accidentally forward a suspicious link, and then users may no 

longer receive emails from that source [11]. It could, however, be used to block access to 

prennera.com on Premera’s network. If healthcare networks recognize the common threats, and 

the threats specific to them, some major breaches could be avoided. 

 Web filters can be used to block access to categories of sites or sites with specific 

keywords or filetypes [9]. This not only prevents access to large swaths of potentially malicious 

web traffic, it may increase productivity. System administrators can choose to also block access 

to pornography, online games, and pharmaceutical marketing sites, forcing their employees to 

spend more time on their work and less time on being bought by big pharma [9]. 

 Health system administrators may even consider whitelisting. The number of sites and 

applications that are necessary for health professionals to use are limited and well known: 

Electronic medical records like Echo; software to interact with MRI and X-ray machines; email. 

System administrators could choose to allow access to only the necessities, greatly decreasing 

the risk of malicious behavior with only a few complaints about censorship. 

 The best method of defense against phishing attacks, however, is addressing the root 

cause. Just as doctors talk about treating the disease instead of the symptoms, when discussing 

phishing, we should tackle the problem at the source; the employee who receives a suspicious 

email. The median age of a healthcare employee is almost 43 years [12]. This means that an 

“average” healthcare employee graduated college in 1997, when the IBM’s Deep Blue became 
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the first computer to beat the World Chess Champion and Apple Computer was a company in 

financial trouble [13]. The technological world has changed and, though the industry has 

welcomed an influx of technology, healthcare workers have been overwhelmed by devices and 

software they never dreamed of, let alone trained for [3]. Luckily, there are anti-phishing 

packages available for the industry that train employees to recognize phishing when it happens to 

them [14]. Additionally, there are resources being used at some hospitals that not only train 

healthcare professionals but have them practice using the security infrastructure. Massachusetts 

General Hospital has a system that sends false phishing emails to employees and sends a security 

reminder email if the employee fails to report it.  

Conclusion 

 The United States has a massive healthcare system, staffed by millions of Americans and 

collecting data on hundreds of millions of Americans. The scale of this network requires an 

information system that not only contains the personal health information of every patient but 

allows that information to be accessed by any of the millions of employees who may need it to 

perform their job. This information, however, is valuable to malicious actors. It can be held 

hostage, it can be sold to identity thieves, it can be used by intelligence agencies. Every scrap of 

information is valuable, every patient in America is potential victim, and every healthcare 

employee is a potential target. Phishing allows hackers to take advantage of a trusting employee 

to steal their credentials, giving them access to an entire hospital network’s data to do as they 

please. Staff who spend long hours taking care of our health do not have the time to keep pace 

with cybersecurity threats and often fail to maintain technological literacy, but there are ways to 

prevent them from being taken advantage of. Blacklisting known malicious sites and trusted site 

look-alikes can prevent many of the phishing attacks we see today. More extensive web filtering 
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can prevent even more threats while increasing employee productivity. The most effective 

solution may be to train employees to recognize suspicious emails and report them, adding to the 

information we know about our attackers. Our healthcare employees have sworn an oath to 

protect our health and our privacy yet have only been trained to perform one of those tasks. It is 

time to change that. 

Supporting Material 

Supporting material for this paper can be found at 

github.com/jaymirecki/patientgatevvay.partners.org. The supporting material is an example of a 

fishing site. It is modelled after patientgateway.partners.org/login. This link could be sent in an 

email and, due to the replacement of a w with two v’s, would look like the legitimate site. 

However, when a username and password is entered into the site, the site instead saves the 

credentials. Partners healthcare provides the patient portal for Massachusetts General Hospital. 

Note that this same setup could be achieved for a physician login for the system, but I was not 

able to gain access to their login site. To run the supplementary material, launch the files on a 

server (in a Linux command line, use the command php -S localhost:8000), navigate to 

the site, and use the link for the login page. 
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