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Abstract 

The traditional concepts of deterrence are difficult to apply to cyberspace, yet as cyber becomes increasingly 
more prominent a domain, an understanding of the applicability of these concepts is crucial. Classical 
deterrence has always been closely associated with a Cold War-era nuclear context, and its translation to 
cyberspace will require a broader approach. Such a conception requires a deterrence framework through 
denial, multilateral cooperation and promotion of international norms, and increasing societal strength and 
resilience among its population.    In that vein, this paper seeks to explore this alternative conception of 
deterrence, and also argue that it can only be achieved and implemented primarily through non-military 
means. In addition, it will lay out possible policy applications, referencing Estonia and Singapore as case 
studies.  
 

Introduction 
The advent of information technologies and proliferation of the internet has dramatically transformed 
conventional conceptions of defense in the 21st century. While offering efficiency and productivity to 
businesses, economies, and governments, the resulting interconnectivity has inadvertently created myriad 
potential avenues of attack for malicious actors. With dependence on networks and information systems 
only set to increase, states are faced with a security conundrum within the cyber domain. The realm of cyber 
is relatively new, and while many states have recognized cyber as a warfighting domain, the lack of norms 
and defined rules have left defense strategists searching for a new understanding of how states can deter 
and defend themselves in cyberspace. That conversation is not an easy one, owing to the intricate nature of 
cyberspace. That issues of attribution and proportionality exist in cyber make traditional defense concepts 
like deterrence difficult to apply. However, that does not negate the value of deterrence in cyberspace, 
because it is still possible in a form that encompasses more than its conventional meaning and methods.  
 
I argue that a more comprehensive appreciation of deterrence is needed for its application in cyber, one that 
adopts differentiated approaches that include a range of political, diplomatic, social, educational and 
technological responses. To that end, I also argue that cyberdeterrence is primarily achieved through non-
military means. The first part of my paper will discuss deterrence and cyberspace more broadly - what 
deterrence means, and the challenges posed by the cyber medium. The second part will explore the different 
forms of deterrence, and also make the case for their primarily non-military implementation. The third part 
will suggest policy applications with reference to Singapore and Estonia, before concluding. While cyber 
attacks can be carried out by both state and non-state actors, this paper will focus mainly on state actors. 
That being said, the policy suggestions explored through the course of this paper is by no means limited to 
deterrence against state actors. The concepts and principles behind deterrence are equally applicable to non-
state actors. 
 

To the Community 
The cyber aspect of international relations is quickly becoming a central point of debate and discourse 
within the international community, and there is an urgent need for the study of both the role cyber plays 
in international relations, and the conditions by which states can protect themselves in cyberspace. This 
paper hopes to address that knowledge deficient through the discussion of cyberdeterrence as a viable policy 
lever for the state. It also hopes to broaden the policy conversation by seeking the buy-in of policymakers 



in their respective political and legislative capacities, providing them a blueprint for contribution to this 
vital and emerging aspect of national security. 
 

Deterrence and Cyberspace 
Deterrence as a concept is not new, and has been around since Thucydides wrote about the Peloponnesian 
War and framed deterrence as a strategic interaction problem (Lebow, 2007). It has since been most 
understood through the modern context of build-ups of nuclear and conventional military means. At the 
height of the Cold War, it was the deterrent narrative of Mutually Assured Destruction (MAD) that kept the 
US and the Soviet Union from launching into full-scale thermonuclear war in the face of ideological and 
geostrategic competition. The principle of massive retaliation against the scepter of any nuclear threat 
guided the grand strategy of administrations from both countries. It was simply the risks and scale of 
response that prevented rash action by any one party. The same could be easily applied in conventional 
military situations, where strong armed forces serve as deterrents to guard against potential geopolitical 
conflicts. Israel and Singapore are immediately examples that stand out in this regard (Kok, 2014). 
  
Therein lies a major challenge of translating deterrence to cyberspace. Implicit in these analogies is the 
appealing concept of clear, tangible, and proportional retaliation. Also known as deterrence by punishment, 
this conception of deterrence has arguably been the mainstream understanding of deterrence theory 
internationally since the Cold War. However, the very nature of cyberspace makes such a concept of 
deterrence almost to impossible to achieve. Unlike the more familiar domains of the air, land, and sea, the 
intangible domain of cyberspace is difficult to comprehend and secure owing to its scope and complexity 
(NATO CCDCOE, 2012). Cyberspace is multidimensional, and involves both public and private entities. 
The sheer number and diversity of users in cyberspace renders it impossible for governments to have the 
same degree of control over it as in the physical space (Tan, 2018). Yet, it is the medium through which 
many of society’s services are provided. 
  
This poses three key issues for deterrence by punishment. Firstly, actors are no longer able to calibrate the 
proportionality of their responses in cyberspace. The communal nature of cyberspace means that not only 
does it provide the foundations for social activity, but that for economic, military, and malicious activity as 
well. What we are left with is a domain in which any action might have unforeseen and much further-
reaching consequences than initially expected. Deterrence by punishment then quickly becomes 
troublesome, if not unfeasible. An actor is no longer confidently able to ascertain a proportional response 
to a cyber attack that falls within the intended threshold of damage without risking escalation or 
international condemnation (Tan, 2018). 
  
Secondly, it is increasingly difficult to attribute attacks in cyberspace to specific actors. Certainly, 
conventional and nuclear attribution to actors is also not always a guarantee. However, there are well-
established ways of tracing troop movements, weapon shipments, signatures from radioactive material and 
the like to state actors. This is certainly not the case in cyber, where the sprawling architecture of cyberspace, 
with its numerous ports, servers, and routers, creates unique issues of identification and attribution of action 
unparalleled to the physical world. (Lynn III, 2010) 
  
Thirdly, there is still a lack of consensus on what constitutes ‘use of force’ in cyberspace. States are 
increasingly finding the applicability of traditional law of armed conflict (LOAC) principles to cyber 
operations to be limited, since a kinetic scope of conflict no longer fits this new type of cyberwarfare (Dev, 
2015). Informal rules of conduct in cyberspace have recently been introduced by scholars, the most well-



received one being the Tallinn Manual on the International Law Applicable to Cyber Warfare. There is also 
a general understanding that, should cyber attacks employ capabilities that cause, or are reasonably likely 
to cause, physical damage to property, loss of life or injury of persons in a manner equivalent to kinetic 
attacks, they will qualify for Article 2(4) of the UN Charter (Roscini, 2015). However, such efforts lack the 
enforceability mechanisms which would enhance the legitimacy of and reciprocity for the LOAC. They 
also present a dilemma when dealing with cyber attacks that fall short of the devastating impact as stated 
above. This absence of clear parameters for warfare has created a “grey zone” for conflict, where actors 
can conduct cyber attacks below a threshold deemed to be less-than-serious and calculated to not warrant 
escalation. That this calculation is subjective, and the ramifications of such cyber attacks are uncertain, is 
disconcerting to many policymakers for whom cyber deterrence is often viewed as a binary strategy, to be 
applied to state actors within a context of geopolitical competition (Burton, 2018). 
  
These complications make it difficult to understand modern deterrence in the cyberspace, but not impossible 
to translate. At its very core, deterrence is nothing more than a rational cost-benefit analysis that predates 
the nuclear age (Ayson, 2004) – the dissuading of someone from an action by making them believe that the 
costs to them will exceed their expected benefit. 
  
A corollary to this framework of understanding is the offense-defense balance model. (Jervis, 1978) It 
applies a strain of this cost-benefit calculation to warfighting domains, to predict the likelihood of a security 
dilemma or conflict escalation, and subsequently a precipitation of war. The offense-defense balance can 
be understood as the ratio of the cost of the forces the attacker requires to take territory to the cost of the 
forces the defender has deployed (Glaser & Kaufmann, 1998). For conventional warfare it is often the case 
that defense is dominant, due to technological advancements in fortification weaponry, financial asymmetry 
in offensive and defensive costs, and the inherent difficulties that geography and terrain pose to offensive 
forces. However, the offense-defense balance is flipped when applied to cyberspace. Offense is dominant, 
and since the majority of current network systems were designed with openness and not security in mind, 
the ability to exploit structural vulnerabilities will always be greater than the capacity to defend and fortify 
them. (Lynn, 2010) As Ilai Saltzman puts it, “Cyber capabilities tilt the offense-defense balance in favor of 
the offence, not in the prospects of gaining and maintaining control over territory and material resources as 
a manifestation of victory, but rather in the actual possibility to paralyze the enemy’s military deployment 
and civilian preparedness and drastically limit its retaliatory potential.” (Saltzman, 2013) The benefits and 
likelihood of success that come with cyber attacks, then, far outweigh the cost calculation such actions. 
  
Moving away from the traditional lens of deterrence, there is a need for a more comprehensive approach to 
alter the cost-benefit calculation of potential aggressors. The use of the same frameworks as nuclear and 
conventional deterrence cannot be sufficient, and a new form must be envisioned. As more individuals, 
businesses, and governments digitalize, cyber vulnerabilities will continue to pervade society. Cyber attacks 
on critical institutions, both public and private, can then have immediate and consequential national security 
implications. Deterring against cyber attacks on such financial, transportation, and other vital infrastructure 
has taken on equal importance as deterring cyber attacks against military and strategic targets. If the scope 
for targets is now wider than before, it only stands to reason that so too should deterrence strategies be more 
comprehensive. As Joseph Nye remarks, deterrence can still be observed in today’s cyber age if we broaden 
the way we use the concept. (Nye Jr., 2017) 
 
 
 



Types of Deterrence 
In his paper, Nye mentions four different types of deterrence and dissuasion in cyberspace: threat of 
punishment, denial by defense, entanglement, and normative taboos (Nye Jr., 2017). In this paper, I would 
like to adapt his ideas to create a different, more encompassing conception of cyber deterrence which would 
include deterrence by punishment, deterrence by denial, multilateral cooperation and promotion of 
international norms, and capacity building.  
 
Deterrence by Punishment - As previously discussed, classical deterrence is most associated to deterrence 
by punishment. Just as the use of conventional and nuclear weapons helps to inform the decisional calculus 
of any potential attacker, so too can the use of offensive cyberweapons. Yet, I have previously shown that 
due to problems of attribution and uncertainty in knowing the exact type of retaliatory damage that will be 
incurred, such retaliatory threats of punishment are less likely to be effective in cyberspace. That said, 
punishment is still possible through other pillars of the Diplomacy, Information, Military, Economic, 
Financial, Intelligence, and Law Enforcement (DIMEFIL) model (Haaster, 2016). Responses need not be 
within the same domain, but rather on a spectrum extending horizontally outside that domain. This affords 
the state a degree of flexibility in choosing a response that appeals to its strength. These may include 
economic sanctions, foreign policy maneuvering, releasing of information, etc.  
 
Deterrence by Denial - While this form of deterrence was not often considered a feasible strategic option 
during the nuclear Cold War era, deterrence by denial is perhaps one of the most promising forms of 
deterrence in cyberspace. When the adversary is unknown, the timing of the attack is uncertain, and the 
intents are unclear, increasing the costs of an attack through good defense can discourage an adversary from 
even attacking. The harder it is for the attacker to achieve his objectives, the less incentive he will have to 
attack. Such defenses can also prolong the adversary’s efforts, making him commit more time and resources 
without the guarantee of success. This disrupts the cost-benefit model of the attacker, and discourages 
further attacks by an attempt to tilt the offense-defense balance back towards favoring the defense. The side 
effect of creating more resilient systems is a greater capacity for the state to recover after an attack, which 
is valuable in itself.  
 
Multilateral Cooperation and Promotion of International Norms - Creating a conducive and stable 
environment for the use of cyberspace is only possible through an internationally agreed-upon, rules-based 
order. This can and should serve as a framework that guides the behavior of both state and non-state actors, 
resulting in predictability and security through common understanding. The key to this is establishing 
international norms through supranational organizations and multilateral cooperation, forming expectations 
and taboos that could serve to impose reputational costs on actors who fail to comply. This will be sustained 
by confidence-building measures such as bilateral exchanges and international dialogue, as well as 
cooperation through forensic assistance. Such frameworks must also include dispute resolving mechanisms 
and avenues for redress and punishment. This will prevent and reduce the risks of unintended escalation of 
incidents in cyberspace, and will provide a measure of assurance to all actors regarding mutual compliance 
and normative behavior. Without such an international system, the strong will do what they can, and the 
weak will suffer what they must.  
 
Capacity Building - The importance of robust systems cannot be understated in efforts to discourage 
potential attacks. If attackers cannot realize their objectives, there will likely be less motivation for the 
attack. However, while similar to deterrence by denial, capacity building emphasizes less on the technical 
aspects of cyber defence, and more on the peripheral and holistic factors that complement it. This includes 



increasing societal strength and resilience, strengthening political processes and will, and raising the level 
of national readiness through backup systems and disaster drills.  These rely more on psychological and 
national education, structural reforms of the legislative and bureaucratic institutions, and testing of civil 
emergency procedures.  
 

The Case for Non-Military Means 
I will take the argument further to reason that these forms of deterrence are primarily achieved through non-
military means. If a state decides to implement deterrence by punishment, without definitive attribution, it 
will find it difficult to credibly assert its strength through offensive or military posturing. The use of the 
military to respond to a cyber attack, kinetically or otherwise, may also come across as disproportionate to 
an international community uncertain of the “rules of engagement” in cyber and the metrics by which to 
measure the impact of such attacks. That is not to relegate the importance of the military apparatus in 
responding to high-tier cyber attacks on critical infrastructure that result in casualties and effects tantamount 
to acts of war. However, in the face of cyber attacks that fall short of such devastating impact, this course 
of action would severely limit the political authority and policy maneuvering space afforded to the acting 
state, both domestically and abroad.   
 
In addition, given the proliferation of network systems across all economic sectors, as well as how the 
frontlines of a cyber attack are more blurred than ever, it is important that this process of cyber defense is 
equally focused on public and private infrastructure for deterrence by denial to work. In this regard, the 
military may have some role to play in lending its technical and organizational expertise, but the securing 
of cyberspace must be a whole-of-nation effort in which the military is but one stakeholder. Cyberdefense 
efforts must not be concentrated on just military infrastructure with military means, but also on vital 
infrastructure nationwide with public and private sector engagement.  
 
In promoting international norms, the military may contribute as an avenue for such cooperation and 
confidence-building exercises, as well as providing the state the legitimacy and clout to influence the 
agenda on the global stage. However, in creating such a system, diplomacy and political engagement at the 
international level will still be the state’s primary instruments. Efforts to build national capacity are also 
inherently civil endeavors, and while the military can be mobilized in preparation for select emergency 
scenarios, it only stands to reason that they be driven by civilian establishments, not military ones. 
 

Policy Applications 
Taken individually, these deterrence concepts are necessary but insufficient conditions for establishing a 
successful deterrence strategy in cyberspace. It is only by drawing on the totality of these concepts that 
credible signals about a state’s capability, resilience, and intentions can be made through coherent policy 
making. This must be done through a whole-of-government, and even a whole-of-nation approach requiring 
close coordination across all relevant government and civil agencies. Security policy governing a state’s 
approach to cyberspace must reflect this core principle, because only by reframing the cyber conversation 
around broader, inter-ministerial discussions on national capacity and resolve will the mindset shift needed 
for implementing effective action be taken. To that end, the examples of Singapore and Estonia in shoring 
up their societal resilience, chains of authority, and national long-term planning are instructive in providing 
a blueprint for policymakers to follow. 
 
Singapore - Singapore is currently embarking on a Smart Nation Initiative aimed at leveraging technology 
to empower digital innovation. Launched in 2014, the concept of creating a world-class smart city enabled 



by networks, sensors, big data, and e-services has huge potential to transform the economic, social, and 
governance domains. However, with the amount of reliance on technology involved in a project of such 
national scale, cybersecurity is high on the agenda due to Singapore’s small size, strategic vulnerabilities, 
and prominence in the international community that increase its attractiveness as a target. While most of its 
efforts are fairly recent, it is assiduously taking significant steps towards translating its conventional 
security doctrine of defense and diplomacy to cyberspace. Internationally, it has signed multiple bilateral 
agreements with countries like Japan and Australia to increase cooperation linkages and expertise sharing. 
(Liang, 2016) As 2018 chairman of the Association of Southeast Asian Nations (ASEAN), it has also 
articulated cybersecurity as a key priority for the organization, spearheading efforts like the ASEAN Cyber 
Capacity Program (Parameswaran, 2016) for bolstering response mechanisms and technology infrastructure 
across the region. Domestically, it has undertaken a restructuring of cyber-related government organizations 
to improve responsiveness and effectiveness in the event of a crisis. A Cybersecurity Agency now acts as 
the centralized authority for nationwide coordination, consolidating existing chains of command by 
bringing the Singapore Computer Emergency Response Team (SingCERT) and other national 
cybersecurity outfits under the ambit of a single agency. The formulation of a Cybersecurity Strategy also 
sets out a general direction for Singapore’s vision, goals and priorities in cybersecurity, while a 
Cybersecurity Act was enacted with a view to strengthen governance and legislative frameworks. 
Furthermore, Singapore is enforcing internet separation in sensitive ministries to prevent exposure of 
classified information and operations through the use of an intranet. 
 
Estonia - In 2007, Estonia suffered a large-scale cyber attack as part of domestic incident related to the 
relocation of a Soviet war memorial known as the Bronze Soldier. Since then, Estonia has become a 
household name for cybersecurity and digital expertise. On a strategic level, it has moved to increase 
multilateral cooperation among allied nations, spearheaded the North Atlantic Treaty Organization’s 
(NATO) efforts in the cyber realm, hosted NATO facilities like the Cooperative Cyber Defense Centre of 
Excellence (CCDCOE) and the Cyber Security Range (NATO, 2018), coordinated international cyber 
exercises, and signed multiple Cyber Cooperation Agreements with partner states. On a domestic level, it 
has moved to strengthen its societal will, psychological resilience, and political credibility in the face of 
potential attackers. This is done through education, where besides creating more tertiary academic programs 
to attract talent (TTU, 2018), a program called Progetiger teaches Estonians the foundations of computer 
programming from as early as kindergarten in what may be one of the most farsighted education models in 
the world. (HITSA, 2018) In the social realm, Estonia stresses simple cyber hygiene as the cornerstone for 
cybersecurity. On the part of governance, Estonia has committed itself to establishing a clear direction for 
the state’s cybersecurity trajectory. There are 2 prongs that can be deduced from its efforts post-2007 – to 
institutionalize the strategic conception of cybersecurity development and operations, and to create clearer, 
more defined decisional and authority chains.  
 
It is evident from these two examples that domestic and strategic level policies must be enacted in tandem 
for a comprehensive approach to cyberdeterrence. Far from being singular and isolated policy moves, these 
tightly coordinated efforts have a cumulative effect on the state’s deterrence framework, and show how 
countries can secure their cyberspace through seemingly unrelated and unintuitive policy areas, linked by 
a more holistic conception of deterrence. Through this lens, it becomes easier to understand how a coherent 
cyberdeterrence strategy can be implement through education, restructuring of government institutions, 
social campaigns, and diplomatic maneuvering at an international level. It is also important to note that 
while the military may be involved in these efforts, it often participates only in an organizational capacity 
as a medium for enabling non-military efforts of diplomacy, cooperation, and national resource 



mobilization, rather than as an instrument for offensive capabilities. This is because as previously discussed, 
cyberweapons play a minimal role in deterrence due to their lack of strategic value in the amorphous domain 
of cyberspace, and it thus stands to reason that state resources should be focused on reinforcing parallel 
legal and economic retaliatory mechanisms, national resilience, and building consensus around 
international rules and norms. 
 

Conclusion 
With technological advancements and exploitative tools being developed at breakneck speeds, cyber is 
being viewed increasingly by state and non-state actors as a warfighting domain designed to cater to 
asymmetric warfare. While traditional deterrence is difficult to apply in this new domain, it retains 
significant value as a concept in preventing potential aggressors from attacking. For its translation moving 
forward, it needs to be understood more holistically, and implemented through strategic and domestic 
policies that present an all-rounded attempt to increase a state’s ability to withstand cyber attacks and 
decrease the likelihood of success for attackers. Equally important is the emphasis on non-military means 
to achieve this desired outcome, because while conventional utilization of the military apparatus is tempting, 
successful deterrence in cyberspace requires a keen awareness that cyber’s inherent nature necessitates a 
multifaceted approach outside the military domain. These policies can send a signal of national resolve, and 
a commitment to national defense through diplomatic, political, and societal means. In a realm such as 
cyberspace, where threats are amorphous, difficult to attribute, and have implications beyond just the state’s 
military infrastructure and assets, it is precisely this comprehensive conception of deterrence that is needed 
to deter aggressors.  
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