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Abstract

A good password has two key features: it is difficult to guess and therefore gener-
ally difficult to crack, and the user can remember it. The first feature faces issues from
user-generated passwords, since people tend to gravitate towards common nouns (such as
hobbies or names) or simple patterns (such as 123456 or qwerty). Common solution to
this problem, such as forcing users to include capital letters, digits, or other symbols are
generally unsuccessful, because people tend to work around these rules in common ways
(i.e. putting special symbols at the end of the password). As a result, smart password
crackers can work around this condition, and the passwords are harder to remember.

The second feature, memorability, is important because otherwise users may need to
change their password each time they log in or somehow record their password, both of
which are detrimental to security, or users may simply be locked out of their own ac-
counts. This issue is often worse with computer-generated passwords, which have a strong
randomness and are secure, but may be very difficult for people to remember.

This paper examines how to bridge these features, creating passwords which are both
memorable and secure. Specifically, it examines how successfully computer-generated pass-
words can satisfy both features, maintaining the randomness of passwords while using
human-friendly strategies, such as using short sequences of common words instead of long
sequences of characters.
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Introduction

The concept of passwords is much older than computers, and is not limited to the fields
of technology and cybersecurity. The concept of a password was mentioned at least as early
as 146 BC, in The Histories, by the greek philosopher Polybius [1]. However, the invention of
the modern computer, with the notion of a password for a computer system, forced a shift in
the way that people thought about passwords and their security. For a single guard standing
at a locked door, a simple word is sufficient as a password. First, if a person is guessing, that
person can only guess passwords or passphrases so quickly, and a random word might be enough
that if somebody were to guess words exhaustively for a whole day, they still wouldn’t guess
the password correctly. Second, a guard would probably be able to see who is telling them
the password, so they would be able to recognize if a person is just guessing, and could stop
responding to that person. Third, if the password is complicated or obscure, a guard may be
able to make a well-reasoned decision about whether the person actually knows the password
and is simply remembering imperfectly, or if they are guessing. However, for passwords in the
realm of computers, all of these become issues.

The first issue is the number of guesses that a single party could make. While a person
or group of people could only guess a relatively small number of passwords in a short amount
of time, computers are much, much faster than people. In fact, a team of password-cracking
experts at Stricture Consulting Group had a system which utilized 25 graphics cards and was
reportedly able to guess 350 billion passwords per second encrypted with the NTLM encryption
used in Windows systems [2]. This was reported back in 2012. As a result, modern passwords
need to be much, much more secure than a single random word which would have sufficed back
in the days of the Roman Empire.

The second issue deals with how many times a person or entity is allowed to guess a password.
If a human is on the receiving end of the guess, they can make an intelligent decision on when too
many guesses have occurred, and stop responding if that is the case. However, it is not so easy
for a computer to do the same task. Even with a solution to this problem, often this problem
isn’t even the significant issue anyways. In many cases, a password cracker has already gained
access to some information about the password, and simply has to try to solve it. The solution
here is password hashing, in which a password is first pushed through a one-way algorithm,
and only the resulting hash is remembered by the system. In this case, a hacker can only gain
access to the hash, and then must figure out how to replicate the hash by guessing. Therefore,
the best way to protect the password, as well as using a strong hashing algorithm, is to use a
hard-to-guess password, even at the guessing rate of a computer.

The third issue is in direct conflict with the hashing solution to previous issue. Anybody who
has used a computer and needed a password for a website or a service has probably forgotten
a password at some point, and a study at Rutgers University suggests that if people use a
password as infrequently as once every 4 days, they recall the password correctly on the first
try less than 10 percent of the time [3]. The only real solution to this, besides writing down
passwords, would be to let our passwords be less perfect, and grant authorization if users get
”close enough” to the actual password. However, good hashing algorithms are irreversible:
given the output, it’s practically impossible to get the input. As a result, a slight modification
to the input can produce a drastically different output, so the idea of ”close enough” breaks
down when hashing is used. As a result, hashing makes it important that passwords are not
only secure, but memorable.

This is the problem this paper addresses, maintaining security while also achieving memo-
rability. The key solution proposed is to redesign the system behind the passwords, such that
the building blocks of passwords are words, not characters, since humans can often remember
a short sequence of words better than a long sequence of characters [4]. Doing this with a large
set of words can yield sufficiently random passwords, with a much higher recall rate among
users.
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To The Community

Asking why this overlap of memorability and security is important is the same as asking
why passwords are necessary in the first place. Passwords are designed for the purposes of
authorization, whether that means verifying that the person posting information under a name
is actually that person, protecting the privacy of sensitive information which a user stores on
a computer, or limiting who has access to sensitive information. The danger of an insecure
password is the danger of risking the soundness of any of these forms of authorization. Without
password security, passwords simply aren’t effective, which makes them significantly less useful
for the important purposes they serve.

As a user, a password should be something that you can wield effectively. It should be
easy for you to use, but it should also protect your data effectively. The goal of creating such
passwords is a goal that anybody who uses a computer should reach for, regardless of whether
they are a user or a software engineer.

In that vein, it is worth noting that such password systems are not unachievable. However,
they are nontrivial to create, and the burden of designing and using such systems should be
shared between users and designers as both have contributed to this issue in the past. Users
create passwords using the same common approaches, and use the same heuristics to make
easier and, inherently, less secure passwords. They think primarily about how the password is
used by a person, when they should orient their thinking as to how the password is attacked by
a computer with a clever program. Similarly, designers tend to use the same naive approaches
to try and force users to make secure passwords. They think primarily about how the password
is used by a computer, and they fail to understand how a person would approach password
creation under the restrictions the designers impose. Both parties think about the problem
with respect to their own area and not the other environments around the password, and, as a
result, both parties contribute to the weaknesses of passwords.

This paper specifically looks at how a software designer would create such a system, but
it contains elements which are useful to both parties. For a designer, this paper will highlight
why the current methods for password spaces are less-than-effective, and will discuss better ap-
proaches. As a designer, this paper should be read as the introduction of a new tool, that may
be slightly more difficult to implement but will allow users to more easily use the password sys-
tem without sacrificing security. At the very least, it should help a designer to think about how
the average user would work with their system, and help highlight weaknesses with approaches
to password systems. For a user, this paper will highlight some of the key issues users make
in password creation, and will try to offer other approaches to password creation. As a user,
this paper should be read as a critique of password creation approaches, and the paper should
be a useful tool for critical analysis and revision of the reader’s methodology for passwords. At
the very least, it should assist a user in realizing that some of the password-building techniques
they use are more common than they realize, help the user to understand the crucial gaps these
techniques leave in password security, and force the reader to think more carefully about how
they should design their passwords. In either case, the concepts in this paper are relevant and
important to anybody who uses passwords on a computer or on the Internet.
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Preliminaries - Theory and Motivation

The Security of Passwords: The Concept of Entropy

Formally, what makes passwords secure, and why are people bad at making secure pass-
words? To answer this question, it’s best to introduce the idea of Shannon entropy [5], which
will often be referred to as just ’entropy’ in this paper. Shannon entropy is a value which can
best be interpreted as an answer to the question, ”How many bits would I need to encode a
piece of data”. For example, a coin flip would have entropy 1, since the result can be stored in
a single bit, as heads or tails. Rolling a single die would have entropy log2 6. More formally,
if one has the optimal encoding for events so that if they searched a binary tree for the events
one digit at a time the expected time of our search would be minimized, that expected time
would be the Shannon entropy. If one event occurs with a relatively high probability, it would
have a one- or two-digit encoding, so a binary tree search would find it very quickly, and it has
a relatively low contribution to entropy, whereas if an event occurs with very low probability,
it has a long encoding and is very deep in the tree, but has a small weighted contribution to
entropy due to its low probability. In general, if there is an atomic (disjoint and complete) set
of events {e1, e2, ..., en} with probabilities pi such that

∑n
i=1(pi) = 1, then the Shannon entropy

of the set is calculated by

E(e1, e2, ..., en) = −
n∑

i=1

pi log2 pi

Note that it is not particularly reasonable to calculate the actual entropy for a set of passwords,
because it is nearly impossible to collect actual data on the frequency of each individual password
across all time. It is better, then, to note a few properties about entropy, and use them as
heuristics for evaluating entropy:

• Entropy is maximized across a set of events when all events occur with equal probability.
As probabilities tend to move away from 1

n in either direction, entropy tends to decrease.

• Entropy is generally increased by adding more events. Specifically, if each event occurs
with probability 1

n , then entropy is equal to log2 n, which is increasing with n.

The difficulty of guessing a password is closely related to the entropy of the space of pass-
words [6, 12]. If there are more possible passwords then it is more difficult to guess a password,
and there are a larger number of events and therefore a larger entropy. If there are a few incred-
ibly common passwords, though, then password cracking can be very successful by focusing on
these passwords first, and entropy is lower due to the fact that password probabilities deviate
from the 1

n average. To examine why this is the case, give each password the encoding and
build the binary tree which would give us the optimal search time as atomic events in Shannon
entropy. It is then possible to guess passwords in an optimal order by moving from smallest
to largest encoding. The weighted average length of the encodings is the Shannon entropy,
so the time to guess a password is proportional to the number of these encodings, which is
approximately 2 to the power of the entropy. As a result, if a password space has Shannon
entropy E, the time to crack a password in that space is approximately proportional to 2E . In
practice, password crackers generally never have the entropy or optimal encodings, but they can
achieve a similar optimal efficiency by guessing more common passwords first and less common
passwords last. As a result, increasing entropy is an exponentially effective approach to making
password cracking more difficult.

However, people are generally bad at making passwords that achieve high entropy. When
choosing passwords, people will use passwords that satisfy requirements put before them and
require as little effort as possible to remember [7]. Specifically, people use a number of heuristics
to make passwords easy to remember, including reusing passwords, using words or dates related
to their life, replacing letters with similar numbers or symbols (such as $ for S, @ for a, or
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0 for O), or putting certain characters in specific places, such as captial letters at the start
of the password or digits and symbols at the end of the password [8, 9, 10]. The issues of
common password-creation methods, common character substitutions, and common positioning
are detrimental to security because when many people are using the same approach to the
passwords, it becomes more likely that passwords matching those approaches will be used,
increasing the probability of those passwords and lowering the entropy of the passwords. As
a result, people create insecure passwords when no restrictions are enforced [10], and when
restrictions such as symbol usage and capitalization are enforced, passwords often become only
marginally more secure.

The Memorability of Passwords and the Dangers of Changing Them

While security is certainly the biggest and most important feature of passwords, the ability
of a user to remember their passwords is also incredibly significant. The most obvious reason for
this is simply ease of use. If a person has trouble remembering their password, authentication
can be very burdensome. One possible example of this could be that this is the primary difficulty
of the common solution services use to prevent brute-force guessing. To prevent attackers from
guessing usernames and passwords iteratively, services may lock the login process for a user
account for a short time after a few incorrect attempts. While this is effective in its goal, it
can become quite bothersome for a user who mistyped or mistook their password, and is then
locked out of a service at the exact time they were trying to access it. This will happen more
frequently as passwords become less memorable, and will make it generally more frustrating for
users to use the system. As a software designer trying to attract people to a product, this can
be detrimental. The other option is that a user may have to reset their password each time
they need to log in. This can be equally bothersome to being locked out of a system.

Also, the act of changing a password is not necessarily beneficial to security. If a user is
creating their own passwords, they will often change the password as little as possible, such
that the new password is easy to remember given that they could recall their old password [11].
In many cases this means incrementing a number by 1, changing the case of a letter, or only
changing a symbol. Password system designers use similarity testing to prevent this, but people
will still try to find a minimum-effort workaround. In fact, a study at UNC found that when
people are forced to change their password multiple times due to expiration, they will often
change them in the same way [11]. The ramifications of this are that while regular password
changes are effective, they are considerably less effective than designers expect them to be, and
if an attacker can break a user’s passwords both before and after a password change due to
expiration, they have a strong guide for guessing that user’s passwords after future changes as
well.

At this point it is worth noting that other methods exist for remembering passwords than
just mental memory. For example, passwords can be simply written on paper in a secure
location. While this may be sufficient in some cases, in others it is simply to risky to have a
physical copy of the password somewhere it could be found by another person or by a webcam
which has been compromised. Even if these are not the case, many corporate policies prevent
employees from recording login credentials, which would prevent this solution. In any case,
it may be unwise or unsafe to keep a physical copy of a password. Another common tool is
a password manager, which will handle randomly generating passwords and keeping track of
them. This tool has a lot of positives, such as the fact that passwords are secure and many
managers can periodically remind you to change your passwords. However, these also come with
the obvious risk that all of your passwords are in a single location, so any attacker who gains
access to your password manager immediately has access to all of your passwords. This issue
also comes with the common technique of using the same password or similar passwords across
services or websites, where an attacker gaining access to one account can compromise all of the
other accounts as well. As a result, while methods exist for remembering passwords without
actually keeping them memorized, these methods are generally risky for their own reasons.
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Applications - Solutions to the Problem

Proposed Solutions

The general approach to closing the gap between security and memorability is to use a
sequence of items which people can remember well. The approach which will specifically be
discussed in this paper is to use words as the building blocks which make up a password, rather
than characters. The motivation behind this is that since people use words on a very regular
basis, people tend to be good at remembering short sequences of words. Also, a common trick
for remembering sequence-of-characters passwords is to use a mnemonic, so why not simply
remember words to begin with?

The earliest edition of this idea was from Stanley Kurzban, in 1985 at IBM [13]. Kurzban’s
idea, called ’Easily Remembered Passphrases’, had 4 lists: a list of adjectives, a list of actors
(which are subjects of a sentence), a list of verbs, and a list of things (which are predictates of
a sentence). Each list contains one hundred items, such that each item in a single list had a
different 3-letter identifier. For example, in the actors column, admirals had the identifier ’adm’,
accounts had the identifier ’acc’, ants had the identifier ’ant’, and so on. By using three lists,
for example the actors, verbs, and things lists, a three-word phrase can be built from each of the
triplets where one word is taken from each list. As a result, this would give 1,000,000 possible
password phrases, which could be potentially identified by a number (between 0 and 999,999), an
abbreviation (such as admaddacc for ’Admirals Add Accounts’), or the phrase itself. Kurzban
noted that this could be implemenented in any of the three ways, for example the passwords
themselves could be abbreviations and the phrases could be mnemonics for the passwords.
The obvious weakness of this system is that at this time, 1,000,000 password combinations is
a relatively small number, and the average desktop computer could break that very quickly.
However, he noted that more than a million password phrases is possible by combining more
than 3 instances of lists, and their isn’t a theoretical minimum to the number of times lists
could be used to increase the number of combinations.

More recent works tend to be inspired by an XKCD cartoon [14]. In the cartoon, the
proposed solution is to transform a random 44-bit sequence, which would have an entropy of 44
from a total of about 17.6 trillion combinations, into 4 words which would compose the password.
This approach, published over 25 years after Kurzban’s approach, doubles the entropy of the
one million combinations Kurzban proposed.

One paper to take inspiration from the cartoon was Correct Horse Battery Staple: Explor-
ing the Usability of System-Assigned Passphrases [15], named after the example passphrase
in the cartoon. The results in the paper come from a study to determine how well people
remembered randomized passwords from different sets and passphrases (random sequences of
words) of varying lengths. The results from this paper were not overwhelmingly positive, but
the passwords and passphrases in this paper were not secure enough either. Specifically, the
randomly-generated passwords tested as a baseline were random 5-character and 6-character
passwords from all symbols, and random 8-letter pronounceable ”words”. The passphrases
tested as subjects for the hypothesis came from several different dictionaries varying in different
sizes of words and different parts of speech, and were built in a variety of ways, such as in a
random order, in a specific order, or as a sentence. The results show that in general, an exact
copy of the passphrases resulted in much lower recall accuracy than short passwords after a
brief period of time, and only slightly lower recall accuracy than the short passwords after two
days. However, when case was not considered important (for example, a word in the passphrase
could be entered as ’firetruck’ or ’FireTrucK’), the accuracy of recall of passphrases after two
days was often slightly better than that of the short passwords. This is promising, because it
implies that with a larger dictionary, a passphrase composed of a sequence of words could give a
higher entropy than a random sequence of characters with the same recall accuracy. The study
also notes that the ability of participants to recall a passphrase was more highly affected by the
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number of characters than the number of words, which suggests that a large dictionary of short
words could be effective for building random passphrases with a good recall rate [15].

An even more recent paper published in 2015 by Ghazvininejad and Knight, How to Mem-
orize a Random 60-Bit String, had an even more involved approach to the passphrase solution
[4]. In this paper, passphrases are generated from random 60-bit strings. Similar to the previous
paper, the study tested perfect recall accuracy after 2 days. Of the few methods tested, the
best results came from the XKCD approach expanded to have a dictionary of size 32,768 (215)
rather than size 2,048 (211), and a poetry approach. The poetry approach was considerably
more involved, assigning iambic information (focusing on the stresses of syllables in words) to
all dictionary words, creating rhyming pairs, and then generating random two-line poems that
make a reasonable amount of sense as a poem. Between the two best approaches, the XKCD
approach is preferable. The reason for this is that while poetry is somewhat more appealing,
it requires the creation of the poems beforehand, which makes it more difficult to adjust in
scale, and it just barely did better than the XKCD approach. As a result, while it did ever-so-
slightly better, it is much more difficult to implement and scale, which is probably not worth the
marginal improvement in practice. This paper also noted that while people reportedly prefer
sentence passphrases to random-sequence-of-words passphrases, they actually tend to be worse
at remembering sentences. This makes sense when considering how people store ideas: when
people remember a sequence of words without any semantic meaning, they focus more closely
on the words themselves, whereas when people remember a sentence they store the semantic
meaning of the sentence more accurately than the actual content, so when people attempt to
recreate a sentence they often match the interpretation of the sentences but do not perfectly
replicate the words themselves [4].

Mock-Implementation of a Password System

The entire implementation for this project, including any required data files, can be found at
https://github.com/mjones05/Passwords. The implementation in this project is a Python
mock-up of a system for generating passphrases and validating credentials. Specifically, the
program has a dictionary of common English words, trimmed to 4,300 words in an attempt
to make recall easier. Some trimming involved taking out homophones, compound words, and
commonly-misspelled or difficult-to-spell words. The approach to building passphrases is a
random sequence of words, similar to the approach presented by XKCD [14], but using 5 words
instead of 4 words in order to gain higher entropy. The process of entering passwords involves
typing out the whole passphrase with spaces, but the input is not case-sensitive, to further
aid correct recall without drastically reducing entropy. Passwords are encrypted using SHA256
encryption with salting.

The basic functionality of the program involves reading the word list, a list of SQL reserved
words, and a list of preset credentials, and then allowing the user to perform a few commands.
In the set of commands, the user can:

• add a new username, which will be associated with a new and randomly-generated salt
and password pair.

• remove a username, including data on the salt and password.

• change the password for a username, including the salt. As with all password creation in
this program, the salt and password will be randomly-generated.

• ’login’ with a username and password. This doesn’t actually log in to anything, it simply
verifies whether the password is correct for the username (if the username exists).

There are a couple additional features to help demonstrate functionality of a password system of
this type. First, even though there is not really an ’admin’ or ’non-admin’, any error messages
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are displayed as ’to the user’ or ’to admin’, to demonstrate how such a system would minimize
information leakage. Second, there is a list of reserved words in SQL, and the list of words used
in passwords is disjoint from the list of reserved words. As a result, any time a password is input
which is not valid or is incorrect due to a nonexistent username or incorrect hash, the system
will also perform a cursory check for SQL keywords and will send an error message to the admin
if any SQL keywords are detected. Note that the remove and change commands are actually
two commands each, one of which represents a call by an admin and one of which represents
a non-admin call, to demonstrate how the commands would behave differently under each of
the two conditions. Finally, the system does implement case-insensitive password checking, and
works correctly under those assumptions.

Results and Analysis of the Implementation

Basic Results

In general, the mock implementation of such a system was successful. At the most basic
definition of success, the program is able to randomly generate passphrases and salts, and the
program can correctly identify a username/password pair as valid or invalid, with the password
being case-insensitive. This includes the process of hashing with salting, which implies that this
process could be implemented in a real system on the back-end without storing unencrypted
passwords.

The program was also able to successfully report information differently to administrators
and non-administrators, to allow discreet detection of a basic SQL injection attack and prevent
information leakage. In the realm of SQL, this code is able to detect only simple SQL injections.
Note that we only use a very simple pseudo-database, and the entirety of the program is in
Python, so no real SQL injection can occur, so complete testing for SQL injection prevention
does not make sense. However, this program will detect SQL keywords separated by spaces.
It will not detect SQL injections which avoid using spaces, and therefore additional processing
would be necessary to catch such cases and prevent real injection in an actual implementation.
However, the careful selection of which users see which information was successful. First, SQL
keyword detection is reported only to administrators. Second, non-administrators get error
messages only after entering all information, and only get error messages as generic as possible.
This means that when an incorrect username is entered, a password is still prompted, SQL
keyword detection still occurs, and users only get the error message ’Invalid username/password’
in all cases. Administrators performing commands get more detailed error messages about where
the error occurred.

It is important to note that this is not a complete system, by any means. The only pieces
which this program successfully demonstrates entirely is the ability to produce and validate
passwords and salts for usernames, and the ability to give commands with different privileges
different amounts of information in error messages. To prevent injection, considerably more
processing details are needed. To make sure that security is well-maintained, access control
would need to be managed with respect to the code in ’passwords.py’ and all of the related
.txt files. To prevent brute-force guessing, checks would need to be put in place to limit the
number of incorrect guesses for a username, as well as some sort of system to prevent repeatedly
attempting to create usernames to mine for existing usernames. Finally, it would be better to
have some small study with the success of the passwords, specifically with respect to recall
accuracy, to confirm that the password system works at similar password systems in other
papers.

However, these issues are beyond the scope of this paper. This implementation certainly
served as the proof-of-concept it was intended to be. This program demonstrates that the
ability to generate and validate passphrases as sequences of words is definitely achievable with
a reasonable amount of work.
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Analysis

Unfortunately, no data exists for the recall rates of the passwords with this design, so no
such data will be discussed here. Instead, this section will focus on the security of the randomly-
generated passwords.

The passwords from this program are reasonably secure. In terms of entropy, the entropy
of each word is log2 4300 ≈ 12, so the total entropy of a password is 5 ∗ log2 4300 ≈ 60.
This means that the entropy of each password is the same as any of the passwords in How
to Memorize a Random 60-Bit String [4]. This means that this yields nearly 1.5 quintillion
password combinations with equal probability, which is about the same number of random 10-
character passwords using the set of alphanumeric characters. Even a computer which could
operate at 100 billion password guesses per second would require over 5 months to break a single
password of this form. On top of that, since incrementing from one password guess to the next
requires changing multiple bytes of data, an incremental search on this password form would
likely be less effective than an incremental search of a random 10-character password, scaling
the time required to break a password even more.

Other difficulties with cracking passwords of this form arise when the cracker doesn’t have
the word set for the passwords. If it were possible to restrict access to the word list, even
if the hashes were released with the salts, it’s difficult to build an efficient cracker without a
word list. If the attacker only uses some of the words, which they could potentially learn by
creating usernames or cracking some passwords by another method, it becomes difficult for
them to be sure that they can get a large number of passwords without adding some words to
their search. However, doing this would involve using another word list which is possibly much
larger. For example, a list of English words at https://github.com/dwyl/english-words/

contains nearly 500,000 English ”words”. Most of these words are nonsense, such as ’&c’
or ’ragamuffinism’, but it is still useful for making the point that the word list used in the
implementation is only a small subset of all English words, and using a word list which is too
large of a superset of the password’s word set can be incredibly detrimental to the efficiency
of a password cracker. While it is difficult to prove that this approach has a better recall rate
than a random sequences of alphanumeric characters, studies suggest that it is likely that it
does [4, 15] and it is very strong against password crackers, even if the attacker has a copy of
the word list.

10

https://github.com/dwyl/english-words/


Discussion

The key question this paper sets out to answer is whether or not a password system involving
words as building-blocks for passphrases is achievable, and whether or not such a system is worth
the effort to build. While this is a very open-ended question, it is important to consider all of
the points on both sides of the argument. The three main components of the argument are the
amount of work required to build such a password system, the effect of the system on security,
and the effect of the system on the users’ ability to correctly remember and input passwords.

Overall, the amount of work to build this system is not unmanageable. The design of the
system to parse passwords, remove any items involved in a malicious attack, and verify whether
or not a username/password is valid is only marginally more difficult than a similar system for
any other password format. The ability to detect basic SQL injection is slightly easier for this
approach, because many of the tools for parsing the passwords can be applied directly for this
purpose, most of the additional work is simply building a list of words that are reserved in SQL.
However, in terms of a complete protection from injection, this system would need the same
checks that any other password system would need. As a result, the implementation is only
slightly more difficult than a general password system.

In the mock implementation, the bulk of the work involved with this creating this password
system was actually heavily focused on the creation of the word list. The difficulties with the
word lists are numerous, including:

• Dealing with homophones. A user is less likely to get the password correct if they can’t
memorize the words phonetically. If a possible password is ’bear bare bar flew flu’, a user
with that password will have considerably more difficulty remembering that password
correctly than a password such as ”orange purple grass yellow brown”, which is much
easier to memorize.

• Dealing with compound words. An example of this would be the word ’barefoot’ versus
’bare foot’, which sound very similar and are therefore difficult to differentiate when
remembering a passphrase.

• Dealing with difficult-to-spell words. For example, while the word ’onomatopoeia’ is a
word with a very unique pronunciation, it would probably be unwise to use this word in
a passphrase because the user would probably either frequently misspell the word or have
to look up the spelling every time they go to enter their password.

While some of these issues are able to be dealt with relatively strictly, others are more difficult for
a computer to identify, and some are simply very subjective. While it is possible to use heuristics,
such as removing any word that is a concatenation of two other words, the subjective issues are
more difficult to solve. For example, to only use easy-to-spell words, a computer could only use
words with length less than 9. However, this is not perfect, because it will keep some words
which may be tricky to spell (such as ecstasy, achieve, or bough) and will omit words which are
generally easy to spell (such as unhelpful or unimportant). Even the issues of compound words
and homophones can cause issues for computers, such as the edge case involving ’ful’ and ’full’.
For example, ’wonderful’ and ’wonder full’ sound very similar, but looking for compound words
using the earlier approach would miss this case. With respect to the mock implementation,
even after hours of combing through the word list and trimming using heuristics, possible edits
such as removing ’wonderful’ can still be identified. It is also difficult to define a single word list
and use that for every instance of this password system, since standards such as the maximum
difficulty of spelling words or the tolerance for words such as ’violence’ or ’stupid’ can vary
depending on the expected users. It is difficult to find the balance between a set of words such
that is easy for people to remember passphrases while keeping the list large enough to give the
passwords sufficient entropy. As a result, word lists are the largest issue for this approach, since
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it is difficult to standardize word lists across settings and therefore requires a large number of
man-hours to design the word lists. This issue also creates an issue across languages, since a
word list would need to be created in each language.

In terms of the security of this system, the entropy and randomness of the system is quite
sufficient for protecting passwords from all but the fastest supercomputers, as shown in the
Basic Results section. The design is certainly sufficient for the average case of required security.
In terms of the ability to memorize the passwords, no study was conducted using the mock
implementation. However, based on the results from [4, 15], it is likely that these passwords
would have a much higher rate of recall than a string of random characters with the same
entropy. Before this system could be applied in a real setting, it would also be wise to conduct
studies with respect to actual users to determine if users would settle on similar passwords.
Specifically, would some words be preferable to others? If this were the case, people would
be more likely to change passwords with other words, which would reduce the entropy of such
passwords. While this could be prevented by not allowing users to manually call for a password
change or limiting the number of times a user could call for a password change, such restrictions
would be unwise without information about how well the average passphrase can be recalled
and how satisfied a user is with the passphrase.

This leaves the question of whether or not this is an ideal approach to a password system
very open-ended. On a case-by-case basis, the system designers should look carefully at the
requirements of passwords for their system. If there is little to no sensitive data or negative
ramifications of unauthorized access, then password strength may be unimportant, in which case
a standard user-created password with certain restriction on the character set and minimum
length would be ideal. However, if password security for a user of the system is a significant
factor, this may be a better approach to passwords than the current common practices. At the
moment, such an approach would likely be implemented only by the largest entities where this
is a significant issue, due to the resources required to define effective word lists. However, an
excellent next step would be to design a couple large word lists, with different levels of spelling
difficulty and available words by other metrics, so that the bulk of the work for designing a
passphrase system is already handled and it would be generally easier for anybody to implement
this system. Until such word lists exist, it is probably unlikely that this approach would see
widespread use in practice.

Conclusions

With respect to the specific passphrase method proposed in this paper, the results show
that such methods are reasonable to implement, they may require a large amount of design
work. The passwords created using these approaches have sufficient entropy to show they are
secure, and results from other studies suggest that they are more memorable than randomly-
generated passwords of the same entropy [4, 15]. In order for this approach to be widely
accepted in practice, a considerable amount of work may have to go into designing sufficiently
efficient, effective, and large word lists which are publicly available. The implementation here is
sufficient as a proof-of-concept, but is unable to solve such issues which would occur in a realistic
setting. At the very least, the results of this paper act to show that the current approaches to
password systems are not generally effective against a smart attacker, and that the tradeoff these
systems make between the ability to remember passwords and the security of those passwords is
unnecessary and unwise. Therefore, a passphrase system with computer-generated passphrases
is often an attractive and practical idea in situations where password security is a significant
factor.
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