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Abstract 

In past elections, voting machines in the United States have been particularly 
vulnerable to cyber security attacks, especially those involving malware. This paper 
explores the many current vulnerabilities in electronic voting machines that make them 
prime targets for such malware attacks. It also examines other vulnerabilities in voting 
machines and some currently proposed solutions. Based on the threat that electronic 
voting machines pose to democratic elections and the lack of truly viable solutions, it 
argues that electronic voting machines should be done away with completely. While 
electronic voting machines do have their benefits, including efficiency, unambiguous 
votes, and a smoother experience for voters, they are not a panacea. Although the return to 
a paper ballot system is an expensive proposition, all costs of removing voting machines 
from the current system could be accounted for using a mail-in ballot system. 
 
Introduction 

Agency of the people and trust in leaders and in the system separate democracy 
from all other forms of government. Electronic voting machines were introduced into the 
United States to encourage trust in the voting system and to give citizens more agency 
through more accessible options. Electronic voting machines are not without their 
benefits, but these benefits can be achieved through other means of voting, such as mail-in 
ballots. Not only do there exist systems that are just as efficient as electronic voting, almost 
any other established system would be more secure. Voting machines’ consistent 
fallibilities and role in election scandals should undermine both the trust citizens have in 
elected leaders and the process by which leaders are elected. But before that can happen, 
the truth about electronic voting machines would have to be communicated on a 
widespread level, which is the primary aim of this paper.  

It would seem counterintuitive to revert back to a paper ballot system; after all, what 
a human can do, a machine can do better, right? But ultimately, people are not perfect, and 
voting machines allow for a wide propagation of human error. They introduce needless 
complexity into a system, allowing for exploitable oversights and increased vulnerabilities. 
These systems not only can be tampered with by outside actors, but also can be abused by 
the very governments administering elections. Given the persistent and pervasive nature of 
vulnerabilities in electronic voting machines and the inability of the current system to 
resolve them, the best option the United States faces is to abolish electronic voting 
machines entirely. 
 
 



To the Community  
After the 2018 midterm elections in the United States, electronic voting machines 

have found themselves in the national spotlight. Twenty-eight states and D.C. use what are 
called “Direct Recording Electronic (DRE) systems”- another name for “voting machine”. 
But of the 28 states using DRE systems, two in particular are in the spotlight. In Georgia, a 
vulnerability found in its 27,000 machines was revealed just before the election. In light of 
that revelation, Brian Kemp, Georgia’s top election official announced that moving to more 
secure machines that leave a paper trail, "would be an absolute disaster.” Then, a “key server 
related to the incident” was erased prior to the election, destroying key evidence. Brian 
Kemp, the government official in charge of conducting the election, happened to be a 
candidate in that same election. He won the Governor’s race by less than 1.4%.  

In Texas, voting machines found their way into the controversy of the 
Cruz-O’Rourke senate seat race. Many voters reported that their votes were ‘switched’ in 
front of them. According to Harris County officials, this happened as a result of an error 
caused “when voters turn a selection dial and hit the “enter” button simultaneously”. It is 
not uncommon for developers to be unable to predict exactly how a user will use an 
interface;this is the reason why User Interface design as a field exists. Most companies 
engage focus group and other methods of testing before launching a product in an effort to 
avoid such misunderstandings. Harris County has stated that this is a “voter issue” and not a 
problem with the machines, despite how the machines have not been recertified or 
updated since 2009. 

Whether or not these cases actually changed election outcome is not the only 
concern. Officials in both states have ignored advice of cybersecurity professionals and 
have shown an unwillingness to make necessary changes to ensure secure voting systems. 
As a result, ordinary citizens in these states are growing concerned- they are losing trust in 
the democratic system. Without the trust of the citizens, democratic officials and voting 
systems lose efficacy, mandate, and power. Why is it important to abolish voting machines? 
Their failures are tearing at the fabric of the democratic system that underpins our society. 

 
Current vulnerabilities 

Many of the vulnerabilities within electronic voting machines are so egregious that 
their existence is an embarrassment to the entire machine manufacturing and 
administration industries. These are not complicated hacks performed by naturally brilliant 
hackers like those portrayed in movies and on tv shows like Mr. Robot. In a competition, “In 
less than 10 minutes, an 11-year old” was able to hack into a mock-up of Florida’s election 
site. In this competition, children were trained to use SQL-Injection, which is where code is 
inserted into form fields on a website. This has been one of the known top-10 
vulnerabilities for years, according to the Open Web Application Security Project 
(OWASP). These types of errors are born out of laziness, like trusting whatever a user types 
into a website and not verifying if it’s malicious or not. Errors can include something so 
simple as setting the root password to “password”, or the admin password to “pasta” 
(Diebold 5000). The ES&S M650 model machine had no root password- it was the empty 



string “”. These types of errors are only possible because the technical standards that voting 
machines should be held to are not enforced and, furthermore, the machines lack basic 
validation in the software that holds administrators accountable for upholding the 
standards. 

Furthermore, there are hardware and physical vulnerabilities. Many machines have 
easily pickable locks- a researcher was able to pick the lock on the back of the M650 model in 
under a minute, well within the time an average voter spends at a polling booth. Rachel 
Tobac, a prominent cyber security professional, demonstrated how to pick the lock on a 
Premier/Diebold (Dominion) AccuVote TSx with just a ballpoint pen at DEFCON. This would 
give the lock-picker administrative access to the machine in just under two minutes. This 
machine also uses “smart cards”, or what are sometimes called “Java cards” to allow citizens to 
vote. These are especially vulnerable, as most still have the original password setting of 
“0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08” (12345678 in hexadecimal or base-16). Hacking 
these allow agents to vote multiple times, or to vote in a race they are not eligible for (like a 
primary for the other party in a closed primary). These cards use “Near-field Communication 
(NFC) without a physical connection”, a technology available on almost all smartphones (this 
is what iPhones use for Apple Pay). This means that these cards can be reprogrammed out in 
the field just using a phone. The “AccuVote TSx is an electronic voting machine 
manufactured by Premier Voting Solutions, later acquired by Dominion Voting Systems. The 
product line currently belongs to ES&S”, and is currently used in 18 different states. 

But the vulnerabilities are not limited to what is physically in the polling booth. 
Many systems can be tampered with remotely by someone who doesn’t even have to go 
into the polling place. Some machines use wifi-enabled tallying, and that connection can 
be hacked. Additionally, before elections happen, the software on machines that contains 
information like candidate names and races needs to be distributed. If this distribution 
happens from an insecure source, like an internet connected office without a firewall, then 
the entire network of machines is vulnerable. Even if none of the machines in a location are 
connected to the internet, if they are connected to each other, then taking down one can 
compromise all machines at one polling location. Remote vulnerabilities aren’t just an issue 
before and during elections- they can also be exploited even after an election has 
happened and the result has been announced. In August 2017 in Georgia, cybersecurity 
researcher Logan Lamb was able to use Kennesaw State University’s Center for Election 
System’s website to get a “mother lode” of information. A vulnerability in how the website 
was configured allowed Lamb to download “registration records for the state’s 6.7 million 
voters; multiple PDFs with instructions and passwords for election workers to sign in to a 
central server on Election Day; and software files for the state’s ExpressPoll pollbooks — 
electronic devices used by poll workers to verify that a voter is registered before allowing 
them to cast a ballot”, all without ever logging in. Part of the issue was a known 
vulnerability with a content-management software the center was using, called Drupal. The 
patch for this error had been available for two years before this exploit, but the software 
had never been updated.  

Many remote and physical vulnerabilities cannot be exploited without malware. 
Some malware can remotely replace candidates and how votes are tallied. At DEFCON, 



malware was used to remotely change the election displayed on a network of machines to 
show candidates “George Washington” and “Benedict Arnold”. The ES&S M650 relies on zip 
drives (a form of floppy disk), a technology that is currently discontinued and relatively 
archaic. Due to the age and lack of use of this technology, many administrators are unaware 
of the specific steps that must be taken to secure it. As a result, a zip drive with malware on 
it can be relatively easily substituted. In the DEFCON voting village, it was proven that this 
zip drive malware insertion on one machine can then propagate the malicious software to 
all machines in a jurisdiction. This widespread propagation of exploits is critical to why 
machines are less secure than other systems. 

 
Benefits of Electronic Voting Machines 

Electronic voting machines are not without their benefits. They were created to help 
voting be a more efficient, cost effective, and accessible process. A machine does not have a 
mind of its own, so it can be trusted to do exactly as it is instructed, or programmed, unlike 
people. Many states argue that voting machines create a more efficient experience for 
voters and therefore shorter lines, which increases turnout and makes voting more 
accessible to those who have to work or take care of children, or to elderly and 
handicapped voters who struggle with standing in lines. Electronic votes can be more 
quickly tallied than paper votes, allowing for faster election results. Additionally, electronic 
tallying eliminates some possibilities for human error- a screen will never have a “hanging 
chad”. Voting machines are also an established system, and many districts have put a fair 
amount of investment into machines, in money, time, and training personnel.  

 
The Necessity of Abolition 

The investment that governments have made in electronic systems represents a 
sunk cost, and to continue using them would only cause more problems. Many 
professionals have suggested changes like only using DRE’s with paper trails, or increasing 
technical budgets, or using optical scanning techniques rather than completely doing away 
with voting machines. The necessity of abolition can be expressed in four points: 

1) Lack of technical competence in regulatory boards: the people with the power to 
make change don’t know what exactly the problems are or how to fix them 

2) Lack of resources to maintain systems: there is insufficient funding to keep 
machines up to date and to certify standards on a regular basis and there are not 
enough trained personnel to update and certify machines. Additionally, there is not 
enough money or trained personnel to get new machines when old ones must be 
replaced, which is why there are 15-year-old machines still in use. 

3) Lack of desire towards fixing tampered machines: Politicians in charge of election 
regulation are sometimes those who would benefit most from the tampering. 

4) Lack of trust in the system: After decades of errors, hacks, and otherwise poor 
administration, the people lack trust in the system. This issue is the biggest threat to 
our democracy, as a distrustful population will decrease turnout. 

 



 
Action Items 

If voting machines are to ever be replaced, the movement must begin the citizens. 
Although the process of voting may seem bleak, it is still crucial to vote. Representation 
matters. People should be encouraged to vote for leaders who support regulation of 
elections. Many members of congress are trying to defund organizations that oversee 
security in federal elections, but this would have unpredictable consequences. To ensure 
that a vote is not electronically tampered, a mail-in or absentee ballot can be used. Not 
every state has this option, but those that do allow citizens to vote on their own time in a 
way that is both easy and accessible. Once leaders have been elected, citizens should reach 
out to them in order to have their voice heard on this critical issue. 

Governments and leaders currently serving can do even more to ensure the security 
of elections. They can propose systems that do away with electronic voting completely, like 
the mail-in ballot system currently in place in Oregon, Washington, and Colorado. This 
system is why Oregon has the highest voter turnout of any state in the nation, a trend that 
should be encouraged nationwide. If voting machines are not abolished, or must be phased 
out over time, there are measures that can be taken in order to reduce risk. Post-election 
audits can be performed to detect tampering, but only when machines with paper trails can 
be used. Un-auditable machines should be immediately discontinued. Additionally, backup 
plans should be prepared in the event that tampering is found. Such plans need to be 
communicated to the public and should contain strong actions against those who would 
hack elections in order to deter both foreign and domestic actors from interfering. In an 
attempt to prevent conflicts of interest, those in charge of election systems should not be 
allowed to perform those duties if they are running in an election. Finally, this is an 
important issue that must be addressed, sitting politicians should not try to dissolve or 
defund committees designed to secure elections.  

There are some regulations in place currently, but their enforcement has been 
lackluster. The Federal Information Processing Standard rules, as defined by the National 
Institute of Standards and Technology (NIST) need to be enforced on a software level. For 
example, a machine should not allow the administrator password to be “password”. Times 
between certifications should be decreased to ensure systems are up to date. Districts that 
violate these standards should face harsher penalties in order to deter administrators from 
ignoring or forgetting about the rules. 
 
Conclusion  

Right now, there are two paths that lie ahead for the United States. The one we are 
currently on, which continues allowing elections to be tampered with. This path will 
continue to disenfranchise voters and to discourage trust in officials. However, if changes 
are made and insecure systems are replaced with reasonable alternatives, Americans will be 
more trusting of their elected officials. Turnout would increase, ensuring more accurate 
representation and leaders with a stronger mandate. This paper proposes abolishing the 
system that relies on electronic voting machines, as well as a secure destruction of all old 



machines to prevent voter data from being accessed. Whether this takes the form of a 
secure multi-step wipe of every machine or burying them in the desert  is up to the 1

American people. 
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