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Abstract 
In the five years since it launched, Google Cast has grown from supporting plug-in television 
dongles to built-in television receivers to always-on Google Home devices. Through this growth, 
the protocol has gone from its humble beginnings as a wireless HDMI replacement to something 
with much more powerful capabilities. According to Google, “By design, anyone who has access 
to your Home Wi-Fi network can cast to [a Google Cast-enabled device]” . However, this level 1

of access may no longer be appropriate with the vastly increased number of enabled devices 
and number of knowledgeable users. The same design decision to allow any family member to 
easily play a video on their TV now allows anyone on a shared network to hijack a smart 
speaker any time of day or night with embarrassing or even harmful content. What amounts to 
an annoyance on a shared network with a couple of housemates becomes a serious concern on 
networks with hundreds of unknown users and wider range such as an office or college campus. 
While there is no configuration option to restrict access to a Google Cast device, an amateur 
workaround has been tested involving connecting devices to a hotspot running on a VPN to 
prevent unwanted access. This paper defines the scope of this issue, identifies areas of the 
protocol where defenses could be implemented, and draws on existing security practices such 
as physical Bluetooth device pairing to make recommendations on securing the Google Cast 
protocol. 
 

Introduction 
Google Cast, also known as Chromecast, is a protocol for streaming audio and video content 
from a device such as a laptop or smartphone to a Cast-enabled receiver. It was introduced in 
July 2013 along with the original Chromecast dongle for televisions, and has since grown to 
support televisions with built-in receivers as well as the Google Home family of smart speaker 
products . 2

  
In addition to the ability to stream content, Google also heavily markets the convenience of 
anyone on the same WiFi network being able to interact with a Cast-enabled device without any 
additional authentication required. Google is so proud of this feature that when the first 

1 "How do I prevent others from casting to my device ... - Google Support." 
https://support.google.com/chromecastbuiltin/answer/6123915?hl=en. Accessed 18 Oct. 2018. 
2 "Google's Chromecast is five years old today [Update ... - Android Police." 24 Jul. 2018, 
https://www.androidpolice.com/2018/07/24/googles-chromecast-five-years-old-today/. Accessed 19 Nov. 
2018. 
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Chromecast engineer and his wife were asked to identify their absolute favorite feature, they 
responded “[We] like that we can actually go into anybody’s house who has a Chromecast, log 
into their network and use it… that’s really one of the most powerful features that we have.”   3

 
However, the convenience of this feature for family and friends to freely stream content is the 
same convenience that allows a stranger on the same network to freely stream unwanted 
content to your device. This practice is known as device hijacking — the taking of control of a 
device without the owner’s knowledge or approval . 4

 
Google is unable to overcome its pride in the design decision to allow streaming without 
authentication when addressing this inherent security vulnerability. Chromecast’s official 
documentation responds to the question How do I prevent others from casting to my device with 
Chromecast built-in? with the statement “By design, anyone who has access to your Home 
Wi-Fi network can cast to your TV. This makes devices with Chromecast built-in great for 
sharing videos between friends! If you want to prevent people from casting to your TV, make 
your Home Wi-Fi network password protected and only give out the password to people you 
trust.”  Locking down access to your WiFi network would indeed do the trick in preventing 5

unwanted connections to a Google Cast device, but this option does not reflect the reality of 
many device owners. Many environments make use of shared WiFi networks for which a user 
cannot restrict access. A few salient examples include universities, apartment complexes, and 
office buildings. For a connected device to be used in these environments, there are seldom 
other options but to connect to a shared network, leaving Google Cast devices open for the 
taking. And, even when on a private home WiFi network, the security of your devices is only as 
strong as the security of your WiFi router, which is a whole separate discussion but suffice it to 
say that it’s probably not great. 
 
A quick check of the “Tufts_Guest” network at Tufts University one afternoon in November 
revealed twelve exposed Google Cast devices — some of the devices were even named 
“OWNER_NAME’s Speaker/TV”, allowing for targeted hijacking by someone with malicious 
intent. These devices are highly discoverable, highly connectable, and thus, highly 
exploitable. This vulnerability warrants greater attention by device owners, who have a need to 
protect themselves, and by Google, which has the responsibility of protecting its users. 
 

To the Community 
I was inspired to research this topic after being the bystander of a (relatively harmless) Google 
Cast device hijacking.  

3 "Here's to five years of Chromecast - Google Blog." 24 Jul. 2018, 
https://www.blog.google/products/chromecast/heres-five-years-chromecast/. Accessed 19 Nov. 2018. 
4 "Device Hijacking - Botman." 29 Mar. 2018, https://botman.ninja/device-hijacking/. Accessed 19 Nov. 
2018. 
5 "How do I prevent others from casting to my device ... - Google Support." 
https://support.google.com/chromecastbuiltin/answer/6123915?hl=en. Accessed 19 Nov. 2018. 
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I was enjoying a quiet, peaceful evening in my living room, home alone, when my roommate’s 
Google Home speaker spontaneously started emitting the upbeat sounds of a familiar tune. The 
song was none other than “Never Gonna Give You Up” by Rick Astley. A bit startled by the 
sudden onset of this unwelcome surprise, I resigned to sit through what must have been a stray 
reminder alarm or the action of a humorous ghost. That was, until about two excruciating 
minutes into the song when Google, or the ghost, enacted the device’s maximum volume and 
rousing within me the dual emotions of being thoroughly impressed by the volume capacity of 
the device and being thoroughly disturbed by the situation I found myself in. But, now that I 
could not just hear the vexatious song with my ears but feel it in my bones, the next step was 
clear. The plug was going to be pulled. 
 
Of course, there are no such things as ghosts (at least for the sake of this paper), and Rick 
Astley isn’t my roommate’s taste — he much prefers classical music. The device was hijacked 
by way of our shared WiFi network.  
 
How do the implications of this event extend outside of my living room? Well, your Google Cast 
device could be hijacked, or, even if you do not own one, you could be the unknowing bystander 
of a device hijacking. And, device hijackings are not always as harmless as a Rick Astley song 
(though I maintain one can cause lasting damage). Hijackers might well have much more 
malicious intent, and are freely able to cast much more harmful content to you and your family 
on your speakers and televisions.  
 
In light of a poor design decision underpinning this vulnerability, I believe any device engineer, 
or software engineer at that, should understand the security demands and implications of the 
product they are building. 
 

Security Best Practices 
In considering why Google Cast devices are inherently so easy to hijack, we can draw upon 
existing security practices in other connected devices which are not patently hijackable. 
 
One practice commonly used by Bluetooth devices is physical device pairing, which involves an 
initiation action (such as a button press) by the device owner to enter the pairing mode. Through 
this process, two devices essentially “agree” to communicate with each other by exchanging 
identification and establishing a connection. The resulting advantage is that third parties cannot 
initiate connections to the Bluetooth device unless it is in pairing mode, and even when it is, 
many devices have a secondary pairing verification involving numeric code generation or 
out-of-band communication to ensure the device owner has complete control over connections 6

. It would be appropriate to implement a similar model for Google Cast devices operating over 

6 "Understanding Bluetooth Security | Decipher - Duo Security." 9 Jan. 2018, 
https://duo.com/decipher/understanding-bluetooth-security. Accessed 26 Nov. 2018. 
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an Internet connection. A physical pairing process could be used to whitelist trusted devices on 
their first connection, while preventing unauthorized connections from untrusted devices. Once 
a device is paired with the Google Cast device, the same convenience of fast and easy 
connections for family and friends could be maintained, with the only sacrifice being the 
one-time extra step to register a device as trusted. 
 
Similarly, an alternative solution to physical device pairing would be allowing for password 
protection of devices. This would be similar to the process used by WiFi routers — a device 
trying to establish a connection for the first time would be required to enter a password, and the 
password would not need to be entered on subsequent connections. This approach would be 
appropriate since a device owner relying on a shared network would probably want to restrict 
connections to their device to a stricter subset of devices that are connected to their network. In 
turn, doing so would prevent hijacking of the device by people who have not been given the 
password. 
 
Perhaps one of the most basic security practices which could be provided by Google would be 
allowing device owners to control the discoverability of their device. Just as if a device is 
disconnected from power, it is not discoverable, there could be a togglable setting for whether 
an always-on device is discoverable on the network. Again, this enhancement would not detract 
from the intended functionality of open connectability in the appropriate circumstances, but 
would give owners the ability to prevent device hijacking when they do not wish for their device 
to be openly connectable. 
 
It goes without saying in the world of security that none of these solutions are foolproof. 
However, any one of them would surely improve upon the current connection process which 
allows an attacker to essentially walk right in and control a Google Cast device. 
 

Defenses 
One workaround currently in use is creating a virtual private network with third-party software, 
turning it into a hotspot, and connecting Google Cast devices to that hotspot. Then, in order to 
cast content from another device, that device would also have to be connected to the private 
network . This defense works by reducing the discoverability of the device by essentially hiding 7

it from the shared public network. However, this is not a reasonable or sustainable method for 
owners to secure their devices. Most owners likely lack the technical understanding of how 
virtual private networks work and how to set one up, and may be led into vulnerable or 
malware-ridden VPN services . Moreover, the very need for a workaround usually indicates a 8

7 "How To Prevent Chromecast From Being Hijacked On A Shared Network." 12 Jan. 2017, 
https://www.addictivetips.com/windows-tips/how-to-prevent-chromecast-from-being-hijacked-on-a-shared-
network/. Accessed 2 Dec. 2018. 
8 "Can VPNs Really Be Trusted? - Tripwire." 5 Jun. 2018, 
https://www.tripwire.com/state-of-security/security-data-protection/cyber-security/can-vpns-really-be-truste
d/. Accessed 2 Dec. 2018. 
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flawed design of the underlying technology, and it would be more effective to instead directly 
build the desired functionality (and in this case, security) into the product. 
 
Analyzing hijacking attack vectors can help identify specific areas where defenses can be 
designed into the protocol. The most simple attack vector is through the Google Chrome 
browser — by clicking on “Settings” and then “Cast”, all Google Cast devices on the network are 
presented and another click forms a connection. Similarly, the Google Home mobile app 
displays all Google Cast devices on the network available to connect to, and even shows the 
current content being played with playback and volume controls. While this emphasizes just 
how easy it is to hijack a device, it is not incredibly insightful into how the protocol is 
implemented. To gain such insight, one can analyze the source code of pychromecast , a 9

third-party library which enables third-party Cast connections.  
 
Discovery of devices in pychromecast is achieved through the start_discovery function , 10

which uses the Zeroconf service browser for multicast DNS (mDNS). This works by 
broadcasting for devices with a compatible service, in this case “_googlecast._tcp.local.”, and 
waiting to receive responses from devices .  11

 
While mDNS is a powerful protocol which enables many local networking applications, it is 
noted that if an mDNS service is exposed on the Internet, hackers can collect information which 
can be used to perform an attack . mDNS may be appropriate on closed networks with 12

low-impact devices, such as printers on an office network, but there is a significant degree of 
internal exposure on an open shared network akin to being externally exposed on the Internet. 
The present implication is that every Google Cast device on a network will respond to any 
computer on the network querying for Cast-enabled devices — hence, the undesirable level of 
discoverability of Google Cast devices. 
 
The other component to investigate is how the casting of content is achieved in pychromecast. 
This is done in the _send_start_play_media function , which essentially transmits a JSON 13

object containing a reference to the content to a device, and upon receipt the device 
automatically starts playing the content. This is the source of the undesirable level of 

9 "GitHub - balloob/pychromecast: Library for Python 3 to communicate ...." 
https://github.com/balloob/pychromecast. Accessed 2 Dec. 2018. 
10 "pychromecast/pychromecast at master · balloob/pychromecast · GitHub." 
https://github.com/balloob/pychromecast/blob/master/pychromecast/discovery.py#L73. Accessed 6 Dec. 
2018. 
11 "1. Introduction to Bonjour and Zeroconf - Zero ... - O'Reilly Media." 
https://www.oreilly.com/library/view/zero-configuration-networking/0596101007/ch01.html. Accessed 6 
Dec. 2018. 
12 "Guide to Multicast DNS (mDNS) security issues – KB.IWEB.COM." 3 Jul. 2018, 
https://kb.iweb.com/hc/en-us/articles/360005117952-Guide-to-Multicast-DNS-mDNS-security-issues. 
Accessed 6 Dec. 2018. 
13 "pychromecast/pychromecast at master · balloob/pychromecast · GitHub." 
https://github.com/balloob/pychromecast/blob/master/pychromecast/controllers/media.py#L482. Accessed 
6 Dec. 2018. 
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connectivity of Google Cast devices. The Google Cast API confirms this format of 
communication and the lack of any required authentication . 14

 
Having traced back the two vulnerabilities of discoverability and connectability to their enabling 
implementations, Google could use this knowledge to make modifications if they were interested 
in securing the Cast protocol. In the absence of such modifications however, Cast-enabled 
devices remain exploitable. 
  

Recommendations 
Google and other connected device manufacturers are urged to adopt standard security 
principles to discourage, if not prevent, device hijackings. The following recommendations are 
made: 
 

1. Design future generation devices with physical pairing capabilities. 
2. Build and issue an over-the-air firmware update which provides optional access and 

discoverability settings to device owners, with the default setting being hidden from 
discovery. 

3. Build and issue an over-the-air firmware update which provides optional device 
password protection to device owners. 

 
The adoption of any one of the above recommendations would effectively empower device 
owners to prevent hijacking of their device. 
 
Additionally, the following recommendations can be made to connected device consumers: 
 

1. Make device security a criterion of future connected device purchases. 
2. Advocate for actual security measures to be issued by the company you support with 

your purchases when an unofficial workaround is the only available defense against a 
security vulnerability. 

 
All reputable technology companies strive to design their products to conform to their 
understanding of user needs and requirements. Through exposing consumers to the 
implications of security vulnerabilities and cultivating a culture of demanding and expecting 
secure devices, great strides can be made in enacting development of more secure devices and 
protocols.  
 
  

14 "Media Playback Messages - Google ...." 13 Apr. 2017, 
https://developers.google.com/cast/docs/reference/messages. Accessed 6 Dec. 2018. 
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Supporting Material 
A proof-of-concept script which "hijacks" all Google Cast-enabled speakers and televisions on a 
network by playing Never Gonna Give You Up by Rick Astley is made available at 
https://github.com/mcmorscher/GoogleCastHijacker.  
 

Appendix 
 

 
 

Figure A: Sample of Google Cast devices openly accessible on the Tufts_Guest network 
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