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I.  Abstract 

The relationship between the United States and China has long been a tumultuous one. The 

simple fact of American hegemony, established following the second world war and a defining 

feature of the international system thereafter, combined with China’s growing economic and 

military power, creates the climate for a fraught dynamic . This phenomenon of a rising power 1

coming into conflict with the existing hegemon is known as the “Thucydides Trap” ,  and the 2

Sino-American relationship is but the latest instantiation of this recurring historical pattern. There 

is, however, a twist. In past confrontations between challengers and  incumbent powers, the victor 

was settled by conventional military conflict, but in an era where nuclear deterrence forms the 

cornerstone of international conflict theory, such a traditional resolution would be as catastrophic 

as it is unlikely. With the most straightforward avenue of dispute closed, America and China have 

been forced to utilize more unorthodox methods of vying for dominance, chief among these, 

cyberwar. 

This paper will examine first the history of cyber conflict between the United States and 

China, with an emphasis on its significance as a tool of hegemonic war. Second will be a discussion 

of the present state of the conflict, with particular emphasis on the ways in which America is losing 

it, and why. Thirdly will be a suggestion of possible American policies and defenses going forward. 

Last I will present a prediction on the future of Sino-American cyberwar, as well as a 

recommendation on how to change what lies ahead. 

 

1 Rudd, “U.S.-China Relations: At Lowest Point in Almost Half a Century.” 
2 Allison, “The Thucydides Trap” 
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II. Introduction 

For most of the last century the strength of a nation has been tied to its industrial output, 

i.e. how many ships, planes, and tanks a given nation is likely able to produce in a set amount of 

time. That connection, between industrial muscle and international clout, has been fraying in 

recent decades. While not wholly insignificant, manufacturing output as a proxy for international 

influence is no longer the indicator it once was. America’s industrial output trails that of China and 

the EU by almost 1 trillion dollars , yet it remains the dominant global power. America’s military 3

advantage isn’t based on its industrial strength, but instead upon technological superiority . This 4

shift in emphasis, from manufacturing primacy to technological prowess, is the underlying rationale 

behind cyberwar, a form of conflict uniquely suited to an era in which knowledge quite literally is 

power. Thusly, if America wishes to remain militarily dominant, it must also remain technologically 

dominant, something it cannot do without being able to protect the technology it laboriously 

creates from theft by enterprising Chinese hackers. As such, though the theft of information or the 

disruption of its production may at first seem fairly innocuous, it is in fact of paramount 

importance in the balance of power between the U.S. and China. 

Serious Sino-American cyberconflict dates back to around 2010, when China is alleged to 

have targeted leading American technological and industrial corporations in a cyberattack that 

stole high value intellectual property . Since then, the United States and China have traded near 5

constant accusations of cyber-espionage with major incidents occurring with ever increasing 

3 West, “Global Manufacturing Scorecard: How the US Compares to 18 Other Nations”  
4 Kakaes, “The Limits of Chinese Military Power” 
5 Cha, “Google China Cyberattack Part of Vast Espionage Campaign, Experts Say.”  
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frequency over the last nine years . Chinese cyberwar appears to primarily target intellectual 6

property theft, especially in key industries where China lags behind the US ; examples include 7

allegations of a 12 year industrial espionage campaign, theft of intellectual property from aerospace 

defense contractors, and a sustained infiltration of U.S. hosting site GitHub, among many others . 8

China’s sustained campaign of cyberwar represents not just an avenue of expressing its displeasure, 

but the linchpin of its strategy for attaining geopolitical superiority. 

 

III. To the Community 

The U.S. and China are two of the most powerful countries the world has ever seen, and 

have been gearing up for conflict with each other for some time. China’s efforts to undermine 

American hegemony and technological superiority through cyberespionage make war between these 

two countries not only more likely, but also more devastating should it occur. America’s role as the 

international security guarantor of last resort is underpinned by its complementary role as the 

globe’s technological leader, so by attacking the latter China damages the former, destabilizing the 

entire international system as we know it. 

 

IV. The Conflict at Present 

1. China’s Assault 

In 1999 two Chinese colonels published a book on geopolitics and military strategy, 

Unrestricted Warfare centered on how China could defeat a technologically superior opponent like 

6 Taylor, “CSIS Significant Cyber Incidents Since 2006.”  
7  Cha, “Google China Cyberattack Part of Vast Espionage Campaign, Experts Say.”  
8 Sanger,  “U.S. Accuses Chinese Nationals of Infiltrating Corporate and Government Technology.” 
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the United States, and advocated pursuing a policy of total war, attacking and undermining 

America on several fronts simultaneously, including digitally . This is one of the earliest mentions 9

made by Chinese officials of pursuing an aggressive cyber policy, and laid the groundwork for its 

eventual role as a cornerstone of modern Chinese foreign policy. In more recent years Chinese 

cyberespionage has been labelled as “the single greatest risk to the security of American 

technologies” , and has taken on an increasingly large role within Chinese broader strategy . Even 10 11

as its relationship with America has soured, in no small part due to cyber conflict, China has 

continued to increase the scope and frequency of its attacks in recent years .  Chinese duplicity on 12

this issue, i.e. its stated strategic emphasis on information warfare, and its contradictory policy of 

denying involvement in any actual cyber attacks, has further contributed to an increasingly hostile 

Sino-American relationship.  

2. America’s Response 

America has not been idle in the face of Chinese cyber aggression, but neither has it 

managed to stem the tide of attacks. The difficulty the US  has traditionally had in effectively 

responding to cyber attacks from China is two-fold: The first and foremost problem is an infamous 

one in cyber security, that of attribution. If the United States cannot definitively show not only that 

an attack originated in China, but also that the Chinese government was in some way culpable 

(something it has rarely been able to do), then it has no justification to respond in kind. Moreover, 

China knows this full well and has become particularly adept at obfuscating its involvement in any 

cyber attack, likely with the deliberate purpose of denying the U.S. government standing to 

9 Liang and Xiangsui, “Unrestricted Warfare” 
10 Claburn, “China Cyber Espionage Threatens U.S., Report Says” 
11 Fravel, “China's New Military Strategy: ‘Winning Informationized Local Wars’”  
12 US DHS, “INCIDENT REPORT” 
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respond. Such attribution issues are an ongoing problem for all countries trying to promote cyber 

deterrence, for in international relations, much as in criminal theory, an actor cannot be deterred 

from taking an action they do not think can be ascribed to them ; consequently even if China 13

believes the American reprisal for cyber attack to be very damaging it will not care as long as it does 

not think America will be able to blame the Chinese government for the attack. The second 

problem in formulating an American response is that of proportionality. This is a principle in 

international relations that dictates that a country’s retaliation for a given transgression must be 

proportional to the offending act , i.e. that it is inappropriate to react to a data theft with a missile 14

strike. China therefore knows with some level of confidence that its hacks are unlikely to merit 

serious consequences even if they are attributed to it. Such asymmetry is the fundamental inhibition 

to America’s cyber defenses, as it can neither deter China from attacking it, nor can it respond 

meaningfully when it is attacked. This begs the question: what defense is then possible? 

 

V. Defenses 

America desperately needs a way to defend itself in cyberspace, or it risks being 

overwhelmed. With China steadily increasing the frequency and sophistication of its attacks on 

American networks, and with the consequences for America’s failed defense mounting, it is time to 

turn to new ideas for safeguarding our digital security. First and foremost, the U.S. must abandon 

the idea of awaiting attribution. Cyber attacks happen with incredible speed, and waiting to know 

with certainty who the culprit is shackles America in its options. Second, America must not only 

adopt, but also enforce, the principle of disproportionate response. As long as China believes that 

13 The Editors of Encyclopaedia Britannica. “Deterrence.” 
14 Gail Gardam, “Proportionality and Force in International Law.” 
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the worst it will receive in response to a cyber attack is sanctions or a counter-hack, it will keep 

doing so. Israel demonstrated the effectiveness of disproportionate response over the summer, 

responding to an intrusion by Hamas hackers with a missile strike on the building of the IP address 

responsible . If America wants to establish credible cyber deterrence, then one way to do so is to 15

make sure the next group of Chinese affiliated hackers to a target a DoD network don’t live to tell 

about it. Last, but certainly not least, the United States needs to start playing offense. The strategic 

paradigm of cyberspace overwhelmingly favors the attacker , so staying on the defensive simply 16

isn’t sustainable. Excellent offensive targets include China’s top AI and supercomputing companies, 

its firewall censoring outside information, and its intelligence associated companies abroad. The 

potential defenses outlined above may seem extreme, and in some ways they are, but the cost of 

continued complacency promises to be far higher.  

 

VI. Conclusion 

From AI to quantum computing, it is becoming increasingly clear that the wars of the 

future will be decided as much in the digital world as in the physical one. In the last two decades, 

America has faced an intense cyber assault from its main great power rival, China. Its responses 

have been largely ineffectual, and have led to ever greater chinese aggression in cyberspace. If 

America intends to win the fight for global hegemony it will first have to win the fight for 

supremacy in cyberspace; to do so it must look to new, far more aggressive options, or risk 

disastrous defeat. 

15 Newman, “What Israel's Strike on Hamas Hackers Means For Cyberwar.” 
16 Lieberthal , Kenneth. “Cybersecurity and U.S.-China Relations.” 
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