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Starting from Stuxnet: The Development of the US-Iranian Cyberwar 
 

 
Iran and the United States have been engaged in a cyberwar beginning with the release of 

Stuxnet in 2010, a worm written by the United States and Israel targeting the Natanz nuclear plant in 

Iran. Attacks on the Iranian side have been led mainly by APT33, a prominent Iranian cyber fighter 

group going by a multitude of aliases, while the United States’ strikes have acted as retaliations against 

Iranian aggression as a means of committing damage without human casualty. The attacks by APT33 

have been propelled mainly by password spraying and spear phishing, which have allowed them to infect 

target systems with malware such as SHAPESHIFT and backdoors like TURNEDUP. As tension 

continues to escalate between the United States and Iran, there has been a drastic increase in such spear 

phishing and password spraying attacks by Iran, indicating that the groundwork for another Shamoon 

level attack is being formed. Analysis of this conflict allows for greater understanding of warfare in the 

digital era, and the cyber tactics employed by both sides whether they be classic or novel Black Hat 

methods. 

 

Tension between the United States and Iran has manifested itself countless times in the forms of 

orchestration of coups ("US-Iran Relations: A Brief History"), hostage situations, and the shooting 

down of planes and drones. However, the recent strained relationship between Iran and the United 



States has yet to form into a full-scale declaration of war, or at least one that is guided by the traditional 

rules of engagement. Under the surface, a cyberwar has been thriving since it was first waged in 2010 

upon the release of Stuxnet (Zetter). The first of its kind, the unraveling and formation of this conflict 

lays the foundation for how cyberwarfare is enacted. Unbeknownst to most and unclear to many, there 

are few restrictions to the retailiations of the two forces, and the attacks evolve at a rate faster than any 

wartime tactics and line of defenses. This paper will delve into the technical and political repercussions 

of the US-Iranian cyberwar, including an analysis of Stuxnet (the first digital weapon that informally 

declared war), other cyber tactics used, and what it means for the future of wartime politics. 

 

Analysis of this conflict is crucial to the general cybersecurity and political communities for two 

reasons: first and foremost, this conflict is establishing the foundation for a new form of warfare. The 

consequences of such cyberattacks do not manifest themselves in the standard tangible forms of most 

traditional war time offenses, nor is attribution entirely possible. This has led to two results; the conflict 

is largely unbeknownst to the general public and there are zero guidelines for rules of engagement. Thus, 

the tactics and attacks used by the United States and Iran are limited moreso to the technical capabilities 

of each respective force, and less to the military budgets of each which has traditionally been the 

predictor of the ‘winner’ of the war. Secondly, the concentration of resources into the offenses and 

defenses results in the side effect of progress in the field. Development of new malware and attacks will 

eventually find their way to the greater community (as seen in the ease of spread that Stuxnet thrived 

on), which provides new material and concepts for use and adaptation by Black Hat hackers. Equally so, 

the line of defense against such cyber attacks will attempt to linearly or exponentially scale. This provides 

an environment for innovation in proactive security, which becomes more necessary as the creativity of 



the attacks grow. Consequently, the success of the war efforts are contingent on quality, rather than 

quantity. 

 

Beginning in January of 2010, the nuclear plant located in Natanz, Iran began to experience 

unprecedented failure of centrifuges responsible for the enrichment of uranium gas as the centrifuges 

would spin too quickly, resulting in self destruction. As centrifuge failure occurred, the source of the 

issue was finally discovered by security specialists in Belarus; malware that targeted supervisory control 

and data acquisition (SCADA) systems that were manufactured by Siemens (specifically, Siemens Step7 

software). The malware was able to gain control of the machinery, allowing for control of the industrial 

program logic controllers. Despite the antiquity of the attack, Stuxnet was the unofficial declaration of 

cyberwar between the US and Iran, a conflict that has not slowed since. 

After the launch of Stuxnet, Iranian forces began their own attacks, starting with ‘Operation 

Ahabil’ led by members of Izz Ad-Din Al Qassam (also known as the Qassam Cyber Fighters) that 

targeted various American banks through use of distributed denial of service (DDoS) attacks. These 

attacks were standard DDoS attacks with the extra exploitation of flooding the banks websites with 

encryption requests (Perlroth, and Hardy). 

Despite the continuing issue of attribution, the main perpetrator on the Iranian side is a group 

known as APT33 (also known as Refined Kitten, Elfin, Holmium, Magnallium) that has been active 

since 2013. The focus of APT33 resides mainly in the aviation and energy sectors ("APT33, Elfin") with 

spear phishing attacks targeting employees in the aviation sector in 2016. The spear phishing was 

conducted via links to malicious HTML application files (.hta) (O'Leary et al.) that allowed for the 

downloading of an APT33 backdoor. Such spear phishing attacks again appeared in June of 2019, 



targeting US national labs and the Department of Energy (Greenberg). Additionally, APT33 has 

continued to use password-spraying techniques throughout all of 2019, targeting manufacturers, 

suppliers, and maintainers of industrial control systems as reported by Microsoft (Greenberg). In 

October of 2019, the Microsoft Threat Intelligence Center (MSTIC) reported attempts to access and 

attack around 241 email accounts associated with the U.S. presidential campaign, government officials, 

journalists, and Iranian citizens living outside of Iran (Burt). Although the attacks were attributed to an 

unknown group (dubbed ‘Phosphorus’ by Microsoft) originating from Iran, APT33 has been 

considered the likeliest actor. 

Despite the seemingly low scale attacks, Iranian cyber forces have been responsible for the 

installation of malware and backdoors, including the infamous Shamoon worm that resulted in 

thousands of computers having their master boot record and data wiped. Shamoon was originally 

launched in 2016, via means of spear phishing emails that included a document with a malicious macro 

that when executed, allowed for access and control through a remote PowerShell (Albano, and Kessem). 

Although APT33 has not been directly tied to Shamoon, APT33 has employed the use of DROPSHOT 

(a dropper) that is linked to SHAPESHIFT (also referred to as StoneDrill), malware capable of wiping 

disks and deleting large volumes of files, which resembles closely the most recent versions of Shamoon. 

However, DROPSHOT is well above Shamoon in sophistication as it uses external scripts for self 

deletion and memory injection for the deployment (O'Leary et al.). DROPSHOT has also been used for 

the installation of TURNEDUP, a backdoor that was used for an array of attacks that were largely 

prominent in 2017.  

As such, the increase in password spraying and spear phishing attempts in October and 

November of 2019 indicate that the groundwork for a larger scale attack, most likely targeting industrial 



control systems in power grids and manufacturing facilities, is possible.  Such attacks would serve the 

purpose of retaliation for the withdrawal of the 2015 nuclear deal by the Trump administration, and 

blame that was placed on the Iranian government for the drone strikes on one of the largest oil 

processing facilities in September of 2019. After the attack in September, the United States launched a 

cyber strike on Iran, a strike that supposedly affected physical hardware (Ali, and Stewart) and 

demonstrates the United States’ willingness to engage in such a cyberwar when physical attacks would 

prove to be too risky, choosing to engage in damages without human casualty. As such attacks become 

more commonplace as the tension between the United States and Iran increases, the analysis and 

consideration of various defenses is crucial. 

 

As the threat of another Shamoon level attack looms from Iranian forces, analysis of the first 

deployment of Shamoon provides insight into possible defensive measures that may be enacted by the 

United States. Foremost, password spraying efforts can be mitigated with stronger passwords, 

requirements that could be enforced by Microsoft and the IT departments of the various US national 

labs, manufacturing facilities, and aerospace/energy sector companies. DROPSHOT’s deployment was 

also contingent on the success of spear phishing that allowed for the downloading of documents with a 

malicious macro. In APT33’s earliest attacks employing distributed denial of service (DDoS) methods, 

rate limiting and locating data centers on different networks may have mitigated the effects of such 

attacks ("What Is A DDOS Attack & How To Protect Your Site Against One") . Overall, educating 

workers at targeted organizations (and the general public) on not downloading files from unknown 

sources (preventing against spear phishing) and the importance of complex passwords would have easily 



stopped such attacks as in Stuxnet, Shamoon, DROPSHOT/SHAPESHIFT, where the weakest link in 

the attack was human error. 

 

 

The cyber conflict between the United States and Iran has shown the possibility that war may be 

waged in the digital space with consequences manifesting in physical damage to systems and 

infrastructures. The tactics used by each side are well worn, and showcase the power of exploitation of 

common vulnerabilities and weaknesses. Common attack methods have continued to evolve into more 

sophisticated strikes including SHAPESHIFT malware and the TURNEDUP backdoor as the conflict 

draws on. Such a conflict presents a case study of what warfare may look like in the future, the limits of 

cyber attacks damage in the physical world, the dangers of human error, and the consequences of a lack 

of ubiquitous cybersecurity education. Such warfare provides the opportunity for all actors, regardless of 

military size or budget, to engage in damage to the computational and infrastructural resources of the 

enemy, placing the opportunity for winning the conflict more so upon the creativity that has allowed 

the Black Hat community to thrive than budget or military size.  
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