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Introduction 
The idea of electronic voting has become wildly popular in the past few years—as a concept to 
reach towards, as a solution to increasing voter turnout, as a security expert’s nightmare to 
contend with. Several different systems have been proposed, aiming to both improve the 
accessibility of voting while simultaneously maintaining a secure system resistant to tampering. 
This includes a number of systems that make high-flying promises about security by using 
blockchain. In this paper, I will be examining Helios, an early system for auditable electronic 
elections; I will then examine realistic improvements to the Helios system that can be made 
using blockchain. Finally, I will be delving into Voatz, a smartphone-based voting system which 
promises strong security due to its blockchain-based application, as well as the security risks that 
this application entails.  
 
To The Community 
In 2017, Voatz was made the official voting system for all Tufts Community Union Senate 
elections; the system was widely praised by student senators, and gained a positive review in an 
editorial in the Tufts Daily. Voatz is also currently being demoed in larger American political 
elections around the country, including the 2018 midterm elections in West Virginia. It’s 
necessary to examine whether this system appropriately meets the security and ease-of-use needs 
of both Tufts students, and the larger American population.  
 
Helios Background Information 
In 2008, Ben Adida developed Helios, a web-based voting system that paved the way for future 
e-voting applications. While previous voting systems for the web had been proposed, Helios was 
the first web-based, open-audit voting system, putting into place an auditing system which 
allowed users to both verify that their vote was correctly captured, and that all the votes that were 
captured in an election were properly tallied, by way of a public bulletin board. Designed to be 
used in low-coercion, small-scale elections, Helios didn’t solely set out to make voting more 
accessible—the main goal of many electronic voting systems. It aimed to create a more 
transparent voting process overall: unlike paper ballots or other e-voting systems, any corruption 
present in Helios’ voting system would be obviously visible to voters, generating more user trust 
to the whole voting process (Adidas).  
 
Helios seeks to demonstrate an election’s integrity (or lack thereof) throughout the entire voting 
process. A user taking part in a Helios election prepares their ballot, which is then encrypted, and 
then has the option to either audit the ballot or to seal it. Auditing the ballot allows Helios to 
“prove” that the hash of the ciphertext of the ballot is valid; the user is then directed to generate a 
new encryption for the ballot. After auditing as many ballots as they would like, the voter then 
seals their vote and submits it to the system. Helios posts the name of the user with their 
encrypted ballot to the public bulletin board. When the election is over, all the encrypted ballots 
on the bulletin board are shuffled, the ballots are decrypted, and votes are tabulated (Adidas 336-
338).  



 
Figure 1: A summary of the Helios voting scheme 

 
 
There are several strengths to the Helios system which sets it in a class of its own, namely its 
simplicity which allows for a greater public auditability—the idea that a greater number of 
people can audit the election. Helios separates ballot preparation from ballot casting, which 
allows anyone (including users who aren’t eligible to cast a vote) to verify that the ballot is 
encrypting a voter’s choices accurately (Adidas 336). And in low-stakes elections, this 
auditability has already been shown to increase public trust in the accuracy of elections. In a 
2009 election in Belgium’s Université Catholique de Louvain, the university population held an 
election to elect the next university president in a setting with existing high levels of mistrust 
towards the university’s administration. Though the election came close to a tie, the data 
collected by Helios produced evidence for a new election to be held, and all participants 
surveyed appeared to be satisfied with the security of the election, bolstered by a third-party 
audit (Morell).  
 
This success arose because Helios was designed precisely for these kinds of elections—ones 
relatively safe from outside tampering, where coercion and voter intimidation are unlikely to be 
issues. One of the main drawbacks of the system is that it is an online-only system which comes 
with an “inherent coercibility” (Adida 344). In order to highlight this weakness, Adida placed a 
“Coerce Me” button in the web application, which a voter can use to send all the information 
regarding their sealed ballot to another party. As a result, Helios is unsuitable for high-stakes 
government elections where vote purchasing and intimidation becomes an issue; voter privacy, 



such that no one can identify how a party voted, is an essential component of government 
elections.  
 
Helios is also unsuitable for larger applications because of risks regarding denial of service 
attacks and data tampering. Current deployments of the voting system rely on a “centralized 
database service,” which acts as a weak point for an attacker (Perez 1114). If this service is ever 
goes down via an outage or an attack, it takes down all the election data with it—votes can no 
longer be cast or be audited (Perez 1113).  
 
Proposed Improvements to the Helios System  
To combat these weaknesses, Johns Hopkins researchers Anthony Perez and Ebrima Ceesay 
proposed an adapted version of Helios, revising its public bulletin board properties in lieu of a 
decentralized data storage method for storing the encrypted votes (their proposed method utilizes 
the InterPlanetary File System), and an Ethereum blockchain with smart contract capabilities 
which keeps track of the IPFS addresses of encrypted votes. The goal of this system is to 
specifically combat the single point of weakness present in a Helios voting scheme by using a 
distributed storage system.  
 
In the revised Helios system, after a voter submits their encrypted vote to the voting system, the 
voting booth stores the vote in IPFS, before receiving the address of the file used to locate it 
later. While the voter’s registration is verified by the server, this address is stored in the client’s 
HTML5 session storage. The voter is then redirected to a page confirming that their vote was 
cast, and a transaction is initiated with the Ethereum smart contract, which ultimately pulls the 
address from the browser’s session storage, and then publishes the vote’s IPFS address to the 
blockchain.  
 

 
The strongest arguments for Ceesay and Perez’s 
additions are regarding how they mitigate the 
possibility of data tampering or denial of service 
attacks. Especially notable is how the improved 
Helios method would seem to improve the 
auditability of the election and voter confidence: 
IPFS and the blockchain presentation of addresses 
would ensure that all encrypted votes in the 
election would be publicly visible, including to 
those outside the election. But with these strengths, 
the system sacrifices its accessibility, one of the 
main draws of electronic voting in the first place. 
Using blockchain and IPFS in this system assumes 
a certain base of technical knowledge: voters are 
required to provide an Ethereum wallet address in 
their registration, the address that they intend to 

Figure 2: Voting scheme for a blockchain-based version 
of Helios (Perez 1113). 



cast their vote from.1 This is largely impractical for most populations of users at the moment. 
The system is also financially infeasible for a public election—the proposal in the paper requires 
voters to pay to cast their vote, as storing data on the blockchain is “indirectly tied” to the current 
price of ether (a price that fluctuates). Automatically, this excludes certain demographics from 
voting in an election (Perez 1113).  
 
Possibly, concerns of the high cost of the blockchain and IPFS system could be mitigated by 
using a private blockchain—by placing restrictions on participation within the network and only 
using trusted nodes, a private blockchain can run much faster without being burdened by costly 
proof-of-work or proof-of-stake calculations. However, it’s debatable whether this undermines 
the point of using a blockchain in the first place. Making a blockchain private automatically 
centralizes it, losing all the advantages of a public network which must verifies inputs. Trust in 
some third-party is required, which goes against the promises that blockchain makes for security 
in the first place (Joudrey).   
 
Voatz 
On first glance, the company Voatz proposes an improvement to a system alike to Perez and 
Ceesay’s: an auditable blockchain-based voting scheme, without any of the accessibility or price 
issues that such schemes usually face. Voatz is a for-profit company founded in 2014, promising 
to make elections more accessible and more auditable. Since then, it’s been used in multiple 
pilots around the country, including one at Tufts. Voatz made national news with its West 
Virginia pilot, allowing service members from 24 counties in West Virginia to vote from 
overseas in the 2018 midterm elections (Gaurier).  
 
The West Virginia pilot is worth a close examination, since it’s the first time that people have 
voted by phone in a major United States election. The pilot used an approach similar to the Perez 
and Ceesay solution in their pilots. While registering for a Federal Post Card Application (an 
application which allows citizens to vote absentee), voters who elected to receive their ballots by 
email or online were invited to join the mobile voting pilot. Prior to the election, voters 
downloaded the Voatz app, and authenticated themselves by using their smartphone camera to 
scan both sides of their driver’s license or state ID; the app then directed the voter to take a video 
selfie (in which they moved their head slightly or blinked) to verify that they were the same 
person as their ID, employing facial recognition software to validate this process. Finally, the 
voter used either their face or their fingerprint as a way to validate that they were the owner of 
the device (Moore 3).  
 
Once the election began, voters filled out the ballot delivered within the app, supplied either their 
face or their thumbprint to validate their identity, then submitted their ballot. From there, a 
“unique anonymous voter ID” was generated, the vote joined with the voter’s ID was added to 
Voatz’s private blockchain, and two anonymous ballot receipts with the ballot and the voter ID 
were sent: one to the voter, and one to the Secretary of State’s office. After the election closed, in 
each county two clerks inserted thumb drives into the Voatz administrative portal laptop; once 
these thumb drives were verified, the votes on the blockchain were assembled into PDF files, 

 
1 This association of voter and private keys of a wallet address is problematic for another reason: these private keys 
can be stolen to forge votes, or they can simply be lost by voters.  



which were printed on a ballot printer. Finally, the votes were tabulated by scanning the paper 
ballot into the precinct tabulator of the system (Moore 4). 
  

 
Figure 3: Diagram of the Helios Voting Scheme 

 
It’s important to note that there were several highlights of the West Virginia pilot, bringing 
multiple improvements to the current system. Voatz was already more secure than the current 
voting methods for overseas service members: at the moment, voters often submit their votes via 
email (Loizos). Voatz mitigated potential coercion by allowing users to anonymously spoil their 
ballot and recast their vote by using the voter ID which was generated: after a spoil request was 
sent, the ballot reopened on their smartphone app, and only the last submitted vote on the 
blockchain was counted (Moore 3). Additionally, outside of the security community, this and 
subsequent pilots were seen as great successes: West Virginia state officials were quoted as 
enthusiastic about the pilot, having full trust in the system’s security (Dreyfuss).  
 
Yet there were numerous vulnerabilities in the system Voatz set out for its pilot. Its usage of 
facial recognition software had many security experts worried: such software to link a voter to 
their ID photo has been shown to be easily duped by showing it pictures or videos that are 
publicly available online.2 Facial recognition software is also flawed, often exhibiting racial 
biases which could make it inaccessible to minority populations of voters (Dreyfuss). 
Additionally, though Voatz implies that using blockchain is enough to make it impossible to 
tamper with voting data, it doesn’t address the possibility of manipulating data before it is stored 

 
2 This assumes that finding a video selfie on the internet of the voter already exists, but a recent development at the 
Samsung AI Center in Moscow showed that researchers could use a neural network to develop photo-realistic videos 
of people’s faces from a dataset of a few still photographs—potentially making it that much easier to fake a voter’s 
identity (Cole).  



in the blockchain. For example, this could take the form of malware on a user’s phone adjusting 
voting data prior to its being submitted to the blockchain (Dreyfuss).  
 
Of course, these flaws are only exacerbated by the company’s insistence on NDAs and privacy, 
leading some to call it the “Theranos of voting” (Grauer). Since the pilot, Voatz has been 
notoriously opaque about the specifics of their system: after the pilot, they released an eight-page 
white paper that gave a larger overview of the system, but few details.3 And though Voatz did 
hire four independent security experts to audit the system, it refused to name any of the auditors 
or to release a redacted report of their findings. The company was unable to give more 
information without sharing any proprietary information of the system, said the CEO Nimit 
Sawhney (Grauer). 
 
A flawed component of this privacy also involves the private blockchain which Voatz uses to 
store vote information, one of the few specifics of the system that has been published. This is one 
way in which Voatz is able to get around the high costs associated with storing data on a 
blockchain (as well as avoid storing the contents of each vote in a separate system such as IPFS). 
But, as seen before, using a private blockchain introduces new risks into the voting process: 
those who are responsible for maintaining the nodes of the blockchain can agree to tamper with 
the data or deny service to the data itself. The entire appeal of the blockchain is supposed to be 
that enhanced security makes it so that no trust in some third party is needed—yet with the 
private blockchain that Voatz employs, full trust is needed in government officials and in Voatz 
itself.  
 
In theory, a strong auditing system, one in which voters could confirm their vote choices in the 
system, might lessen these concerns. But Voatz’s auditing process leaves much to be desired: the 
paper trail that is generated by the system only exists after the votes have been recorded--thus, 
the tabulation of the recorded votes can be audited, but the recording of the votes themselves 
can’t be. Voatz points to the anonymous email receipts that are sent after each vote is cast, where 
receipts that confirm a voter’s choices with their anonymous ID number are emailed to both the 
voter and the county. With the receipt, a voter can check that their choices are correctly 
represented in the receipt. But this does nothing to prove that a user’s vote in the blockchain 
itself is there as intended—what happens if the data written to the blockchain is different from 
what is written in the email system, or if an email gets lost in transit to the user? Ideally, Voatz 
would allow users to check the blockchain itself to see that their vote is stored as intended, but 
this is not a current feature of the system (Grauer).   
 
Usage in Tufts Elections 
Voatz is the official platform of elections run through the Tufts Community Union Senate. The 
switch was made in 2017, in an attempt to make the voting process easier for students to take 
part in (Tufts Daily). This seems to be an ideal usage of the platform: Tufts evokes the model 
that the Helios system was designed for in the first place, elections which need secure voting 
platforms but are low-stakes and have a low chance for coercion to take place. It’s an effective 

 
3 In lieu of naming specifics or who the actual auditors of the system were, Voatz instead included a section at the 
end titled “Fun Facts for Election Geeks” which contained data about the demographics of its users in the West 
Virginia Pilot   



solution for the school’s elections, and has had a positive effect on the student body, dramatically 
increasing student voter turnout compared to years prior.  
However, it must be made clear that Tufts’ usage of the platform is not an implicit endorsement 
of Voatz for elections on a larger scale. There are several references online to Tufts as a 
successful pilot of Voatz, one which increased voter turnout without any drawbacks; yet this 
could only be the case because of the specific context in which Voatz was used.  
 
Takeaways, Recommendations, and Conclusions 
 
With any electronic voting system, it’s important to consider the larger picture of the system, and 
not solely the system’s breakability. If one takes the view that the election system in the United 
States is already broken, then the security risks of Voatz may appear less threatening. Little more 
than half of eligible American voters turn out for any given election, a number that trails other 
industrialized nations; at the same time, 33% of voters say that they would be more likely to vote 
if they could do so from an internet-connected device such as a smartphone (Dreyfuss). For 
many, Voatz brings a solution direly needed by the population, and its options should be 
weighed. For example, if that Voatz’s vulnerabilities only enable small-scale vote tampering, 
while bringing about a large swell in voter turnout, the balance of these two consequences should 
at least be weighed. It’s as much a security conversation as it is a political one.  
 
The issue currently is Voatz’s lack of transparency around these vulnerabilities, and so it’s 
difficult to even start this conversation; the company is burdened under the weight of its NDA’s 
and its refusals to expose the workings of their system to a public audit. The Theranos 
comparison is rightly earned in some respects: “VOATZ claims to have done something that is 
not doable with current technology, but WON'T TELL US HOW,” writes David Dill, the 
founder of Verified Voting [emphasis his] (Dreyfuss). There’s a vast number of known security 
issues that voting systems are known to contend with, and these issues must be addressed before 
moving to be implemented in elections on a larger scale. The company claims that three third-
party security companies have penetration tested and audited the system, but without any of 
these results made public (even a redacted version of these results), it loses the opportunity to be 
built on further by additional security experts.  
 
Ultimately, Voatz needs to move away from its security-by-obscurity philosophy, the idea that 
the system can remain secure by depending on the secrecy of the way the system is constructed.  
It can do so by releasing more information about its system, and allowing a wider number of 
hackers to take part in the process. Voatz would “ideally” be holding a public testing period for 
the application in order to best proof it, such as the Voting Village annually held at DEF CON.  
Without these attempts at precautions, there are tremendous consequences for the next election 
that Voatz is used in, ones that can’t be fully realized yet without full knowledge of the system. 
Without it, we’re in the dark about whether blockchain voting is actually ready for major 
elections.   
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