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Abstract: 

Cloud services such as AWS, Azure, and Google Cloud are becoming more commonplace. 
Common users and small businesses are expanding away from SaaS applications, towards utilizing cloud 
technology to build websites, store information, globalize their business, and even renting out compute 
capacity just for personal use. While the cloud offers a new dimension of flexibility for users, it also gives 
rise to a new landscape of cybersecurity.  
 Cloud is not a magically hyper-secure solution to all a company’s problems, as so many 
enterprises seem to believe. In fact, the rising prominence of cloud makes it a target for attackers. In 
addition to native architecture implementations such as multi-tenancy and the increased likelihood of 
human error from operating in a relatively new environment, it is easy for common users, and 
occasionally enterprise businesses, to leave themselves prone to attacks. 

Despite the extra layers of physical security cloud providers offer, cloud compute infrastructure is 
vulnerable in ways analogous to how traditional computers and networks are vulnerable. Yet similarly, 
you can defend against attackers in ways analogous to traditional cybersecurity best practices. This paper 
will take the Amazon Web Services (AWS) Cloud as an example, and use it to highlight the causes 
behind potential vulnerabilities in the cloud and the easiest ways to defend against them using user 
management tools (IAM policies), private cloud network configurations (VPC configurations), and how 
to effectively apply common best practices such as granting least privilege and two factor authentication. 

 
 
 
 
 
 
 
 
 
 
 

 
  



 

 
1. Intro 

a. Growing prominence of the cloud 
 

2. Exiting security infrastructure assumptions 
a. Why this paper is relevant to your interests 
b. Shared responsibility model and AWS Security Advantages 

 
3. Access Security 

a. IAM Security Overview 
b. Best Practices 
c. IAM Governance Vulnerabilities  
d. IAM and Snapshot vulnerabilities 

 
4. Network Security 

a. General Best Practices 
 

5. Conclusion 
a. Necessary considerations and takeaways 

 
 
 
 
 
 
` 
 
 
 
 
 

  



 

The Cloud in a Nutshell 

Growing Prominence of the Cloud 
With estimated double digit growth through 2019, the worldwide cloud market is only expanding. Cloud 
service providers essentially allow anyone from individual users to massive enterprises to rent out 
computing power on demand, and have said computing power be billed by the hour. It grants a significant 
amount of flexibility to enterprises as it essentially allows hardware to be provisioned or decommissioned 
through code, and similarly, removes the high bar of entry for high-demand computer projects for regular 
hobbyists or researchers. For casual users and small businesses, expanding to the cloud is likely a smart 
business decision if one is not in the cloud already.  
 
Even just out of the box, cloud services provide a reliable way for users to expand their reach worldwide 
via CDN services, scale compute power based on amount of requests, and better secure a businesses data 
with IAM and end-to-end encryption. 
 
There, however, is a very fine line in the last point. For many businesses, security in the cloud is a 
toss-over-the-shoulder kind of issue. After all, most cloud service providers market their products as 
having a high standard for security. Take AWS’s security blurb, for example: 
 

“AWS utilizes an end-to-end approach to secure and harden our infrastructure, including physical, 
operational, and software measures1.”  

 
This is usually where most small businesses or indie developers stop reading. In their minds, there’s no 
point in reading further- they’ve got apps to develop and websites to run. This is where they get 
themselves into trouble. For AWS and most cloud providers, security is not a simple “set it and forget it” 
issue. While AWS does take the security of their customers seriously, the customer shares that 
responsibility for security with AWS. Failure to do due diligence for one's own cloud architecture can 
lead a business right back to the CWEs it tried from escape from by going to the cloud.  
 
So to the individual user, the hobbyist, or the small business, this paper will take AWS as an example and 
outline the basic security measures one should take in order to protect their data in the cloud, and take full 
advantage of the security features that providers such as AWS offers. 

  



 

Existing Security Infrastructure Assumptions 

Relevance of Basic Cloud Security 
Many cloud providers base their services off a Shared Responsibility Model for security, and AWS is no 
different. AWS separates security into two segments: security of the cloud, and security in the cloud, with 
AWS being responsible for the former, and the customer responsible for the latter. AWS protects the 
infrastructure and the hardware that runs all the services offered in their cloud suite, specifically the 
“hardware, software, networking, and facilities” that run underneath all their services7. The customer is 
responsible for the management of the services that AWS provides, such as the security and network 
configurations of an EC2 instance. Customers that deploy any IaaS infrastructure, for example, are “ 
responsible for the management of the guest operating system, any application software or utilities 
installed by the customer on the instances, and the configuration of the AWS-provided firewall on each 
instance”7. For all non-IaaS instances, customers are still responsible for managing their data encryption 
and their IAM access permissions.  
 
Essentially, AWS (or any other cloud provider) is responsible for building the door. The customer is 
responsible for making sure the door is locked and that nobody leaves the keys in the keyhole.  
 

Advantages of the Cloud and the Shared Responsibility Model 
This model provides advantages to the customer when managing IT infrastructure, completely abstracting 
away physical hardware upgrades and upkeep. Provided the user takes advantage of multi-region backups 
and failovers, AWS also takes care of disaster recovery and availability.  As a user, you don’t have to 
worry about hardware.  
 
Obvious customizations such as security of the applications which are launched on the AWS cloud are up 
to the customer, and are analogous to real-world basic security issues (root has no password, wrong 
people get the wrong permissions). The kicker for AWS security systems is the shared controls which 
users do not realize they need to pay attention to. Specifically, always keep in mind patch management 
and configuration management7. Even though AWS patches and configures its internal devices, the 
operating system run by the customer is untouched by AWS. In other words, the user is responsible for 
patching the operating systems, applications, and databases which they deploy7. 
 
Throughout the paper, we assume that physical security is blackboxed, and so is software patching and 
security upgrades for internal AWS services. 



 

Access Security 

Simple IAM Security Overview 
AWS Identity Access Management (IAM) is the system through which a user’s actions are authorized 
before being executed. It works through the principle of least privilege, giving users only what they need 
access to an nothing more. In other words, rather than build rules based on given restrictions, all new 
users are fully restricted and granted access instead. Actions which are not explicitly given to the user are 
denied by default. The most intuitive way to understand IAM for a new user in AWS is to think about it 
as security badges that are held by employees. In this case, the employees can either be humans (people 
logging in and working in the cloud architecture), or resources (EC2 modules which need access to a 
certain port in the virtual cloud, for example). The security badges or the users themselves have JSON 
object permissions attached to them, called “policies”.  
 
The purpose of having permissions for IAM users and permissions given in the form of roles (security 
badges), is to allow for Federated Users. These are defined as users which don't have permanent 
identities. When they log into AWS, the user becomes associated with a role, and are granted the 
permissions defined by that role. Think about this as a contractor coming into a physical company to do 
repairs- they come to the front desk, check their identity, and then are given a clearance badge for the 
duration of their work. In the AWS cloud, these are federated users. 
 
For organizing larger groups of accounts or resources, a user can lump them into an IAM Group, which is 
considered a single object in AWS Land. The admin can then attach a single JSON policy object to the 
group, and this will grant every member in the IAM group those permissions. 
 

IAM Best Practices 
AWS IAM is often the first link to break in a cloud architecture’s security chain. The most common and 
often most devastating mistake is failing to understand that IAM runs on a public-key private-key 
encryption system7. Taking a step back, each account or user uses an access key to make requests to 
AWS, analogous fundamentally to an API key. It is crucial that the root user access key is not used, as it 
breaks the least privilege model wide open. The root user access key gives full admin access to all 
resources in the AWS account, including all services and billing information3. Here are some ways to 
protect the root user key: 
 

1. If you don’t have one, don’t create one unless absolutely necessary (i.e, if you’re working with a 
consulting company that needs to hold a copy of the key). Delete the access key when it is no 
longer necessary 



 

2. Circulate your keys. This can be done automatically through the AWS Management Console, and 
minimizes the risk of any actors who might have obtained the key prior to the circulation from 
causing any serious damage 

3. Enable Multi Factor Authentication on the given AWS root user account. 
 
A safe bet for users that are not intimately familiar with AWS permissions is to use managed IAM 
policies rather than custom IAM policies, which are pre-made use-cases designed to cover the most 
common situations3. If custom policies are used, customer managed policies provide a 
single-point-of-truth for managing permissions such that changing the permissions in the policy will 
change the permissions for all entities holding the policy. Inline policies affect only the instance of the 
entity to which it is attached.  
 
Much like auditing permissions and protecting admin account passwords in traditional architectures, most 
cloud environments like AWS come with auditing software (AWS CloudFront, AWS CloudTrail) which 
tracks and logs all activity in the cloud. It is highly recommended that you always have auditing and 
alarm tool enabled to mitigate or minimize damage. 
 
When managing IAM users and general permissions, always make sure that the IAM permissions make 
sense. This is crucial especially when using managed IAM policies, as they are built to catch a broad 
range of general use cases. It can be tempting to use managed policies in a set-it-and-forget-it manner, 
however, this can lead to critical vulnerabilities, one of which is highlighted below.  
 

IAM Governance Vulnerabilities  
An example of a cloud-specific vulnerability stemming from poor permissions management is an AWS 
Metadata service attack. In essence, AWS applications by default don’t have access to other assets in your 
cloud. To gain access, the application queries the Amazon Metadata Service (AMS) and obtain a set of 
temporary credentials4. The catch is twofold: while AMS can only be accessed from within an instance, 
the instance metadata is not encrypted. Furthermore, AMS is also used to store EC2 configuration data 
given by developers so that instances can be spun up with said configurations, and startup scripts are often 
more likely to contain sensitive information such as credentials and authorization information. 
 
If an attacker can identify the functionality which proxy page data to the user and query the URL 
[IP]/latest/meta-data/iam/security-credentials/[IAM_USER_ROLE], on a web application running on an 
EC2 instance, for example, the attacker will gain access to authentication tokens as well as both private 
and public authentication keys5. From there, the attacker can execute a permissions dump on the 
credentials they just obtained, and determine what policies the credentials hold6. At this point, the attacker 
is looking for two things: root account access, and IAM resource access. If the stolen credentials has root 
account access, the attacker gains full control over the EC2 instance. If the attacker is able to gain access 
to an IAM resource, they can create an IAM user which has control over the desired EC2 instance in 
addition to changing existing passwords for all other accounts and locking the original owners out.  
 



 

In essence, modularity and isolation is key for a secure cloud architecture. The AMS vulnerability and the 
context that is required for it to work is simply CWE-256 with a twist, and is mitigated by following 
principles analogous to those which prevent CWE-256 from happening. Due to the flexible nature of the 
cloud and the capabilities of infrastructure as code, it is more economically efficient to isolate resources in 
a safe manner than have to deal with a potential costly vulnerability later down the line.  
 

IAM and Snapshot Vulnerabilities 
Snapshots are loadable and replicable in-moment captures of an applications state in the AWS cloud. 
Trivially, creating a snapshot of an instance with security already configured makes spinning up more 
versions of said instance easier, and this is often the primary usage of AWS snapshots. Snapshots in 
conjunction with poor account management, however, raises the possibility of a vulnerability. For 
instance, lets say a company were to take down AWS application architecture in an account and move to a 
new account. The credentials for the old account is then not a security vulnerability, as there is nothing in 
that account and no billing attached to it. However, if an attacker is able to get access to the old account, 
they may be able to restore and mount old snapshots, all of which still has sensitive source code and 
personal information of company employees.  
 
This above incident as uncovered by Rhino labs, who discovered the vulnerability during a penetration 
test for a customer5. While there was no immediate trace of old information in the cloud, they were able to 
mount and restore old EBS volumes from archived snapshots, and retrieve sensitive source code which 
their new architecture was then built off of. While snapshots can certainly be a useful security tool, it is 
often also a double edged sword.  

Network Security 

General Best Practices 
For any setup, network security is arguably one of the more important focal points. That fact does not 
change for the AWS cloud. I must preface and say that this paper will not go in depth about overall best 
practices for a VPC setup, and will primarily focus on best security practices and the reasons behind them.  
 
Route tables in the VPC are analogous to roads, such that each subnet associated with a specific route 
table will have both entry and egress access. For first time users, it may not be immediately obvious that 
all subnets not associated with a custom route table are by default associated with the main route table. If 
the main route table happens to be one that has a route to the internet, then none of the private subnets the 
user creates are in fact private8. Applying the idea of least privilege, best practice for subnet routing is to 
maintain the main route table as private, and create a seperate public route table with internet routing. 
Depending on the security group setup, this also serves to mitigate port scanning attacks on the private 
subnet, as the private subnet does not have a public IP.  
 



 

Another common mistake can be made while trying to access a private subnet. As it is not possible to 
SSH into a private subnet, developers might leave a private key in the public subnet of the VPC in order 
to facilitate an ssh chain (ssh into the instance in the public subnet, and then ssh into the instance in the 
private subnet)8. Whether this is intentional or left there by mistake after it is rightly replaced by a bastion, 
it is always good practice to check public subnets for private information that was left exposed, as it could 
eventually result in an extremely embarrassing security breach. 
 

Conclusion 

General Takeaways 
Protecting your infrastructure in the cloud is theoretically analogous to how one would protect their 
infrastructure outside of the cloud. At the end of the day, the core vulnerabilities of IAM account 
management, snapshot scrubbing, following least privilege, exposed private keys, and exposed IPs are all 
well documented. CWE-256 (unprotected storage of credentials), CWE-212 (improper removal of 
sensitive data), CWE-272 (least privilege violation), CWE-320 (key management errors), CWE-284 
(improper access control), and CWE-200 (information exposure) are all weaknesses which every 
developer in the cloud needs to keep in mind during development, because the threat they suggest can 
very easily become reality. While the cloud is secure in more ways than traditional on-premise 
deployments, it’s not magical. If we are to fall into the delusion that the cloud solves all our security 
problems, we are simply letting the attackers win. 
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