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Abstract 

Many people have heard that quantum computing could potetntially have a large impact on cryptography, 

but not many people understand to what extent the quantum advances being made by large companies 

will actually impact the cryptographic world. These advances in quantum technology eventually pose a 

fatal threat to current asymmetrical encryption practices, but they also provide to the cybersecurity 

community an even more valuable commodity: a safe way to transmit a perfectly random one-time-pad 

key, lacking all of the cumbersome foresight and work that currently prevents the one-time-pad from 

being used. This is achieved through the quantum mechanical phenomena known as the Heisenberg 

Uncertainty Principle, quantum entanglement, and the wavelike behavior of particles such as photons and 

atoms. It is speculated that the quantum cryptographic methods will become commercially available 

before the quantum attacking methods. 

 

1. Introduction to Quantum Computing 
 

Before going through all of the implications of quantum computing, one must first understand 

that quantum computing is an actual viable computing method. This requires understanding how quantum 

computing works, but quantum computing is heavily based on quantum mechanical phenomena that a 

typical reader would not be able to understand without having taken advanced courses in Physics. To 

make the concepts of quantum computing more easily available to any reader, the concepts will be 

discussed on a higher level in the hopes that any reader who has taken an introductory high school level 

physics class (that discusses waves) should be able to generally understand quantum computing. 

There are actually only two important concepts to understand where the power of quantum 

computing originates, and these are the concepts of entanglement, which will be discussed later, and 

superposition (IBM Q). The latter is simple: imagine two waves travelling towards each other, each with 

their own amplitude. When the waves are on top of each other, classical physics says their amplitudes will 

combine additively and become one indistinguishable wave formation of the combined amplitudes. This 

is called superposition. The only difference between the classical conception of superposition and the 

quantum mechanical conception of superposition is that, in quantum mechanics, waves are made up of 

particles. For instance, electromagnetic waves are made of photons. Even molecules like electrons or 



atoms form wave formations. This superposition of waves is what allows for an atom to represent both an 

off bit and an on bit – a 0 and a 1 – at the same time in a quantum computer. 

2. Why I Chose This Topic 

 
 Before continuing on to discuss why in computer science it is a bit overpowered to be in multiple 

states at once, let me disclose why I chose to write a paper on Quantum Computing in the first place. I 

have always enjoyed both computer science and physics and have even taken cyber security and physics 

classes that highlight the basic building blocks used to craft this paper. When delving deeper into this area 

of security I hoped to achieve two things; learn more complicated quantum physics than what I have 

learned in class, and take my unique position as being educated in both physics and computer science to 

try and make something appealing to both fields. Physicists may be able to see an application of their 

knowledge they had not yet thought of, and computer scientists might be able to understand a bit of the 

physics behind the quantum computers they’ve heard of. 

 

3. Parallel Power 
 

One might now wonder what is so powerful about being in two states at once, and why this 

allows quantum computers to perform beyond the capabilities of a classical computer. Imagine a 

computer with n qubits, or quantum bits, which can be thought of as a trap containing a particle. This 

computer through a superposition of the n bits can represent 2n states, simultaneously (Nielson 17). Of 

course, when the bits are read, they are measured as only representing one state each, as measurement is 

inherently a classical mechanic. The power comes from the fact that during computation, an exponential 

number of states are analyzed concurrently. In fact, if one has 2n classical computers, a quantum computer 

can be simulated.  

This ability to model quantum computers with an exponential amount of classical computers 

highlights that the power of the quantum computers resembles high parallelizability (Bonsor). This may 

be why some NP problems, typically only possible through exponential brute forcing, can be done in 

polynomial time.  



4. Goodbye Public Encryption 
 

This is problematic since most of modern day security relies on an NP system known as 

asymmetric encryption, or public key encryption. A public key is distributed to the public by a source, for 

anyone to view. Then the key is used to encrypt data to be sent back to the source. The source has a 

private key that can be used to de-encrypt the data. The private key can be determined from the public 

key, but that is usually a computation that would take thousands or millions of years checking one 

possibility at a time (Koyen). On the other hand, it only takes a quantum computer with an amount of 

qubits on the order of the length of the key to obtain a private key quickly (Drakos). 

One popular public key encryption type is known as RSA, which relies on prime number 

factorization being computationally infeasible. The first person to write an algorithm to break RSA 

encryption in polynomial time was Peter Shor, which he did by using a quantum computer to determine a 

perfect period for a periodic function relating to prime number factorization (Buchanan). RSA is not the 

only type of asymmetric algorithm, as there are other hard mathematical problems, rooted in elliptic 

curves, finite fields and discrete logarithms. Shor, after breaking RSA, made an algorithm that made it 

possible to break almost every public-key encryption method used currently, including ones such as 

ECDSA, ECHD, DSA (Buchanan). There aren’t many other algorithms Shor didn’t break, but many of 

the remnants, such as BLISS and NTRU which are based on lattice structures, have also been broken by 

another quantum algorithm known as Grover’s algorithm (Buchanan). 

5. The One-Time Pad 
 

 Although this is extremely problematic, there is another type of key that is quantum resistant, 

known as symmetric keys. Asymmetric keys are often only used to transmit a symmetric key to be used 

for actual communication, anyways. One symmetric key that is famous for its difficulty to crack is the 

one time pad, also known as the perfect cipher. As with most ciphers, the one-time pad operates by 

rotating characters, meaning each character in a message is shifted some amount through the alphabet to 

make the message unreadable. The one-time pad generates a random number for each character in the 

message, which makes it impossible to crack unless the key is known. Guessing a key is almost useless, 



as it is equivalent to just take a random permutation of the length of the encrypted message. If the 

message is as long as this article, then unencrypting it with a guessed key is as likely to return this article 

as it is the actually sent message. Therefore a guesser cannot even trust any legible message decrypted 

was the actual message. 

 This ideal key requires only a few things: The key must be as long as the message, the key must 

be truly random, and the key cannot be reused (Rijmenants). Otherwise, a pattern can be detected in 

encryption. Unfortunately, there is no true random number generation on current computers, and 

transmitting such a key each time a message should be sent is insecure, as someone can intercept the key 

and then decrypt the actual message. It turns out that the motivation for desiring this key – quantum 

computers cannot decode them – gives a helpful hint at how to actually make this key mainstream: 

quantum mechanics. 

 

6. The Quantum One-Time Pad 
 

 Creating true random number generation is actually quite simple with the use of quantum 

mechanics. There is a principle underlying all of quantum mechanics known as the Heisenberg 

Uncertainty Principle, which states that one cannot know a particles position and momentum 

simultaneously with infinite precision. Because of this, there are many processes that can never be 

predicted fully, many of which are described in Herrero-Collantes’ paper “Quantum Random Number 

Generators.” One simple example of a random number generator is to put a particle into a superposition 

of 1 and 0, and then simply measure what state it is in. This can be done rapidly using a light source and a 

beam splitter (Herrero-Collantes 15).  

 The process of transmitting keys is also proven simple using quantum mechanics. One interesting 

corollary to the Heisenberg Uncertainty Principle is that when a measurement of a particle is made, the 

state of that particle is forever altered. What this means is that, when sending a one-time pad key, if an 

attacker tries to intercept the key then the key will be inevitably destroyed (Buchanan). The recipient of 

the broken key will be unable to use it successfully, and the attacker will not be able to decrypt anything, 



as the key actually received is different from the one they measured. Thus, no security is needed to 

transmit the key, just a particle detector. 

 Another layer of security can be added by sending the key through entangled photons. Entangled 

photons are simply photons whose measurements are correlated, even when a distance apart from one 

another. Through this process, a server can send entangled photons to two receivers, who both derive the 

key from the sent photons (Kuhn 2). This also enables detection of an eavesdropper directly (Kuhn 2), 

whereas before one would receive an affected key and not know it was useless. 

7. The Ultimate Defense - Quantum Key Distribution (QKD) 
 

 Of course, “just a particle detector” is quite a bit of technology. Quantum transmission of keys 

has been studied for quite a long time, with quite an amount of progress being made. Typically, a fiber 

optic link is used to transmit photons (Peev 20). But this requires a long wire between transmission 

points, which today, when we generally use wireless transmission for commercial communication, is 

infeasible. However, some applications, like government communications between two points, may want 

a hard wire so they can get quantum security faster, as it already works. It is able to distribute keys at a 

rate of 8 kbits per second and has been used continuously in tests for days (Peev 22) making it quite great 

for communication.  

 Free space / wireless communication had even been developed in 2006, being able to achieve 17 

kbit per second key transmission, but at that time fluctuations in weather like fog or heavy rain and 

snowfall could significantly deter key transmission (Peev 24). Even the heat coming from a roof under the 

sun could negatively impact the transmission (Peev 24). One additional problem was that the transmission 

was over a short range, but in 2018 all of these restrictions seem to be alleviated with the development of 

a satellite that has already demonstrated transmitting one-time pad keys fast enough for a secure video 

conference over a distance of 7600 km (Liau 3). The only known vulnerability of this long range quantum 

system is that the satellite could itself become compromised (Liau 5). This problem can be fixed using 

quantum entanglement, though, likely as described in Kuhn’s paper. 

 



8. In Conclusion, Some Speculation on the Quantum Race 
 

 The ultimate question is whether or not quantum attacks will become available before or after 

quantum cryptography. Looking at the current state of quantum computers, only huge companies like 

IBM, Google and Intel seem to have significantly large quantum computers. It is very expensive to create 

the conditions necessary for a quantum computer; Intel’s chip, only 49 qubits big, requires the 

temperature to be 20 mK (Hsu), which is very close to absolute 0 and is expensive to get to. IBM’s largest 

chip is only 50 qubits large, and that chip is the largest created in the world (Alspach). These chips are not 

yet commercially available, the biggest commercial chips being only 20 qubits large (Alspach). Since 

RSA typically uses keys thousands of bits long, these chips pose no threat. 

 In comparison, the quantum defense to an attacker is quite well developed, and seems to be ready 

to be deployed. All it takes is widespread distribution of quantum transmission enabled computers and a 

few more quantum transmission enabled satellites. To answer the question of which cost will decrease 

significantly enough to be used first, one needs to look at who the potential buyers are, as the buyers are 

the ones that create the demand for the product. The quantum defense mechanisms will be used largely by 

large tech companies that can afford it, as well as governments and probably banks, who will be eager to 

put it in the hands of their users. On the other hand, attackers have to act illegally, and thus cannot easily 

create a visible monetary demand for quantum decryption of RSA until every individual has a quantum 

computer. Companies have little reason to give every consumer a quantum computer in their laptop, 

because they will be expensive and do not provide a benefit to almost anyone, except for attackers, 

meaning the common user would not pay extra for one. Thus, the demand will be much smaller from 

large companies. The only risk is if IBM or some other large companies creates a very large quantum 

computer, and then it is physically stolen, which is possible but unlikely. Because of this imbalance in the 

demand for quantum computers and quantum cryptography, it is reasonable to expect the defense will 

come before the attack, and there is no need to fear quantum computers.  
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