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Abstract 

How do we know if we are who we really are? For one, you could look in the mirror and say 

“Yep, that’s me”, or ask someone to confirm that you are yourself, but can you tell a computer 

the same thing? There are three main aspects of a person that can be used to identify or 

authenticate them as who they say they are: their mind, physique, and environment. The 

aspect that is most reliable to an individual is the mind, which is why passwords are commonly 

used to authenticate someone because all the owner has to do is remember their password. 

Using only a password to authenticate a person’s identity, however, is a single point of failure 

and is the authentication method used by many organizations in the world. No matter what a 

user’s password is, someone, somewhere, will be able to crack it and gain access to all their 

private information if the password is the only thing guarding their account. Instead of relying 

on one aspect of what makes who we are, why not incorporate multiple togethers to increase 

the number of barriers an attacker has to break to access your information? Multifactor 

Authentication uses multiple instances of our mind, physique, and environment to verify users 

and offers much higher security to a person’s private information. Some methods include 

Two-Factor Authentication and Biometric Authentication that are already being integrated into 

authentication services. 

 

Introduction 
Passwords are a great way to authenticate someone, but the issue is that someone else can 

come up with that exact same password and pretend to be you. No matter how much 

encryption or altering, a password is going to be cracked eventually. Dictionary and 

rainbow-table attacks can brute-force their way into cracking a password and this process is 

sped up if a password is encrypted using SHA-1 or MD5 since they are compromised1. Some 

sites require a user to have a password of up to 8 characters, a capital letter, special characters, 

a numeric character, etc, and expect the account to be more secure than before. A study was 

conducted in 2011 to look at the effects of of such a requirement to the general public3. A 

group of 151 subjects were split into two groups, one with the password requirement and one 

without it and were told to create a password for an account. They then compared the 

insertion and deletion ‘distances’ required to change their password to a common dictionary 

word and saw that the group with the requirement showed a greater distance since they had all 

those extra requirements. The meaning of the passwords were unchanged between the groups: 

subjects still used street names, pet names, etc, as a basis for their changed password, 

suggesting that even with a requirement to throw special characters into a password, people 



still tend to gravitate towards a familiar password. This makes increases the chances that an 

attacker will be able to figure out a person’s password based on their history. 

 

As discussed before, There are three aspects that can be used to identify someone: mental 

state, physical state, and environmental state, or what you know, what you are, and what you 

have. Passwords only rely on one’s mind of remembering what they chose as a password, but 

there are still two unused methods. The physique refers to a person’s biological uniqueness 

such as facial structure, fingerprints, and even some more complex attributes like heart-rate or 

gait. The environmental attribute refers to where a person is and what they have such as a 

physical specialized device like a security token, or a smartphone. Using more than one of these 

methods is called Multifactor Authentication (MFA) whereas using a password and an 

environmental attribute is often referred to as Two-Factor Authentications (2FA). Each type of 

authentication has its tradeoffs, so using two as 2FA is a common security measure and is often 

enough for hackers  

 

To the Community 
I’ve had my account hacked before; it was for a game where you could purchase premium 

currency using real-life money to enhance your experience in the game. All the work that I put 

into that account was stolen and the customer support did not help at all, so I learned a big 

lesson that day: proactively prevent yourself from being compromised instead of being reactive 

to these incidents, but what if that wasn’t an account for a game? What if that hacked account 

was for a bank or a social media profile with your address, contacts, and phone number? Would 

you rather wait for all your money to be withdrawn from your account and have dangerous 

individuals to approach you in real life, or sacrifice about ten seconds each time you login to 

prevent that? Averting crises before they happen is a smart idea, like car or life insurance, or 

putting a combination lock on a locker at the gym, so securing your online 

information/accounts should have the same amount of priority; you don’t wait until someone 

takes your belongings to put a lock on your locker. 

 

Two-Factor Authentication 
Two-Factor Authentication (2FA) is a fairly common authentication method offered by big 

websites like Github, Facebook, Blizzard, Twitch, Amazon and many more. The main idea is to 

add an extra layer above the password protection that the general public knows very well. 2FA 

usually looks to the environmental aspect of one’s identity (what they have) as a second factor 

of authentication.  

 

Some 2FA methods use geolocation explicitly as a second factor: how likely would this user be 

here at this location, and authenticate them based on behavior. Some can also use geolocation 



implicitly: some banks have automatic checks that deny service if someone logs in from the US, 

then 10 minutes later, in Asia2. Most users of 2FA, however, use a physical device that the 

person has on them at all times which also has a number of different options to choose from. 

This can be a specialized device called a security token that is able to generate numerous 

one-time codes for a user to enter, or could just have a unique digital signature that requires 

the user to physically attach to a computer to verify identification.  

 

Another more widely-used option is using the smartphone as a second factor of authentication. 

Software Tokens are push-apps such as Duo and Google Authenticator that require just a push 

of the app to act as the second factor. Another factor with a smartphone is using SMS or e-mail 

to send a one-time code for the user to enter. Since smartphones are very personalized, it’s 

fairly difficult to intercept and confirm a login request, but not impossible.  

 

An article on FireEye reported that a vulnerability was found on a wide range of Android 

Devices involving no sanitation of interface streams9 (CVE-2016-2060). Older devices that are 

exploited by this vulnerability could have their SMS and Phone Call databases extracted; SMS 

and phone calls were designed to be communication systems first before authentication 

providers, so interception of authentication messages is entirely possible. 

 

2FA still stands to be the most popularly-used method of authentication today due to almost 

everyone in today’s modern society having a smartphone.  

 

Biometric Authentication 
Biometric Authentication pertains to the physique of a person and their unique biological 

characteristics which includes fingerprints, iris scans, facial structure and other biological 

features. Recent generations of smartphones have fingerprint verification capabilities to unlock 

the phone, so apps can utilize this as part of a second factor authentication. Cameras are also 

utilized for iris and facial scanning.  

 

A true accurate biometric authentication is very valuable, but the cost and overhead of doing so 

is pretty high. Biometric validation is not based on exact matching but like matching; in other 

words, there’s so much noise in data taken from a camera scan or fingerprint scan that the 

interpreter has to detect similarities and either approve or deny the authentication on that 

level of similarity. This brings up a few questions about this as an authentication method. 

People’s hair and face can change quite a bit through natural growth or natural deformations 

on the face like acne, so the biometric interpreter has to account for that.  

 



Using sensors on a smartphone also drains a lot of battery life, so using it repeatedly may be an 

issue for users that want the smallest amount of inconvenience as possible. According to a New 

York Times Article14, biometric scanners aren’t perfect as some researchers were able to enter a 

test device using common fingerprint features, suggesting that a threshold of the interpreter is 

too low. Another individual in China also reported that her co-worker could unlock her phone 

using the facial recognition features10. 

 

Even with all these issues of using biometrics as an authentication method, in the future, if 

devices are advanced enough to take accurate enough signals and match them accurately 

enough, then biometric authentication would be a very solid choice of authentication. 

 

Absence of MFA 
One would think: if such a good way to prevent attackers from hacking into their account exists, 

why aren’t people jumping on this immediately? In a report conducted by Duo4, about 56% of 

people surveyed did not know what 2FA was and in another paper discussing how likely people 

are to trust sources on cyber security5, they reported 64% of people they surveyed did not 

know what 2FA was. The general public simply do not know that this feature exists, or even 

much about computer security. Even those in the field of Computer Science often do not 

practice computer security practices (hence all the data leaks/breaches nowadays) and even 

value it not as high in academia. In a talk by Sarah Zatko in 201411, she discusses the issue of 

computer security in academia and how, in a survey of 100 Computer Science department 

heads, Computer Security was ranked second to last in terms of importance to the curriculum, 

even behind Machine Learning and AI, a pretty niche specialization of Computer Science. 

Computer Security just isn’t that prevalent and is only brought to attention when huge amounts 

of data is breached that affects many regular users. 

 

MFA also requires the user to sacrifice convenience of just entering a password to having to go 

through the other authentication methods to just log into an account. Because some people 

have never been hacked, they may not see immediately the benefits of having multiple other 

factors of authentication, so they value convenience over it. In a paper comparing the behaviors 

of subjects adhering to security advice5 , 41% of subjects reported that they opted out of 2FA 

because of inconvenience, with other reasons being too much marketing, no negative 

experiences, and “I’m careful”. Data, profiles, and information are all online on the ‘cloud’ and 

without a real ability to grasp what could go wrong if fallen into the wrong hands, the general 

public will value its security less. With recent data breaches, however, such as Panera Bread 

leaking user information12 and Yahoo leaking username, passwords, addresses13, people will 

most likely know that data breaches exist and directly affect them, increasing exposure about 

the subject overall. 



 

What should you do now? 
As discussed before, the a big barrier for MFA is the opting in/voluntary part. Many individuals 

value convenience over protection without knowing what harm that could result in that 

vulnerability. A person doesn’t even need to activate MFA or 2FA for every single account they 

make. Depending on what their priorities are, they can simply activate the extra layer of 

security for things like online banks, social media profiles and any other personal high-valued 

accounts like gaming profiles. Many banks like Bank of America, Capital One, HSBC, have 

options to activate 2FA; many social media platforms like Facebook, Twitter, Instagram, have 

these options available to opt in. The other big barrier for MFA is that some people simply don’t 

know it exists. Once implemented, people should tell friends and family that aren’t that familiar 

with computer security to secure their credentials. 

 

Conclusion 
You can never be too safe and having a backup is always a good idea. Multifactor 

Authentication offers heightened security measures when accessing an account and should be 

incorporated into more website’s account validation requirements. MFA can utilize other parts 

of what makes a person who they are such as what they have on them, either a specialized 

device or a smartphone, or what they are biologically such as fingerprints and facial structure. 

With more and more layers protecting an account, the cost of an attacker to break into an 

account increases much more, hopefully well above the value of what they will potentially get 

after breaking into the account. For the general public, this is often enough to stop an attack 

from happening; if you can give some knowledge (password), confirm a device held by that 

person (smartphone), and give a unique feature of that person (fingerprint), chances are, you 

are that person. Many people, however, don’t see the the dangers of using a single 

username-password combination because it’s not tangible, unlike something like a locksafe 

only having one combination lock to secure it. In addition, no one talks about computer security 

that much as much as the general public talks about things like academics, politics, science, etc; 

there just isn’t exposure. Because of that, people don’t value its priority as highly as they should 

and prefer convenience over spending a few additional seconds logging in every time they want 

to do so. Using multiple factors to authenticate yourself is the best way to defend against 

hackers attacking your account and should be more prevalent in today’s online 

globally-connected society. 
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