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Abstract 

 Online games are more popular than ever before: in 2017, the game developer 

Blizzard Entertainment alone had over 46 million active monthly users spread across its 

several franchises. As the amount of players using Blizzard’s services continues to 

climb, so too does the necessity of ensuring that these games are both secure and fair. 

The ramifications of insecure and exploitable issues in Blizzard’s games range widely. 

Some exploits can disrupt in-game economies and upset game balance, while other 

flaws can allow attackers to execute potentially malicious code on millions of players’ 

computers. Some of Blizzard’s defensive approaches have ranged from methods as 

technical and direct as monitoring the RAM (random access memory) and processes of 

a user’s computer to a people-powered system where players report the suspicious 

activity of their peers. Some of these approaches often have side effects that are less 

than ideal for both the company and the client. For example, one piece of anti-cheat 

software used by Blizzard has gained notoriety and has been labeled as spyware. Being 

as popular as they are, Blizzard games must be made secure and opportunities for 

exploitation must be minimized, and players should know that this is done and should 

feel secure in their investment. 

Introduction 

 Online video games are more popular than ever before. They provide an outlet 

for people to immerse themselves and relax with their friends. They can be found on 

virtually all contemporary platforms, from tiny smartphones we carry in our pockets to 

gaming computers custom-built to achieve as many frames per second as possible. 
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One company that develops games for this myriad of platforms is Blizzard 

Entertainment, the creator of many popular franchises such as World of Warcraft, 

Hearthstone, and Overwatch. Just like any other popular software developer, Blizzard’s 

products—especially as pieces of software built in and around the internet—must be 

made secure and safe for users, both in terms of cybersecurity as defined by the CIA 

triad of confidentiality, integrity, and availability, and in terms of gameplay fairness 

through the prevention of cheating. In this paper, I will address several aspects of 

Blizzard’s game defense, including the ramifications of attacks and exploits resulting 

from a lack of security, how Blizzard as a company implements security and maintains 

fairness in its online games, and where those methods may sometimes fall short. 

To the Community 

 Blizzard’s games are immensely popular, and the numbers show it: Hearthstone 

alone has been played by over 70 million unique users (Blizzard Entertainment). The 

company makes billions of dollars in revenue every year, and that number only seems 

to be climbing (Sarkar). These facts show the necessity of security in Blizzard products: 

as an industry leader, the company owes its customers sufficient cybersecurity and fair 

gameplay. Players sink massive amounts of time and money into Blizzard games—as a 

result, they deserve to know that their investments are secure and safe. Part of this is 

understanding how this security is maintained, as well as what the repercussions of 

maintaining security and fairness are for the user. 
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The Methods and Results of Attacks 

 Potential attacks on Blizzard products can range greatly in their severity and 

repercussions. Among the most common exploit used in a game such as World of 

Warcraft is botting—the use of software designed to automate gameplay with little-to-no 

human activity required. Botting is a notorious and well-known offense for which a 

player may be banned from the game (Schley). The results of botting vary, but the most 

common effect is that the gameplay experience of other players is disrupted: consider 

the case of an in-game activity where almost all players participating were using botting 

software, and thus the gameplay was reduced to an unintentionally laughable exercise 

where swaths of “players” performed the exact same predictable action (Grayson). 

Additionally, the use of bots can have larger effects for communities of players who 

occupy the same in-game world. Players can use botting software to automate the 

collection of goods to buy and sell, altering an in-game economy and unfairly 

disadvantaging players who do not use banned tools. Additionally, the use of bots for 

economic purposes can also lead to third party companies selling in-game currency for 

real-world currency, another offense for which someone may be banned from a game.  

 The attacks Blizzard games may be vulnerable to, however, have the potential to 

be much direr than gameplay disruptions. Tavis Ormandy, a security researcher at 

Google, built a proof-of-concept piece of software that was sent to Blizzard in order to 

demonstrate an attack that could be used against people who play their online games. 

The attack in question relies on a technique known as DNS rebinding and would allow 
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the attacker to execute potentially harmful code on any computer that uses the Blizzard 

Update Agent. This could potentially affect millions of targets (Ms. Smith). 

The Implementation of Online Game Security 

 Blizzard secures its online games through a variety of methods. One of the more 

well-known and somewhat notorious methods is the use of a piece of software known 

as “Warden.” Warden is an anti-cheat mechanism employed by Blizzard that runs 

alongside its games on the user’s computer. It works by scanning to see what programs 

are being run as it checks for malicious programs interacting with the game client, such 

as botting or cheating software (Schramm). Please note that as a piece of proprietary 

software, I have no way within my power to determine the exact details of what Warden 

does or whether or not it is still used, as reports of the software from users have quieted 

over the past few years. It is very much possible, however, that if the software is no 

longer used, it has been replaced by a mechanism that is better at detecting cheating 

users. 

 Additionally, Blizzard has defended the security and fairness of its games 

through the timeless method of the court of law. One such example is the case of MDY 

v. Blizzard. Michael Donnelly, the creator of a piece of World of Warcraft botting 

software known as Glider, was approached by representatives of Blizzard, who asked 

that he stop distributing Glider. After Donnelly decided to sue Blizzard, the company 

filed several counterclaims against him. Ultimately, Blizzard won most of them, and 

Donnelly had to cease distribution of the illegal software (Schley). This is one more less-

technical method through which Blizzard ensures the fairness of its online games. 



 Rizvi 6 

 There are a few cybersecurity practices that Blizzard shares with other software 

companies. One such practice is the use of two-factor authentication, while another is 

the use of reports from security researchers and practitioners, who can find 

vulnerabilities in Blizzard software and report it to be fixed. For example, Tavis 

Ormandy, the Google researcher who discovered a DNS rebinding attack issue, 

reported the issue to Blizzard, who eventually sent out a fix (Ms. Smith). Yet another 

way through which Blizzard secures their games is the use of player-driven “report” 

systems, which are commonly used among online game developers. These systems 

allow players to flag others for suspicious activity for later review by Blizzard employees. 

The Repercussions of Security 

 Software defense is a series of trade-offs, often requiring a balance between 

different factors. Thus, as with almost any cybersecurity practice, those employed by 

Blizzard may often require a compromise. The Warden software is an example of this. 

The use of the software to scan the programs running on a client’s machine has been 

labeled by the Electronic Frontier Foundation as a piece of spyware (Cordall). An 

adverse result of this is the potential for some distrust of the company by its users.  

 As with many modern games, games like World of Warcraft, Diablo III, and 

Starcraft II are monolithic in size. As these products and their playerbases continue to 

grow, it is inevitable that vulnerabilities—and people willing to exploit them—will bubble 

up to the surface. Thus, another tradeoff prevents itself: the endeavor of creating 

massive software requires massive security. To meet this, Blizzard must invest large 

amounts of time and money, potentially creating longer gaps between product releases. 
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Action Items 

 As a consumer of Blizzard products, there are a few things a customer must 

know about the software they are using and how they should use it. First, one should 

not cheat or attack the software for personal gain. Doing so can not only ruin the game 

for others, but for the attacker as well: the ways that one could get caught are myriad, 

especially when considering that, as large pieces of proprietary software, Blizzard 

games are likely secured by many methods that are not publicly known. Furthermore, 

even those who do not cheat are affected by security. Using any online software, 

especially on a regular basis, has its risks. A flaw in any system or product could lead to 

the exposure of data or worse. Players should remain vigilant of any suspicious activity, 

both in and out of the game, lest they fall victim to a remote code execution flaw such as 

the one discovered by Tavis Ormandy. 

Conclusion 

 Blizzard Entertainment’s games are massive, and people devote large amounts 

of time and money to them. It is therefore essential that they are made both secure and 

fair. The results of a lack of cybersecurity and fairness vary, from gameplay imbalance 

to remote code execution flaws. To counteract this, software is defended through both 

technical implementations and people-powered solutions. Nevertheless, this security 

can have its pitfalls: it represents a large investment from Blizzard, and the methods 

through which it is implemented could potentially make some users wary. Ultimately, the 

message is the same as that of any online product that that one invests in: be smart, do 

not try to outmaneuver the system, and be wary of the risks present in the digital age. 
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