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Abstract 

Many services on the Internet allow file uploads from its users. There are many vulnerabilities that 

potential attackers can take advantage of to compromise servers. On the other side of this problem is 

how various services and entities handle data that is in their possession. As one of the most widespread 

services used on the Internet, Amazon S3 plays a large part in the security of data. There have been 

many, many problems with Amazon S3 buckets over the years. 

Introduction 

Nowadays, Amazon Web Services sees massive usage by developers around the world. As a part of this 

suite of services, Amazon S3 is offered as a cloud object storage system and is one of the most popular 

services offered - in an industry report, 72% of respondents reported using S3 or a similar service . It is 1

surprisingly vulnerable, but not because it is easily hacked. When configured properly, an S3 bucket can 

have its permissions set to be private, and its contents can even be encrypted for extra security. The vast 

majority of data disclosure problems come from misconfigured buckets. 

To the Community 

Originally, this project was intended to focus on file upload mechanisms in general and how they can be 

used to attack services and websites. There has been a considerable amount of research done on both 

how to conduct and defend from such attacks. Ming suggested that I look into issues with Amazon S3 

bucket misconfigurations. Frankly, I was floored by what I found. There have been a staggering number 

of data breaches stemming from buckets simply being left public, and the some of the many different 

kinds of data that were exposed were honestly quite scary. 

 

1.https://globenewswire.com/news-release/2018/04/18/1480909/0/en/Chaos-Sumo-Releases-Industry-Re
port-on-AWS-S3-Blind-Spots-and-New-Data-Lake-Use-Cases.html 

https://globenewswire.com/news-release/2018/04/18/1480909/0/en/Chaos-Sumo-Releases-Industry-Report-on-AWS-S3-Blind-Spots-and-New-Data-Lake-Use-Cases.html
https://globenewswire.com/news-release/2018/04/18/1480909/0/en/Chaos-Sumo-Releases-Industry-Report-on-AWS-S3-Blind-Spots-and-New-Data-Lake-Use-Cases.html


Amazon S3: the Problem 

The actual problem is quite simple. When creating an Amazon S3 bucket, the user can manage public 

permissions to either grant or deny public read access to the bucket in question. Additionally, the user is 

presented with the same choice when they upload content to the bucket to either allow or deny public 

read access to the object in question. Now, the default setting is private for both. However, it seems 

that many buckets from when public access was the default have not been updated to disallow public 

access. There are also further possibilities for users to set permissions through policies, though these are 

not generated by default. Publicly accessible buckets list their contents when the bucket is accessed. 

Buckets with publicly accessible contents can have their contents viewed or even downloaded. 

Additionally, some publicly accessible buckets can also be uploaded to. Obviously, this creates huge 

potential problems like the spread of malware, potential phishing, and other attacks. 

Incident List 

This is not a complete list of incidents involving misconfigured data repositories.  

A general scan conducted in 2013  on S3 buckets selected 12,328 buckets and found that 1,951 buckets 2

were public. The researchers compiled a list of over 126 billion files from the lists that the buckets 

provided; of these, 40,000 were viewed and many contained sensitive information. 

A scan was conducted on Alexa Top 10,000 sites by Rhino Security Labs  and found 107 misconfigured 3

S3 buckets. They tested both downloading and uploading contents to unsecured buckets. They found 

that 57% of these buckets had open download permissions and 12% had open upload policies. 

Interestingly, they found that someone else had done something similar; a “testupload.txt” file dating 

from November 2016 was found in several of the buckets they tested. 

Records of 87 million voters in Mexico  were discovered in a database hosted on AWS in April 2016. It 4

was discovered by doing a search on Shodan, a search engine for Internet-connected devices, using 

2.https://www.infoworld.com/article/2613888/cloud-security/amazon-s3-storage-buckets-set-to--public--are
-ripe-for-data-plundering.html 
3 https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-storage/ 
4.https://arstechnica.com/information-technology/2016/04/millions-of-mexican-voter-records-leaked-amaz
on-cloud/ 

https://www.infoworld.com/article/2613888/cloud-security/amazon-s3-storage-buckets-set-to--public--are-ripe-for-data-plundering.html
https://www.infoworld.com/article/2613888/cloud-security/amazon-s3-storage-buckets-set-to--public--are-ripe-for-data-plundering.html
https://rhinosecuritylabs.com/penetration-testing/penetration-testing-aws-storage/
https://arstechnica.com/information-technology/2016/04/millions-of-mexican-voter-records-leaked-amazon-cloud/
https://arstechnica.com/information-technology/2016/04/millions-of-mexican-voter-records-leaked-amazon-cloud/


‘port:27017,’ which is the default MongoDB port. The researcher who discovered this simply connected 

to the unprotected database using a MongoDB client. 

At least 2.2 million Dow Jones & Company customers  had sensitive personal and financial information 5

leaked May 2017 from a public S3 bucket. Details for worldwide personnel from the financial industry as 

well as other customers such as the late Muammar Gaddafi were included in the dataset. 

14 million Verizon customers’ details were leaked  in June 2017 when it was discovered that an 6

offshore third-party vendor of Verizon’s was using a public Amazon S3 bucket. In the bucket were logs 

containing customer names, addresses, account details, and account PINs.  

Personal details of over 198 million registered American voters, and possibly all of the US’s registered 

voters, were found in an unprotected S3 bucket June 2017 . It is, to date, the largest such exposure. The 7

data included names, birthdates, home addresses, phone numbers, voter registration details, and other 

information used to model political activity of voters. It was being used by the RNC during the 2016 

election cycle. 

Accenture left potentially disastrous information  exposed in several public S3 buckets. The data 8

included secret API data, credentials, certificates, decryption keys, customer information, and more. 

Much of this data could be used by attackers to compromise Accenture’s entire business, and that of 

their customers as well. Additionally, it could have been used to secretly spy and collect data on 

Accenture and their customers. 

50,000 Australian employee records  were leaked in November 2017 from a misconfigured S3 bucket. It 9

included full names, passwords, salaries, IDs, phone numbers, and credit card information. 

Tens of thousands of FedEx users  had their information exposed February 2018 in 119,000 scanned 10

documents. The documents included government-issued ID such as passports and driver’s licenses, and 

were being kept in a public S3 bucket. 

5 https://www.upguard.com/breaches/cloud-leak-dow-jones 
6 https://www.upguard.com/breaches/verizon-cloud-leak 
7 https://www.upguard.com/breaches/the-rnc-files 
8 https://www.upguard.com/breaches/cloud-leak-accenture 
9.https://www.scmagazine.com/contractor-misconfigures-aws-exposes-data-of-50000-australian-employe
es/article/704873/ 
10.https://www.scmagazine.com/open-aws-s3-bucket-exposes-private-info-on-thousands-of-fedex-custom
ers/article/744812/ 
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https://www.upguard.com/breaches/verizon-cloud-leak
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https://www.scmagazine.com/open-aws-s3-bucket-exposes-private-info-on-thousands-of-fedex-customers/article/744812/


Top secret US Intelligence data  was discovered in a public S3 bucket September 2017. Astoundingly, 11

the data included highly sensitive information as well as systems that the US Army Intelligence and 

Security Command (INSCOM) uses to transmit confidential data. Some of the files contained classified 

national security data. 

Data of 127 million American households  was discovered in October 2017 in an S3 bucket that 12

allowed practically anyone with an Amazon Web Services account to access and download it. The data 

included public details as well as information collected by Experian, one of the large financial institutions 

in the US that calculates credit scores. Public, financial, and private aspects of the lives of these 

households were exposed in this dataset.  

48 million personal data records  were left wide open to the public in an S3 bucket discovered 13

February 2018. LocalBlox, the owner of the data, used IP addresses combined with scraped information 

from LinkedIn, Facebook, and other such sources to put together highly detailed profiles of individuals 

without their knowledge. 

Supporting Material 

In order to see for myself just what was going on, I wrote my own script to enumerate Amazon S3 

bucket names and try to connect to them. My methodology for generating names was straightforward - 

starting with 3-character names and adding more characters as needed, bruteforce with the character 

set of all letters, digits, plus “-” and “_”. The URL of a bucket is just 

https://bucket_name.s3.amazonaws.com. 

A GET request is sent to each URL generated, and the HTTP response was examined. 200 means the 

bucket is public, 404 means the bucket does not exist, and 403 means the bucket is private. If the bucket 

is public, the XML document received in the body of the response is examined for the first “Key” 

element, which contains the name of a file. The key is appended to the URL: 

https://bucket_name.s3.amazonaws.com/key_string. The same response analysis was done on the 

response for this request, with 200 meaning the file is accessible and 403 meaning the file is private. 

11 https://www.upguard.com/breaches/cloud-leak-inscom 
12 https://www.upguard.com/breaches/cloud-leak-alteryx 
13 https://www.upguard.com/breaches/s3-localblox 

https://www.upguard.com/breaches/cloud-leak-inscom
https://www.upguard.com/breaches/cloud-leak-alteryx
https://www.upguard.com/breaches/s3-localblox


36,007 buckets total were found in the time the script was running (about 36 hours). Of these, 2,847 

(7.91%) were public, and the script was able to access the first file in 2,166 (6.02% of total, 76.08% of 

public) buckets. 

Actions 

Developers should make sure everything is configured properly. Developers should absolutely make 

sure that they are configuring things properly when first setting systems up. If the permissions are being 

set to public, it should be very clear to them exactly why it needs to be public. Even if it is public, it 

should almost certainly not be publicly writable.  

Response time of responsible parties was astoundingly slow in many of the incidents above. Some of 

the articles linked expressed a degree of frustration with how hard it was to get the data repositories to 

be set to private. If damage from such exposures is to be limited, then the parties responsible for the 

data must react quickly. In the case of misconfigured S3 buckets in particular, it is not a gargantuan task 

to change the settings for a bucket. 

Government policy can create incentives for businesses to address vulnerabilities as soon as possible. 

Potential policies could include fines for leaving private customer data exposed negligently (as opposed 

to being hacked) and for not addressing vulnerabilities within a reasonable amount of time. As it stands 

right now, I am not optimistic when it comes to companies handling leaked customer data. Much of the 

time, they are poorly motivated to protect consumers. Consumer protection is where the government 

can step in. 

The default setting for buckets should be private, and Amazon needs to explain why. As part of the 

research for this project, I created my own Amazon bucket and was relieved to learn the the default 

settings for buckets are now private. If the permission is changed to public, a box appears warning you 

that anyone in the world can access public buckets. 

Conclusion 

Everyone should be aware that their data is out there, out of their control, almost certainly in many 

places with many variations. They should also be aware that their data is not secure and assume that 

malicious parties may use that information against them. Incidents such as Cambridge Analytica as well 

as the RNC, LocalBlox, and the household data incidents listed above show that information about 



everyone is being collected, used, and sold as a commodity. As we progress further into the Information 

Age, these leaks and exposures will likely become more and more common, so people should be 

prepared to deal with the effects of them. Hopefully, however low-hanging fruit such as misconfigured 

S3 buckets will be addressed on a wider scale by Amazon. 


