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Outline for this lecture

� Part I : Assertions and Their Semantics

� Part II : Proof Rules for Programs

� Part III : Locality
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Part I

Assertions and Their Semantics
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The RAM Model

� A state (s, h) has two components,

s : Vars → Ints

h : Nats �f Ints

� Expressions (heap-free)

E ,F ,G ::= x , y , · · · | 0 | 1 | E + F | E × F | E − F

� We presume a semantics
�E� s ∈ Z
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Semantics of Assertions (plus induct defs and pure bools)

s, h |= E �→ F iff {�E� s} = dom(h) and h(�E� s) = �F � s

s, h |= emp iff h = [ ] is the empty heap

s, h |= P ∗ Q iff ∃h0, h1. h0 • h1 = h, s, h0 |= P and s, h1 |= Q

s, h |= P −−∗ Q iff ∀h�. if h�#h and s, h� |= P then s, h • h� |= Q

s, h |= false never

s, h |= P ⇒ Q iff if s, h |= P then s, h |= Q

s, h |= ∀x .P iff ∀v ∈ Ints. [s | x �→ v ], h |= P

h • h� = union when domains disjoint, undefined otherwise

h#h� means domains disjoint

Boolean constructs ¬P, P ∧ Q, P ∨ Q, ∃x .P defined in usual way from
false, ∀, ⇒. 3
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Addresses are just numbers (no messing about)

�

E �→ F0, . . . .,Fn
∆
= (E �→ F0) ∗ · · · ∗ (E + n �→ Fn)

� An offset list
(x �→ a, o) ∗ (x + o �→ b,−o)

For example, in a store where x = 17 and o = 25, the formula is true
of a heap
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Algebraic Structure

� Suppose we have ANY partial commutative monoid (H , ◦, e) .
� Determines total, ordered commutative monoid (P(H), ∗, emp)

h∈ A ∗ B iff ∃hA, hB . h = hA ◦ hB and

hA ∈ A and hB ∈ B

emp = {e}

�

� emp = “I have a heap, and it is empty” (not the empty set of heaps)
� true = p ∨ ¬p = H = “any heap will do”
� false = p ∧ ¬p = ∅ = “no heap will do”

� P(H) is (in the subset order) both

� A Boolean Algebra, and
� A Residuated Monoid: A ∗ B ⊆ C ⇔ A ⊆ B −−∗ C

� Model of Boolean BI logic (Boolean BI-algebra: O’Hearn, Pym).
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Validity

� P is valid if, for all s, h, s, h |= P.
� We use validity of P ⇒ Q as an oracle in this course. There are

automatic (e.g., Smallfoot, jStar) and interactive (via embeddings
into HOL, Coq, Isabelle) proof tools that approximate validity in
separation logic.

� Validity examples (in the particular (RAM) model)

E �→ 3⇒ E ≥ 0 Valid

E �→ – ∗ E �→ – Invalid

E �→ – ∗ F �→ –⇒ E �= F Valid

E �→ 3 ∧ F �→ 3⇒ E = F Valid

E �→ 3 ∗ F �→ 3⇒ E �→ 3 ∧ F �→ 3 Invalid

6
Thursday, August 18, 2011



Validity (continued)

� Validity examples (in the general models)

(P ∗Q) ∨ (P ∗ R) ⇐⇒ P ∗ (Q ∨ R) Valid

P ∗ (P −−∗ Q) =⇒ Q Valid

(P ∗Q) ∧ (P ∗ R) ⇐⇒ P ∗ (Q ∧ R) Invalid

Proof of the first one: P ∗ (·) is a left adjoint, hence preserves colimits.

Second one: pretty immediate.

Analysis of third one: for the exercises.
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Validity (continued)

� What does P ∗ true mean?

� More particularly, (10 �→ 3) ∗ true ??

� Valid, satisfiable, or unsatisfiable?

P ∗ true ⇐⇒ P ??

(10 �→ 3 ∗ true) ∗ ¬(10 �→ 3 ∗ true) ??

(10 �→ 3) =⇒ (10 �→ 3 ∗ true) ∗ ¬(10 �→ 3 ∗ true) ??

(10 �→ 3) ∗ true =⇒ (10 �→ 3) ∗ ¬(10 �→ 3) ??

� Satisfiability of P ∗ ¬P is like “paraconsistent” logic.
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‘Magic Wand’ in the RAM model

s, h |= P −−∗ Q iff ∀h�. if h�#h and s, h� |= P then s, h • h� |= Q

� Consider (42 �→ 7) −−∗ P .

� ‘If I can extend the heap with a cell 42 , then P will be true’ . (But
the −−∗ formula will be true also if 42 is already allocated, to
anything.)

� ‘If I can allocate 42 and initialize it to 7 , then P will be true’

� ∀x . (x �→ 3, 4) −−∗ P :
The weakest precondition of the command x:=cons(3,4);
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Part II

Proof Rules for Programs
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Programs

�
E ::= x | E + E | E − E · · ·

C ::= x :=E | x := [E ] | [E ]:=F

| x := cons(E1, . . . .,En) | dispose(E )

| skip | C ;C | if B then C else C

| while B do C
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Small Axioms
O’Hearn-Reynolds-Yang, 2001: Local Reasoning about

Programs that alter Data Structures

� For x ,m, n distinct variables,

{E �→ –} [E ]:=F {E �→ F}

{E �→ –} dispose(E ) {emp}

{x = m ∧ emp}x := cons(E1, . . . .,Ek){x �→ E1[m/x ], . . . .,Ek [m/x ]}

{x = m ∧ emp} x :=E {x = (E [m/x ]) ∧ emp}

{x = m ∧ E �→ n} x := [E ] {x = n ∧ E [m/x ] �→ n}
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Structural Rules (O’Hearn-Reynolds-Yang, 2001)1

{P}C{Q}
{P ∗ R}C{Q ∗ R} Modifies(C ) ∩ Free(R) = ∅

P � ⇒ P {P}C {Q} Q ⇒ Q �

{P �}C {Q �}

{P}C {Q}
x �∈ Free(C )

{∃x .P}C {∃x .Q}

{P}C {Q} {x1, . . . ., xk} ⊇ Free(P,C ,Q), and

xi ∈ Modifies(C ) implies

Ei is a variable not free in another Ej
({P}C {Q})[E1/x1, . . . .,Ek/xk ]

1Modifies(x := á á á) = { x} , Modifies([E ]:= á á á) = {}
5

Thursday, August 18, 2011



Remaining Constructs (Hoare, 1967)

{P ∧ B}C{P}
{P}whileB C{P ∧ ¬B}

{P}skip{P}
{P}C1{Q} {Q}C2{R}

{P}C1; C2{R}

{P ∧ B}C {Q} {P ∧ ¬B}C � {Q}
{P} ifB thenC elseC �{Q}
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Sample Derived Laws

� In-place reasoning axiom:

{10 �→ –}[10]:= 7{10 �→ 7}
{10 �→ –∗R}[10]:= 7{10 �→ 7∗R} Frame

� Weakest Precondition Axiom:

{10 �→ –}[10]:= 7{10 �→ 7}
{10 �→ –∗((10 �→ 7) −−∗ P)}[10]:= 7{10 �→ 7∗((10 �→ 7) −−∗ P)} Frame

{10 �→ –∗((10 �→ 7) −−∗ P)}[10]:= 7{P}
Conseq
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A Little Example

� We usually present proofs as “annotated programs”, like

{list(x) ∧ x �= nil}
{∃x �. x �→ x � ∗ list(x �

)}
t:= [x ]

{x �→ t ∗ list(t)}
dispose(x)

{list(t)}

� Here, two assertions in a row indiate use of the rule of consequence.

� An assertion between two commands is the Q in the sequencing rule.

� The last step uses the small axiom for dispose and the rule of

consequence on the right with the fact that emp is an identity.

� The previous statement uses the small axiom, the rule of consequence,

the existential rule.

� Exercise: Convert this into a “full proof”, where you use an oracle in

the rule of consequence step.
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Another Example
�

{emp}
x := cons(a, a)

{x �→ a, a}
t:= cons(b, b)

{(x �→ a, a) ∗ (t �→ b, b)}
[x + 1]:= t − x

{(x �→ a, t − x) ∗ (t �→ b, b)}
[t + 1]:= x − t

{(x �→ a, t − x) ∗ (t �→ b, x − t)}
{∃o. (x �→ a, o) ∗ (x + o �→ b,−o)}

� This is an offset list, as before
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Completeness

! Using the small axioms and structural rules, we can derive all true
triples about basic statements (weakest precondition, then it follows).

! Then, we can get relative (Cook) completeness for entire
programming language.

! There is a limit to how far we can go, because of fundamental
negative results of Ed Clarke.

! These are just remarks, which I make because I am often asked.
Please don’t overestimate the importance of completeness.
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About Modifies sets3(probably skip this)

� The modifies clause in

{P}C{Q}
{P ∗ R}C{Q ∗ R} Modifies(C ) ∩ Free(R) = ∅

concerns s component of s, h, where ∗ deals with the h.

� Historically, in Floyd-Hoare logic there was s but no h, and s was

allowed to be altered. This is the source of the famous axiom

{P[e/x ]}x := e{P}
but also of the modifies clauses in some proof rules. Most

presentations of SL inherit this history.

� But, in many programming languages (C, Java, ML, Haskell...) the s
– the association of variable names to values (perhaps addresses) – is

not allowed to be mutated
2
’. Then the proof rules become simpler:

no modifies. This applies to program-proof tools Space Invader,

Verifast, jStar...
2s is then the “environment” in Strachey’s sense, and h is the “store’
3Modifies(x := · · · ) = {x}, Modifies([E ]:= · · · ) = {}
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Part III

Locality
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SL is pretty modular

� Frame

{P}C{Q}
{P ∗ R}C{Q ∗ R}

� Concurrency
{P}C{Q} {P �}C �{Q �}
{P ∗ P �}C � C �{Q ∗ Q �}

� Why?
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Recall the ???

{(x �→ –) ∗ P} [x ]:= 7 {(x �→ 7) ∗ P}

{true} [x ]:= 7 {??}

{P ∗ (x �→ –) } dispose(x) {P}

{true} dispose(x) {??}
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x y x y x y

[x]=y ; [y]= x
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x y x y x y

[x]=y ; [y]= x
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x y x y

[x]=y ; [y]= x
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x y x y

Error

[x]=y ; [y]= x
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Tight Specs for (nearly) Free2

� {A}Prog{B} holds iff ∀h ∈ A,
1. no error: ¬∃t. htError ∈Traces(Prog)
2. partial correctness: ∀t, h�. hth� ∈Traces(Prog) ⇒ h� ∈ B

� The “no error” clause has a remarkable consequence: touching
anything not known to be allocated in the pre falsifies the triple

� For example, suppose I tell you

{10 �→ –}C{10 �→ 25}

but I don’t tell you what C is.
� I claim C cannot change location 11 if it happens to be allocated in

the pre-state (when 10 is also allocated).
� if C changed location 11 , it would have to access location 11 , and

this would lead to Error when starting in a state where 10 is allocated
and 11 is not.

� That would falsify the triple (no error clause)

2
Error-avoiding used in Hoare-Wirth 1972, tightness observed in 2000
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Concurrency, Similarly
� {A}Prog{B} holds iff ∀h ∈ A,

1. no error: ¬∃t. htError ∈Traces(Prog)
2. partial correctness: ∀t, h�. hth� ∈Traces(Prog) ⇒ h� ∈ B

� Now, suppose I tell you

{10 �→ –}C1{10 �→ 25} and {11 �→ –}C2{11 �→ 47}

� I claim that C1 does not touch 10, and C2 does not touch 11 (from
appropriate start state). Same argument as above.

� This justifies concluding

{10 �→ – ∗ 11 �→ –}C1 � C2{10 �→ 25 ∗ 11 �→ 47}

� That reasoning is the idea behind

{P}C{Q} {P �}C �{Q �}
{P ∗ P �}C � C �{Q ∗ Q �}

in the disjoint concurrency case. A much more difficult argument
(Brookes’s tour de force) is needed to deal with synchronization.
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� This justifies concluding

{10 �→ – ∗ 11 �→ –}C1 � C2{10 �→ 25 ∗ 11 �→ 47}

� That reasoning is the idea behind

{P}C{Q} {P �}C �{Q �}
{P ∗ P �}C � C �{Q ∗ Q �}

in the disjoint concurrency case. A much more difficult argument
(Brookes’s tour de force) is needed to deal with synchronization.
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Main Messages

1. The locality/modularity of separation logic is a consequence of
semantic properties of programs.

2. Separation logic is “just a packaging” of the semantic facts.
(The logic is “only convenient”...)
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{lseg(x,nil) & x!=nil }    [42]:=nil     {???}

Question: what is the post?
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