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Administrivia
• Homework 4 is due on Thursday (4/22) 
• Q1 is individual and Q2 should be done as project teams 

• Meet your professor 1:1 by end of the month for 5 points on your final 
grade
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What we did last time!
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• Network Defenders 
• Issues they face 
• Threat modeling 

• Hackers 
• Processes and mental models 
• How to build better tools and education



What are we doing today?
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• Vulnerable populations 
• Journalists 
• Undocumented Immigrants 
• Victims of intimate partner abuse

• Other groups? 
• What makes these (and other) user groups different? 



What are we doing today?
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• Vulnerable populations 
• Journalists 
• Undocumented Immigrants 
• Victims of intimate partner abuse



Journalists



Crypto Wars

• Cryptography treated like 
weapons 
• Subject to export control 

• Fear that with strong 
cryptography the government 
couldn’t spy on protect its 
citizens 



Encrypted Email and Encrypted Phone Calls



Key Escrow



https://www.eff.org/deeplinks/2015/04/clipper-chips-birthday-looking-back-22-years-key-escrow-failures

Second Crypto Wars



November, 2020!!!



How do users try to achieve privacy online?



Private Browsing



VPNs





https://www.torproject.org/videos/Tor_Animation_en.mp4 

https://www.torproject.org/videos/Tor_Animation_en.mp4








Tor’s Protection

• Low latency anonymity system 

• Protection against a global adversary 
• Can view entire network 
• Can’t correlate input to output



Why Johnny Can’t Blow the Whistle

• Tor’s Browser Bundle (TBB) 

• Asked participants to install and 
use TBB 
• Identify “stop points” 

• Studies 
• Lab study 
• Implementation changes

USEC 2014



Identified Issues

• Launch times 
• Slow to launch and setup 

• Browsing delays 
• Browsing was delayed 

• Download Criteria 
• Unclear of which package to download 

• Windows Discriminability 
• Which window as TBB which was normal browser 

• Archive Confusion 
• Couldn’t unzip the archive and follow installation 

instructions 

• Icon Salience 
• The icon didn’t convey privacy 

• Security Measure Confusion 
• Internal security measures, like redirecting to 

duckduckgo from google, confused users



Tor Browser Today



Who uses Tor, anyway?

Mass data collection can 
have a chilling effect

The harms consist of those created by 
bureaucracies—indifference, errors, 

abuses, frustration, and lack of 
transparency and accountability



Media





Journalists



High Profile Leakers and Whistle Blowers





Remember that Glenn couldn’t encrypt
Edward Snowden Glenn Grenwald



Edward Snowden
Laura Poitras

But Laura Poitras could!



Reality Winner



Leaked information about 2016 Russian 
Election Interference



https://theintercept.com/2017/06/05/top-secret-nsa-report-details-russian-hacking-effort-days-before-2016-election/ 

Published the ORIGNAL documents in PDF

June 5, 2017

https://theintercept.com/2017/06/05/top-secret-nsa-report-details-russian-hacking-effort-days-before-2016-election/


https://www.nytimes.com/2017/06/06/business/media/intercept-reality-winner-russia-trump-leak.html

June 6, 2017



What went wrong? Why is this so hard?



What technologies and skills do journalists 
need to protect sources?
• What are the general practices of journalists 

in communicating with their sources? 
• What are the security concerns and threat 

models of journalists with respect to source 
communication? 

• What, if any, defensive strategies (technical 
or otherwise) do journalists employ to 
protect themselves or their sources? How 
and why do some possible defensive 
strategies succeed and others fail? 

• What are the needs of journalists in their 
communications with sources that are 
currently hampered or unfulfilled by 
computer security technologies?

USENIX Security 2015



Contact with sources



How they work as 
a journalist



Recruitment



Key Findings
• Driven by the source 

• Communication level set by the 
source, not the journalists 

• What the source is comfortable with is 
what the journalist will use 

• Digital divide 
• Source populations do not have access 

to or knowledge about technology 
• Habits of sources are a bigger 

hindrance than that of journalists

• Concern levels 
• More expected: govt. surveillance, 

disciplinary action against sources 
• Less expected: financial impact on 

organizations 

• Usability and adoption 
• Conflict between privacy needs and 

journalistic needs 
• Authenticating anonymous sources 

• Better general knowledge 
management, e.g., don’t just use 
google doc or evernote

What would you expect?



Choice of communication technology

• Conflict between removing 
barriers for communication and 
keeping the source safe



Security Concerns



Defensive Strategies



What security tools are used



Reasons for not using security tools

Digital Divide
Usability, reliability, and education

Institutional Support



Functions impeded by security technology

• Anonymous communication may 
make it difficult for journalists to 
authenticate sources, or to 
authenticate themselves to sources 

• Using security tools may impede 
communications with colleagues who 
don’t use or understand them. 

• Constraints on communications with 
sources may reduce the quality of 
information journalists can get



First Contact Problem



Recommendations for Security Community

• First contact and authentication 
• Post special sentence on twitter 
• Use tools similar to keybase  

• Metadata protection 
• Legally and largely unprotected 

• Focus on Sources 
• Who and what is being protected is 

slightly different than traditional 
threat models

• Knowledge Management 
• Do not have a clear systemization of 

good practices  

• Understanding the journalistic 
process 
• Differs from a typical user 

• Broader applicability 
• Useful beyond journalists, like 

lawyers and dissidents



What’s going on today with news sites?



https://www.nytimes.com/tips







Maybe this is a usability success story?

• Panama Papers 
• 2TB of leaked documents about private 

bank accounts in Panama 

• Large journalistic collaboration 
• Using privacy preserving tools 
• Keep project secret until publication 

• Survey study of 118 participating 
journalists 

• Semi structured interviews with the 
designers and implementers of the 
technical systems

USENIX Security 2017



Built/Refined Special Tools for Journalists



Prior Security Experience/Practices

Are these surprising?

High or low?



Feedback about security



Making Security Required

Good or a bad thing?



What made this successful?

• Useful and necessary system 
functionality 
• Journalists had to use security and 

also had to use the systems to do 
their jobs 

• Normalizing and sustained 
emphasis on Security 
• Security practice was the norm, 

everyone used it, so not using it 
would be ineffective

• Multiple forms of secure 
communication 
• Not just pgp, but also secure 

messengers like Signal 

• Mutual respect and reciprocity 
through relationships built on 
trust 
• Journalists respected work of 

developers in building in security 
• Developers respect the work of 

journalists



Discussion

• How do we compare the Panama papers article to the prior article? 

• What other factors do you think made this such a success? 
• Why might this have worked better than other settings? 

• Can these successes be replicated in other settings? 
• What about at a university setting?
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What we did today!

• Vulnerable populations 
• Journalists 
• Undocumented Immigrants 
• Victims of intimate partner abuse



What’s next?
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• Vulnerable populations 
• Journalists 
• Undocumented Immigrants 
• Victims of intimate partner abuse


