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Administrivia
• IRB Applications are due on Thursday (10/26)

• Homework 2 is due next Thursday (11/02)

• Guest Lecture next Tuesday (10/31): 

• Johanna Gunawan, Northeastern University (IoT Privacy)


• Tomorrow CSPP Talk:

• Lily Hay Newman, Senior Technology Writer @ WIRED 

• 12pm in Cabot 205


• Example of Qualitative Coding/IRR Calculation
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• I figured out how to create a public key 
by looking at StackOverflow


• I read the reference manual to 
understand how to send the email

Resource
- Textbook

- Forum

- Website

Steps
- Generate key

- Get receiver key

- Encrypt

- Sign

- Send

C1: Forum
C2: Forum

C1: Website
C2: Textbook

C1: Generate key
C2: Generate key

C1: Send
C2: Encrypt, Sign, Send
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What we did last time!

6

• Android permissions overview

• Evolution of the permission model

• Context matters!


• Privacy managers



What are we doing today?
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• NEAT/SPRUCE Guidelines

• Wogalter Communication-Human Interaction Process

• Getting the users’ attention


• Nudges



Developer’s Perspective



User’s Perspective



• Should we even 
require them to pay  
attention?


• Do they even need 
to understand to do the 
right thing? 

• RQ: How can we get  
users to pay attention?

• RQ: How do we get users 
to understand the warning?


Users swat away warning dialogs



Warnings and the themes of the class

• Unmotivated user

• “All I want is to do this thing” 

• Uninformed user

• Security fatigue

• So many warnings, which one should I pay attention to?


• User workflow

• Interruptions and annoyances 

• And also: Users are not the enemy

• Showing a warning may not be enough

• Can’t blame a user for “clicking through” a warning when bad things happen:  

we should design better warning systems



Designing NEAT security warnings

• When is it appropriate to 
interrupt users with a 
warning dialog to ask security 
questions? 

• When presenting a security 
question to a user with a 
dialog, how should the dialog 
user interface be designed? 

SOUPS Poster 2011



Good Warnings

• Helps users determine whether they are actually at risk 

• Stops users from doing something dangerous in risky context 

• Doesn’t interfere with non-risky contexts







Is this NEAT/SPRUCE? (IE 6)
NEAT

• Necessary 

• Explained

• Actionable

• Tested

SPRUCE

• Source 

• Process

• Risk

• Unique Knowledge

• Choices

• Evidence



In pairs/small groups: Make a warning!

• Flash drives can be dangerous

• Left around with malware on them

• Spread malware across machines


• Design a warning: USB autorun detected, option to prevent or 
continue. 

• Use the NEAT and SPRUCE guidelines as you develop your design: 

http://cups.cs.cmu.edu/soups/2011/posters/soups_posters-
Reeder.pdf

http://cups.cs.cmu.edu/soups/2011/posters/soups_posters-Reeder.pdf
http://cups.cs.cmu.edu/soups/2011/posters/soups_posters-Reeder.pdf


Wogalter Model 
• Identify reasons that a 

particular warning is 
ineffective

We can ask the following questions to examine the 
different steps in Wogalter’s model: 

1. Attention Switch and Maintenance - Do users notice 

the indicators?

2. Comprehension/Memory - Do users know what the 

indicators mean?

3. Comprehension/Memory - Do users know what they 

are supposed to do when they see the indicators?

4. Attitudes/Beliefs - Do they believe the indicators?

5. Motivation - Are they motivated to take the 

recommended actions?

6. Behavior - Will they actually perform those actions?

7. Environmental Stimuli - How do the indicators 

interact with other indicators and other stimuli?



USENIX Security 2013Alice in Warning Land

• Observe “warning impressions” 
in situ using In-browser telemetry

• No need for deceptions 

• Warning message types

• Malware/Phishing

• SSL Warnings



Data Collection --- huge data collection!



Malware Warning Messages (2012/2013)



SSL Warning Messages (2012/2013)



Some Results Some warnings seem to work well, 
others work very poorly.


What is the difference between 
Malware and SSL?

# of clicks doesn’t impact clickthrough

• Hiding “proceed” button doesn’t do much



Self Signed/Invalid Authority Revoked Certificate

Malware Warning

Chrome Warnings (2019)



Is it possible to focus users’ attention on key 
information?

• Use ATTRACTORS to draw 
attention to the publisher’s name

• Force delay before users can 

install

• Force interaction before users 

can install

• Force users to read publisher 

name

SOUPS 2013



The experiment: Can you spot the difference?

suspiciousbenign



The Task

• Participants were asked to evaluate three online games

• Form contained a link to the game

• Participants must install the game 

• Ecological Validity

• “By clicking on this link you acknowledge that the website you will be directed 

to is in no way affiliated with Carnegie Mellon University, and that CMU is in 
no way responsible for the content of this website.”
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Online games evaluation survey
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Assigned game #1: Mars Buggy Online

Attention: The website whose URL appears 
above is external to this study. Our researchers 
do not control its contents
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Please enter a one-sentence description of the 
game you played

Have you ever played this game before?
Do you think this game is fun?

Were you able to play the game?
○ Yes
○ No (you will be assigned another game to 
evaluate)



32

Was there any other aspect of the game you 
thought could have been improved?
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Assigned game #2: Tom and Jerry Refrigerator 
Raid Game
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Assigned game #3: Colliderix Level Pack
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Benign condition:
“Microsoft Corporation”
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Suspicious condition:
“Miicr0s0ft Corporation”



Participant Decision Design

• Amazon Mechanical Turk

• Must complete the task they accept (otherwise, don’t earn money)


• Incentivized to finish an accepted task

• Want to minimize the time and effort on each task


• Opportunity cost


• “You can skip a game. If you do, we will assign you another.”

• It was ok to say NO but may be longer to complete 

• Time/Money vs. Security

• Install -> Take small risk, play the game, finish sooner

• Not Install -> No risk, but waste time doing another game


• All participants were DEBRIEFED after the study



Delay and Focus: Animation and Reveal



Force Interaction



ANSI Standard Warnings



Different Messaging



Some Results

Control

All attractors work well

Participants noticed when they had to type the name



Nudges

• Soft paternalistic interventions 
nudging users toward more secure 
behaviors

• Seeks to influence decisions 

without actually limiting choices
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What we did today!

• NEAT/SPRUCE Guidelines

• Wogalter Communication-Human Interaction Process

• Getting the users’ attention


• Nudges



What’s next?

• Online Tracking and Compliance
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