
Accessibility

COMP 152-1: Human Factors in Security and Privacy

1

Lecture 25

Prof. Daniel Votipka
Spring 2022

(some slides courtesy of Adam Aviv)



Administrivia
• Project presentations start on Monday (4/25)

• 10 min talk + 5 min Q&A = 15 min total

• Everyone should submit slides on Monday


• Focus group after class with Al
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What we did last time!
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• Vulnerable populations

• Journalists

• Undocumented Immigrants

• Victims of intimate partner abuse



What are we doing today?

4

• Accessibility

• Visually Impaired

• Passwords

• CAPTCHAs


• Older Adults

• Are they different from younger adults?



Usability for Visually Impaired Users



Visual Impaired Design

https://www.youtube.com/watch?v=1by5J7c5Vz4


UX Accessibility Guidelines



Security and Privacy for  
Visually Impaired Users



Visual Impairment in Authentication

• Contextual Inquiry

• Visit participants at places where 

they regularly used computers or 
mobile devices


• Identify inaccessibility within the 
design

• Clutter graphics/flash/web 

elements


• Screen readers offer limited 
support

SOUPS 2015



Contextual Inquiry

• Visit participants where they actually live and work and use computing equipment


• Observation

• View and talk with participant as they perform the tasks


• Mutual Understanding

• Acknowledge the user as the expert and the researcher is not there to solve the problem or 

tell them how to do the interaction


• Discussion

• Review a set of participants concerns

• Semi-structured additions



Procedure

• Semi-Structure Interview

• Computer and internet usage


• Authentication tasks

• Log into computer


• Log into email, banking, social media

• Authenticate on their phone


• Think allowed during task

• Speak about what they are doing 

while doing it

• Audio and video recordings

• Did not record actual usernames 

and password


• Two researchers


• 60-90 minutes


• $30 minutes

• $10 for referrals (snowballing)

Why might they need referrals?



Anything else you notice?

Thoughts on average task timing



https://www.freedomscientific.com/products/software/jaws/



https://youtu.be/q_ATY9gimOM

How screen readers are used

https://www.youtube.com/watch?v=q_ATY9gimOM


Difficulties with Login Task



Difficulties with Login Task



Locating/Identifying Page Elements

“I didn’t know it was a button. I thought it was a link, so, that’s 
the trick. If you, if you don’t find it one way, you look for it 
another way." 

P7 used her instinct to try and find any authentication-related 
links and was puzzled as to why she couldn’t find any. For 
example, she became perplexed while locating links beginning 
with the letter ‘L’ but no links saying ‘log in’: “No, that’s not 
there, either...oh, let’s see...” 

“Come on...why doesn’t it ask me to sign in? It wants me to get 
into the Rewards thing, you know? I’ve gotta find out...” 

wants me to follow on Twitter, and yada, yada... [sighs]... Yep, 
they’ve changed this. Uh, let’s see.” 



Difficulties with Login Task



Determining who is logged in

However, he needed to find the name of the other user to 
confirm and finally did so after frustratingly combing his way 
through the Gmail Sign-In page in an effort to locate the other 
user’s account: “OK, there it is... so that’s her email.” 

“sometimes it’s ‘log in as another user’, sometimes it’s ‘sign in 
as another user’, sometimes it’s ‘change user’.” 

“unfortunately, this is somethin’ that we run into a lot, is, you 
don’t know what they call things, and every time they update the 
website, you have to re-learn how to do it.” 



Difficulties with Login Task



Delays from Screen Readers



Difficulties with Login Task



Verifying a successful authentication

• Hard to determine if logged in 
based on the page feedback

• Search for negative results


• Lack of sign in


• Elements there after sign in

• “Your account”

• “Manage your content and devices”


• Find your username on the page

• Like your email 





Difficulties with Login Task



Limitations of Assistive technology

• Password masking

• JAWs verbally conceals passwords

• How do you know if you’ve 

mistyped? 

• “Give people options. If they want to 

mask the password, then they can 
choose to do that, but if they don’t 
want to, if there was a checkbox that 
you could check and say, ‘don’t mask 
the passwords for me logging in,’ so 
then you could hear it and know if you 
did it right or not. That would make it 
easier.” 

• Lack of screen reader output for 
error messages

• “It’s not talking to me. So I’m 

waiting. I’m sitting here thinking, 
‘OK.’ Either it’s gonna do 
something in a few seconds or it’s 
not’, but I don’t know.” 



Password Recovery

• Screen readers struggle with reading passwords

• Temporary password sent to a user in email that needs to be typed


• “You’re not always able to get the information on the screen, and you 
have to get somebody to come in and read you the temporary 
password. You know, ‘H-J-3-9-4-8-4-9-6-9-1,’ etc., and then, you got to 
try to remember it.” 



Mobile Authentication

• Most did not lock their device

• To much of a “hassle”


• “No, it is not password-protected, and that’s only because I can’t see 
what’s on the dim phone screen in bright areas. I won’t be able to see 
it if I’m outside. Like, every time you get a text, you have to put your 
password in, I get confused.” 



CAPTCHAs and Visual Impairment



What about captchas? 

And what happens with a screen reader?



Modern Captchas

• Click the box … but how do you 
do that if you’re blind?



Audio Captcha



Improving CAPTCHAs for Screen Readers 
SOUPS 2020



Designs

Notice that non-control consider screen readers by either

• Adding pauses

• The response is a single item



Some results …



Discussion

• How unique are these experiences to visual impaired as compared to 
generic users?


• How might technology has changed since 2015 (2014) that might 
improve some of these situations?

• Do you think some of these design issues have improved?


• Are there other security/privacy considerations not presented here?



Privacy and Security for  
Older Adults



Technological and Accessibility  
Challenges with Older Adults
• Digital Literacy

• Less knowledge of internet security hazards

• Use technology less frequently 

• Lack of efficacy


• Declining physical and mental abilities

• Dexterity for entering security credentials reliably

• Understandings and mental models of how security and privacy  

operates online



Threat Models and Mitigations

• How do older adults situation 
amplify their risks?


• What are older adults mental 
models for security and privacy 
concerns?


• What are older adults mitigation 
strategies?

SOUPS 2019



Methods

• Semi structured interviews

• 1-1.5 hours


• Discussion

• Privacy- and security-related concerns 

and threats

• Risk management strategies

• Thematic Coding

• Four total coders

• Two coders coded each transcript


• Annotated excerpts


• Resolved disagreements

• 3 of 4 coders to move forward



Participants

• 65-95 Years Old

• Mean 76


• 65% Female

• 76% White/Caucasian

• 44% Advanced Degree

• 63% Live alone



Devices and Usage



Privacy and  
Security Threats
• Solove’s Taxonomy


• Information Collection


• Information Processing


• Information Dissemination


• Privacy Invasions



Privacy and Security Threat Models 
(Information Collection)
• Lack of transparency about 

information gathering and people’s 
inability to control it

• Synchronization viewed as a  

“black box”

• “I was concerned that [...] you think 

you know what shares, but stuff can 
wind up on another computer so easy 
with an Apple.” “The sharing just 
surprises me sometimes. You don’t 
know how stuff can go from one to the 
other, you are surprised it’s there.” 
(P123). 

• Information used as unsolicited 
marketing, particularly from 
technologies like smartTVs

• “It’s scary. Just like, it invades—if the 

government were to put a 
microphone in everybody’s house and 
listen to everything you say, people 
would object. But they are voluntarily 
putting these devices in their homes 
and it’s doing the same thing,” P108 



Privacy and Security Threat Models 
(Information Collection)
• Privacy from bystanders


• “All my charge cards, all my whatever, 
everybody knows exactly what I’m 
doing, even though I never put it on a 
computer. It’s on a computer from 
someplace else. [...] Every phone call 
you make is recorded somewhere,” 
P43. 

• Personification of data collection

• “Whenever you look something up, 

you get an ad. So a lot of people are 
reading what you do,” P5 


• “The computer [...] probably tracks 
what you are watching, what you are 
going to, what you are inquiring 
about, and keeps a record of it 
internally. [Interviewer: For what 
reason?] Because Steve Jobs made it 
that way. To track data,” P69 


• “On Facebook, I started—and then 
they have this Zuckerberg thing about 
what they were capturing,” P104)



Information Collection in Senior Care

• “Care Surveillance”

• Monitoring by family members, 

medical staff, or facilities, e.g., via 
video or other digital means

• “There are sensors so that if you 

don’t go up and go to the bath- 
room, someone will come down the 
hall and see if you are okay,” (P69) 

• Understood as benign but can 
still induce anxiety

• “I know a lot of these devices have 

cameras in them, and rightly so 
because they are designed to be 
helpful, but you know, it’s always a 
concern, I think, when you are 
using some of the new electronic, 
is how private are the things that 
you do,” P22 



Privacy and Security Threat Models 
(Information Processing)
• Understood data could be aggregated to 

invade privacy, but thought risk was 
unlikely

• If I were the evil genius, who had that 

record, I think I could [...] probably tell you 
more about yourself than you would know 
about yourself. Or I may be exaggerating, 
but not too much. [I: Do you believe 
anyone has the record on you?] I hope not, 
but, you know... I think most people would 
find it rather boring, but... [I: Do you think 
there’s some evil genius exists somewhere 
in the world?] N-n-no, no. This is a 
hypothetical,” P51 

• Limits willingness to engage in online 
political discourse

• “I am always chatting about politics and, 

even on the phone, sometimes I hesitate 
because I know they cap all that 
information,” P46; “I would do a [Facebook] 
Like, or submit, and now I’ve decided not to 
do that because you just don’t know what’s 
being captured. But I really want to support 
those [political figures]. I don’t think we 
know enough about what’s being 
captured,” P104 


• Medical fraud and scams 

• “I got a bill from the hospital for $26,000. 

They had padded it. [...] I can’t prove that 
none of that stuff happened,” P5 



Privacy and Security Threat Models 
(Information Dissemination)
• Data being sold for profit


• “If it’s confidential and private, I don’t care 
if they have all my information. [...] As 
long as [...] it wouldn’t be abused, or I’d 
get a bunch of salesmen calling me trying 
to sell a device or a pill or something,” P10 


• Desire for safeguards

• “I would just like to see some kind of 

safeguard [...] in the technology so that 
strangers [...] don’t have access to 
knowing everything about you, because 
strangers don’t really need to know,” P47 

• Purposeful disclosure being used for 
illegitimate purposes

• “I no doubt shared my social security 

number with some other benevolent 
entity [...] but that someone decided that 
that might be of value in the open 
market,” P51 


• Purposeful disclosures not being shared

• “I wish [doctors] would share [my medical 

records with each other], but they don’t. 
It’s so compartmentalized that it’s [...] 
really frustrating. [...] It’s a benefit and 
it’s a curse, [...] because [...] unless you 
tell them, [...] they don’t know what is 
going on with the [other] doctors in your 
life,” P46 



Privacy and Security Threat Models 
(Privacy Invasion)
• Physical incarnations

• “When you are having a private 

discussion with someone, you 
ought to be able to feel that it’s as 
private as those that are involved 
in it are willing to be, you know. 
You can’t obviously be sure that 
they won’t go blabbing it all to the 
next person they talk to, but, I 
wouldn’t want technology doing 
that for me,” P15 

• Decision Making

• “I think that they expected that 

Facebook information would be 
effective in addressing specific 
group of voters. When you think 
about it, it is not far-fetched. It is 
perfectly reasonable,” P121 



Device Ownership

• Public Devices

• Blood pressure monitors

• Issues of high costs or lack of 

perceived utility

• Misconceptions about risk


• “That’s another reason why I don’t 
want a home computer. I go to the 
library, and if [the computers there] 
crash, they’ll deal with it. [...] If I had 
one, and it crashed [...] I’d just leave it 
off. I don’t want to have to pay for the 
repairs,” P10 

• Second-Hand Devices

• “Grandpa gets the oldest phone. 

When they get upgraded, the 
phones trickle down. [...] I am 
thrilled with it, and it is too old for 
anyone else to use in that 
household,” P121 

• Old data on the phone

• Lack of security updates over time



Managing Privacy and Security Risks

• Pessimism/loss-of-control

• “I wish they would take the word privacy out of 

the dictionary. There is no such thing anymore. 
[...] I think it’s the genie out of the box. I don’t 
think it can be addressed,” P43 


• Lack of knowledge and skills to protect data

• “I’m not sophisticated when it comes to all 

these electronic gadgets and so I don’t know 
what the possibilities are for control that is 
unavailable to hackers and thieves,” P20 

• Attribution to age

• “Don’t forget, I’m old. And some things [...] you 

just sort of have to let go and you don’t want 
to use your energy at it. [...] I want my 
information back and they say no, sometimes 
you just have to go ahead [...] Not everybody 
can fix everything. You just have to live with 
the consequences. That’s why you shouldn’t be 
saying nasty things on the Internet, because it 
comes back to haunt you and you can’t fix 
them,” P107 


• Privacy should be restored

• “I value privacy. I don’t necessarily want 

anyone who wants information about me to be 
able to get it too easily, and too cheaply. If 
they are going to get it, I want them to work 
for it, and pay for it, as a way of discouraging 
them,” P113 



Managing Passwords

• “I have a list of [passwords], and 
sometimes the computer will 
remember them, which is helpful, 
and then sometimes not. I have it 
written down and sometimes 
they make you change the 
password and I forget to write it 
down,” P6 

• “I use the same password for 
everything and I have used the 
same password for years. Even 
though we have been advised 
not to do that. [...] It’s hard 
enough for me to come up with a 
password that I can remember 
and not write down—they tell 
you not to write it down so I 
don’t do that,” P110



Misconceptions and Blind Spots

• Information Flow

• Misconceptions where data is collected, 

transferred and used

• Which devices are Internet connected


• Data Persistence

• What does it mean to permanently delete 

information

• Overwritten rather than stored 

permanenetly 


• Helpless to find solutions

• Loss of control of information, and unable 

to reclaim it

• Reliance on ineffective measures

• Scam “security services”

• Identity insurance


• Over confidence in a product

• Apple is not vulnerable


• Ineffective protections

• Changing password regularly


• Mitigate consequences rather than risks

• Call blockers vs. removal from call lists 



Belief in nothing to hide

• “Who would really care how 
many steps a day I take? [...] I 
can’t see how anybody could use 
that information to make money. 
[...] Unless maybe they wanted to 
sell me some exercise equipment, 
like a treadmill. [...] I don’t see 
that as a realistic possibility of 
ever happening,” P7 



Discussion

• Did we learn new things about older adults or about privacy risks/
threats generally?


• How unique are these findings compared to other papers we’ve read 
this semester? 

• What makes this paper older-adult relevant or just generally relevant?



How does this compare to younger users?

USENIX Sec’21PoPETS’21



Comparing Privacy Concerns  
via “drawmetrics”



Developed set of hypotheses from Study 1 to 
evaluate in Study 2 via closed-form survey
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What we did today!

• Accessibility

• Visually Impaired

• Passwords

• CAPTCHAs


• Older Adults

• Are they different from younger adults?



What’s next?
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• Final Presentations!!

Wednesday (4/27)

1. Changhao, Xue, and Hanfeng
2. Xenia and Robert
3. Joe, Hongyue, and Paul
4. Sruthi and Alan
5. Matthew and Emmett

Monday (4/25):

1. Steven, Tejas, and Xinhang
2. Hiba and Khanh
3. Syed, Ron, and Gun
4. Eli and Katie
5. Zoe, Yifan, and Jailing

Monday (5/2)

1. Thomson and Alexander
2. Vanessa, Mateo, and Zongyan
3. Nick, Max, and Carson
4. Sarah


