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I n t r o d u c t i o n  

S y s t e m  r e l i a b i l i t y  is  an  i m p o r t a n t  a s p e c t  of  
o p e r a t i n g  s y s t e m  c o n s t r u c t i o n .  B e c a u s e  of t h i s ,  
a n u m b e r  of r e s e a r c h e r s  h a v e  p r o p o s e d  d e s i g n  
m e t h o d o l o g i e s  [ e . g . ,  1 , 2 , 3 ]  w h i c h  a r e  i n t e n d e d  
to  p r o d u c e  m o r e  r e l i a b l e  s o f t w a r e .  A l t h o u g h  the  
m e t h o d o l o g i e s  d i f f e r ,  t h e r e  s e e m  to be  s o m e  
i m p o r t a n t  p r o p e r t i e s  t h a t  t h e y  h a v e  in  c o m m o n .  

One p r o p e r t y  is  the  d e c o m p o s i t i o n  of the  
s y s t e m  in to  c o m p o n e n t s  o r  m o d u l e s  w h i c h  m a k e  
a s  f ew  a s s u m p t i o n s  as  p o s s i b l e  a b o u t  the  o t h e r  
c o n a p o n e n t s .  We w i l l  c a l l  t h i s  the  " m i n i m a l  
a s s u m p t i o n s "  p r o p e r t y .  M i n i m i z i n g  the  a s s u m p -  
t i o n s  one  c o m p o n e n t  m a k e s  a b o u t  a n o t h e r  c o m p o -  
n e n t  m e a n s  tha t  s u b s e q u e n t  m a i n t e n a n c e  and  
e x t e n s i o n s  c a n  be  done  w i t h  a s m a l l e r  p r o b a -  
b i l i t y  of i n t r o d u c i n g  e r r o r s .  A p r o g r a m m e r  is  
l e s s  l i k e l y  to o v e r l o o k  c r i t i c a l ,  o b s c u r e  i n t e r -  
c o n n e c t i o n s  if  s u c h  i n t e r c o n n e c t i o n s  a r e  s e v e r e l y  
r e s t r i c t e d .  

A n o t h e r  i m p o r t a n t  p r o p e r t y  of the  m e t h o d -  
o l o g i e s ,  a l t h o u g h  s o m e w h a t  l e s s  u n i v e r s a l ,  i s  
t h a t  t he  c o r r e c t n e s s  of  e a c h  m o d u l e  s h o u l d  be  
d e m o n s t r a t e d .  T h a t  i s ,  it s h o u l d  be  p o s s i b l e  to 
p r o v e ,  o r  a t  l e a s t  c o n v i n c e  s o m e o n e  e l s e ,  t h a t  
the  c o m p o n e n t  w o r k s  as  i n t e n d e d .  

The  d e v e l o p m e n t  of t h e  p a p e r  is  b a s e d  on 
the  a s s u m p t i o n  t h a t  t he  b e s t  w a y  to s u p p o r t  t h e s e  
m e t h o d o l o g i e s  is  to p r o v i d e  a s y s t e m  b u i l d i n g  
l a n g u a g e ,  c a l l e d  the  OS l a n g u a g e ,  w h i c h  is  
c l o s e l y  i n t e g r a t e d  w i t h  the  o p e r a t i n g  s y s t e m  
f e a t u r e s .  T h i s  c o n c e p t  is  no t  n e w .  F o r  e x a m p l e ,  
M u l t i c s  [4] w a s  i m p l e m e n t e d  in  P L / I ,  and  the  
o p e r a t i n g  s y s t e m  r u n s  in  and  p r o v i d e s  a P L / I  
e n v i r o n m e n t  in  w h i c h  m o s t  o p e r a t i n g  s y s t e m  
f a c i l i t i e s  a r e  a v a i l a b l e  as  P L / I  c a l l a b l e  f u n c -  
t i o n s .  

The  m a i n  i s s u e  a d d r e s s e d  in t h i s  p a p e r  is  
t h i s :  Wha t  s e t  of l a n g u a g e  f e a t u r e s  a r e  h e l p f u l  in  
o b t a i n i n g  the  p r o p e r t i e s  d e s i r e d  of the  m e t h o d -  
o logy ,  and  how s h o u l d  t h e s e  f e a t u r e s  be  i n t e -  
g r a t e d  w i t h  the  o p e r a t i n g  s y s t e m  f a c i l i t i e s ?  T h e  

t h e s i s  is  t ha t  p r o c e d u r e s ,  p a r t i c u l a r l y  p r o c e -  
d u r e s  w h i c h  c a n  r e t u r n  p r o c e d u r e s  as  t h e i r  
r e s u l t ,  a r e  the  p r o p e r  m e c h a n i s m  f o r  m o d u l a r -  
i z i n g  b o t h  p r o g r a m s  and  d a t a .  F u r t h e r m o r e ,  
the  n a t u r a l  a c c e s s  c o n t r o l  a p r o c e d u r e  p r o v i d e s  
s h o u l d  be  e n f o r c e d  by  the  p r o t e c t i o n  m e c h a n i s m  
of  t he  o p e r a t i n g  s y s t e m ;  t h u s ,  p r o v i d i n g  t h e  u s e r  
w i t h  a n a t u r a l ,  e a s y - t o - u s e  p r e s e n t a t i o n  of the  
p r o t e c t i o n  f a c i l i t i e s .  We wi l l  u s e  the  t e r m  
p r o c e d u r a l  e n c a p s u l a t i o n  to  r e f e r  to t he  t e c h n i q u e  
of  r e p r e s e n t i n g  s y s t e m  c o m p o n e n t s  in t e r m s  of 
one  o r  m o r e  p r o c e d u r e s  s u c h  t h a t  i n t e r a c t i o n s  
a m o n g  c o m p o m e n t s  a r e  l i m i t e d  to p r o c e d u r e  
c a l l s .  

A.__n E x a m p l e  

U s i n g  p r o c e d u r e s  to m o d u t a r i z e  p r o g r a m s  
is  w e l l  k n o w n  and  w i l l  no t  be  d i s c u s s e d  h e r e .  
T h e  e x a m p l e  w i l l  i l l u s t r a t e  how p r o c e d u r e s  c a n  
be  u s e d  to r e p r e s e n t  a n o t h e r  c l a s s  of s y s t e m  
c o m p o n e n t s ,  d a t a  o b j e c t s ,  w h i c h  a r e  no t  
n o r m a l l y  e x p r e s s e d  a s  p r o g r a m s .  We h a v e  
c h o s e n  to u s e  the  s t r e a m  o b j e c t s  of OS6 a s  o u r  
e x a m p l e  b e c a u s e  t h e y  a r e  f a i r l y  t y p i c a l  of the  
d a t a  o b j e c t s  t h a t  one  f i n d s  in  an  o p e r a t i n g  sy s t e r rx  
OS6 is  an e x p e ' r i m e n t a l  o p e r a t i n g  s y s t e m  d e v e l -  
o p e d  by  the  P r o g r a m m i n g  R e s e a r c h  G r o u p  a t  
O x f o r d  [5, 6], The  s t r e a m  o b j e c t s ,  w h i c h  a r e  
u s e d  f o r  a l l  i npu t  and  o u t p u t  of i n f o r m a t i o n  on  
OS6, a r e  i n t u i t i v e l y  a s e q u e n t i a l l y  o r d e r e d  
c o l l e c t i o n  of d a t a  u n i t s .  T h e y  a r e  d e f i n e d ,  
h o w e v e r ,  a s  any  o b j e c t  to w h i c h  a c e r t a i n  g i v e n  
s e t  of o p e r a t i o n s  is  a p p l i c a b l e .  The  o p e r a t i o n s  
and  an  i n f o r m a l  d e f i n i t i o n  of e a c h  in  t e r m s  of an 
i n t e r n a l  c u r r e n t  p o s i t i o n  i n d i c a t o r  a r e :  

N E X T  r e t u r n s  the  d a t a  u n i t  d e s i g n a t e d  
by  the  i n t e r n a l  p o s i t i o n  i n d i c a t o r  
a n d  m o v e s  the  p o s i t i o n  i n d i c a t o r  
to the  s e q u e n t i a l l y  n e x t  d a t a  u n i t .  

OUT p u t s  a d a t a  u n i t  in to  the  s e q u e n -  
t i a l l y  n e x t  p l a c e  in  the  s t r e a m  and  
m o v e s  the  i n t e r n a l  p o s i t i o n  
i n d i c a t o r .  
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PUTBACK t a k e s  t he  d a t a  u n i t  g i v e n  a s  a n  o p e r  - 
and ,  c h a n g e s  t h e  i n t e r n a l  s t a t e  so  
t h a t  t h a t  d a t a  u n i t  a p p e a r s  to i m m e -  
d i a t e l y  p r e c e d e  t he  d a t a  u n i t  c u r -  
r e n t l y  i n d i c a t e d  b y  the  p o s i t i o n  
i n d i c a t o r ,  a n d  t h e n  m o v e s  t h e  
p o s i t i o n  i n d i c a t o r  to t he  n e w l y  a d d e d  
d a t a  u n i t .  

ENDOF returns true if the end of the stream 

has been reached, and false other- 

wise. 

T h e r e  a r e  a l s o  s e v e r a l  h o u s e k e e p i n g  o p e r a t i o n s  
w h o s e  e x a c t  f u n c t i o n  i s  n o t  r e l e v a n t  to t he  
example. 

A stream is uniformly represented by a 

vector of entry points, one for each of the above 

operations. And, because the OS6 system 

language does not provide true function returning 

functions, the state information needed by these 
entries (a position indicator, a pointer to the 

stream data and the information necessary to 

represent data which has been put back) is also 

stored in the vector. 

W i t h i n  a p r o g r a m ,  a u s e  of a s t r e a m  o p e r -  
a t i o n  i s  t r a n s l a t e d  i n t o  c o d e  to c h o o s e  t he  a p p r o -  
p r i a t e  e n t r y  p o i n t  f r o m  the  s t r e a m  o b j e c t  v e c t o r  
a n d  to c a l l  t h a t  e n t r y  p o i n t  w i t h  t he  a r g u m e n t s  
g i v e n  to t h e  s t r e a m  o p e r a t i o n .  A p o i n t e r  to  t he  
v e c t o r  i s  i n c l u d e d  a m o n g  t h e  a r g u m e n t s  s o  t he  
s t a t e  i n f o r m a t i o n  w i l l  be  a c c e s s i b l e .  

A n e w  t y p e  of  s t r e a m  o b j e c t  c a n  be  d e f i n e d  
b y  c h o o s i n g  a r e p r e s e n t a t i o n  f o r  t he  d a t a  in  the  
stream and the state information, and then 

writing procedures to implement each of the 

stream operations on that representation. A 

particular stream object of that type can then be 

created by obtaining sufficient space for the 

representing vector, putting the entry point of 

each of the new procedures in the appropriate 

vector element, and initializing the state infor- 

mation used by those procedures. 

Encapsu l a t i o_n .  

T h e  r e p r e s e n t a t i o n  of e a c h  s t r e a m ,  a n d  i n  
f a c t  t h e  w a y  a p r o g r a m m e r  w o u l d  t h i n k  a b o u t  a 

s t r e a m ,  is  in  t e r m s  of t he  s e t  o f  p r o c e d u r e s  
w h i c h  i m p l e m e n t  the  o p e r a t i o n s  d e f i n e d  o n  
s t r e a m s .  T h e  r e p r e s e n t a t i o n  of t he  s t r e a m  s t a t e  
a n d  c o n t e n t s ,  a l t h o u g h  a c c e s s i b l e ,  n e e d  n o t  be  
m a n i p u l a t e d  d i r e c t l y  by  t h e  p r o g r a m m e r .  W h e n  
o n l y  t h e  d e f i n e d  o p e r a t i o n s  a r e  u s e d ,  a p r o g r a m  
i s  i n d e p e n d e n t  of  t h e  p a r t i c u l a r  r e p r e s e n t a t i o n  
c h o s e n  f o r  a s t r e a m .  T h e  t e r m  " p r o c e d u r a l  
e n c a p s u l a t i o n "  i s  d e r i v e d  f r o m  t h e  f a c t  t h a t  the  
p r o c e d u r e s  e n c a p s u l a t e  o r  i s o l a t e  t h e  r e p r e s e n -  
t a t i o n a l  aspects of the data. 

S u p p o r t  f o r  t h e  M e t h o d o l o g i e s  

U s i n g  t he  t e c h n i q u e  of e n c a p s u l a t i o n ,  a d a t a  
t y p e  i s  c o m p l e t e l y  c h a r a c t e r i z e d  b y  t he  s e t  of  
o p e r a t i o n s  d e f i n e d  on  t h e  d a t a  of  t h a t  t y p e  a n d  t h e  
o b s e r v a b l e  r e l a t i o n s h i p s  b e t w e e n  t h o s e  o p e r a -  
t i o n s .  T h e  a v a i l a b l e  o p e r a t i o n s  c a n  be  d i v i d e d  
i n t o  two  c l a s s e s .  T h e r e  a r e  o b s e r v a t i o n  o p e r -  
a t i o n s ,  s u c h  a s  E N D O F ,  w h i c h  m a k e  p o r t i o n s  of  
t h e  c o n t e n t  o r  s t a t e  of  t h e  d a t a  o b j e c t  v i s i b l e ,  a n d  
t h e r e  a r e  m o d i f i c a t i o n  o p e r a t i o n s ,  s u c h  a s  O U T  
a n d  P U T B A C K ,  w h i c h  c h a n g e  t he  c o n t e n t  o r  
s t r u c t u r e  of t he  d a t a  o b j e c t .  It i s  s o m e t i m e s  t he  
c a s e ,  h o w e v e r ,  t h a t  a s i n g l e  o p e r a t i o n ,  s u c h  a s  
N E X T ,  c o m b i n e s  a m o d i f i c a t i o n  (to t he  p o s i t i o n  

i n d i c a t o r )  w i th  a n  o b s e r v a t i o n .  

T h i s  v i e w  of d a t a  c a n  be  f o r m a l i z e d  by  
f o r m a l i z i n g  t he  r e l a t i o n s h i p s  b e t w e e n  the  c h a r a c -  
t e r i z i n g  o p e r a t i o n s .  F i r s t ,  i t  i s  n e c e s s a r y  to 
f o r m a l l y  s p e c i f y ,  i n  t e r m s  of t h i s  o r  o t h e r  
d e f i n e d  d a t a  o b j e c t s ,  w h a t  w i l l  r e s u l t  f r o m  the  
a p p l i c a t i o n  of  e a c h  o b s e r v a t i o n  o p e r a t i o n .  T h e n  
t he  m o d i f i c a t i o n  o p e r a t i o n s  c a n  be  f o r m a l l y  
d e f i n e d  in  t e r m s  of t h e i r  e f f e c t s  u p o n  s u b s e q u e n t  
a p p l i c a t i o n s  of t he  o b s e r v a t i o n  opera t ions '~ 'L  T h i s  
f o r m a l i z a t i o n  m a k e s  i t  p o s s i b l e  to d e f i n e  a n d  
p r o v e  t h e  c o r r e c t n e s s  of  a p a r t i c u l a r  r e p r e s e n -  
t a t i o n  of t he  d a t a  o b j e c t .  T h u s ,  p r o c e d u r a l  
e n c a p s u l a t i o n  s a t i s f i e s  t he  " d e m o n s t r a t i o n  of 
c o r r e c t n e s s "  p r o p e r t y .  

Procedural encapsulation also supports the 
"minimal assumptions" property. When each 

module is a set of related procedures, the 

assumptions about one module which can be 
exploited by another module are limited by the 

ways in which each procedure can access other 

procedures. In most higher level languages, the 
semantics of the language limit access between 

procedures to calls on the specified entry points 

of the procedures. If the use of block structured 

or nested procedures is allowed only within a 

module, then data declared local to one module 

is inaccessible to all other modules. Therefore, 

the only assumptions a module can exploit are 

assumptions about the names of entry points in 

other modules and the arguments each entry 

point requires. 

Note that in discussing access restrictions 

we are referring only to the types of access 
actually defined in the language and not to the 

types of access allowed by an implementation. 

;:-~Operations which combine modification 

with observations yield multiple results. Fol- 

lowing established mathematical practice, such 

functions can be represented by a set of functions, 

one for each component of the range. Each com- 
ponent function can then be defined as a simple 
observation or modification function as the case 

may be. 
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In  m a n y  c a s e s ,  t h e  o p e r a t i n g  s y s t e m  on  w h i c h  t h e  
c o d e  f o r  t h e  p r o c e d u r e s  i s  r u n  a l l o w s  u n l i m i l e d  
a c c e s s  o r  o n l y  w e a k l y  c o n t r o l l e d  a c c e s s  to  p r o c e -  
d u r e s  a n d  t h e i r  l o c a l  d a t a .  A n  a p p r o a c h  to  o p e r -  
a t i n g  s y s t e m  s u p p o r t  f o r  l i m i t i n g  t he  a c c e s s i -  
b i l i t y  of  p r o c e d u r e s  i s  d i s c u s s e d  b e l o w .  

L a n g u a g e  F e a t u r e s  f o r  P r o c e d u r a l  E n c a p s u l a t i o n  

On e  p r o b l e m  w i t h  t he  OS6 r e p r e s e n t a t i o n  of 
a p r o c e d u r a l l y  d e f i n e d  d a t a  o b j e c t  i s  t h a t  t he  
v e c t o r  w h i c h  r e p r e s e n t s  t he  s y s t e m  o b j e c t  i s  
a c c e s s i b l e  to  t h e  u s e r  a s  a v e c t o r .  T h e r e  i s  no 
p r o t e c t i o n  f o r  t h e  s t a t e  i n f o r m a t i o n ,  a n d  t he  d a t a  
r e p r e s e n t a t i o n  i s  e x p o s e d  to  t h e  u s e r l s  v i e w .  A 
s o l u t i o n  to t h i s  p r o b l e m  is  to  e n c a p s u l a t e  tha~ 
i n f o r m a t i o n  in  t h e  p r o c e d u r e s  w h i c h  r e p r e s e n t  
t h e  d a t a  o b j e c t .  If s u c h  p r o c e d u r a l  o b j e c t s  a r e  
to  be  c o n s t r u c t a b l e  w h i l e  t h e  p r o g r a m  i s  i n  e x e -  
c u t i o n ,  t h e n  we a r e  l i m i t e d  to a p p r o a c h e s  w h i c h  
a l l o w  p r o c e d u r e s  to be  r e t u r n e d  a s  t he  r e s u l t  of  
a p r o c e d u r e .  

B e c a u s e  i n f o r m a t i o n  m u s t  be  p r e s e r v e d  
b e t w e e n  i n v o c a t i o n s  of  t h e  p r o c e d u r e  o r  p r o c e -  
d u r e s  w h i c h  e n c a p s u l a t e  t he  i n f o r m a t i o n ,  i t  
c a n n o t  be  r e p r e s e n t e d  b y  A L G O L - l i k e  l o c a l  
v a r i a b l e s  w h i c h  a r e  r e a t l o c a t e d  on  e v e r y  c a l l .  
T h i s  p r o b l e m  m a y  be s o l v e d  i n  one  of  two  w a y s  
d e p e n d i n g  on  w h e t h e r  o r  n o t  t h e  OS l a n g u a g e  i s  
b l o c k  s t r u c t u r e d .  In b o t h  a p p r o a c h e s  to  t he  
p r o b l e m ,  we  w i l l  assume t h a t  n e w  instances of 
t h e  d a t a  t y p e  b e i n g  r e p r e s e n t e d  a r e  r e t u . n e d  a s  
t h e  r e s u l t  of  i n v o k i n g  a p r o c e d u r e  w h i c h  c o n -  
s t r u c t s  a p r o c e d u r a l  r e p r e s e n t a t i o n  o f  t he  d a t a .  

B l o c k  S t r u c t u r e d  L a n g u a g e s  

S u p p o s e  t h e  OS l a n g u a g e  is  b l o c k  s t r u c t u r e d  
a n d  i m p l e m e n t s  r e t e n t i o n  of v a r i a b l e s .  T h e n ,  
t h e  d e f i n i t i o n s  of  t h e  p r o c e d u r e s  r e p r e s e n t i n g  
t he  o p e r a t i o n s  o n  a g i v e n  d a t a  t y p e  c a n  be n e s t e d  
w i t h i n  t h e  p r o c e d u r e  o r  b l o c k  t h a t  i s  t h e  c o n -  
s t r u c t o r  f o r  t h o s e  d a t a  o b j e c t s .  T h e  v a r i a b l e s  
r e p r e s e n t i n g  t h e  i n f o r m a t i o n  t h a t  i s  r e q u i r e d  by  
t he  o p e r a t i o n  p r o c e d u r e s  c a n  be  d e c l a r e d  l o c a l  
to  t h e  c o n s t r u c t o r  p r o c e d u r e  o r  b l o c k  a n d  r e f e r -  
e n c e d  f r o m  e a c h  o p e r a t i o n  p r o c e d u r e  i n  t e r m s  of 
f r e e  v a r i a b l e s  w h i c h  a r e  r e s o l v e d  to t h e  c o n -  
s t r u c t o r .  R e t e n t i o n  i m p l i e s  t h a t  t he  s t o r a g e  f o r  
t h o s e  s h a r e d  v a r i a b l e s  i s  no t  r e l e a s e d  w h e n  the  
c o n s t r u c t o r  r e t u r n s ,  bu t  i s  h e l d  a s  l o n g  a s  t h e  
u s e r  h a s  a c c e s s  to  a n y  of t h e  o p e r a t i o n  p r o c e -  
d u r e s  w h i c h  r e f e r e n c e  t h e  v a r i a b l e s .  

T h e  b o d y  of t he  c o n s t r u c t o r  c o n s i s t s  of  t he  
c o d e  to i n i t i a l i z e  t he  v a r i a b l e s  s h a r e d  by  t he  
o p e r a t i o n  p r o c e d u r e s ,  a n d  the  c o d e  to r e t u r n  the  
r e p r e s e n t a t i o n  f o r  t he  d a t a  o b j e c t  b e i n g  c o n -  
s t r u c t e d .  I n i t i a l i z a t i o n  is  b a s e d  on  t he  a r g u m e n t s  
p a s s e d  to t h e  c o n s t r u c t o r .  

T h e  d a t a  o b j e c t  c a n  be  r e p r e s e n t e d  p r o c e -  
d u r a l l y  i n  a t  l e a s t  two w a y s .  T h e  m e t h o d  w h i c h  
i s  c l o s e s t  to  t he  OS6 a p p r o a c h  i s  to r e t u r n  a 
v e c t o r  of  e n t r y  p o i n t s  f o r  t h e  p r o c e d u r e s ,  o n e  
p e r  o p e r a t i o n ,  w h i c h  a r e  d e f i n e d  in  t he  c o n -  
s t r u c t o r .  N o t e  t h a t  a n e w  g e n e r a t i o n  of l o c a l  
v a r i a b l e s  i s  c r e a t e d  e a c h  t i m e  t h e  c o n s t r u c t o r  
f u n c t i o n  i s  e n t e r e d .  T h e r e f o r e ,  t h e  c o n t e n t  a n d  
s t a t e  of e a c h  d a t a  o b j e c t  i s  c o m p l e t e l y  i n d e p e n -  
d e n t  of  a n y  o t h e r .  H o w e v e r ,  f o r  e c o n o m y ,  t h e y  
w o u l d  p r o b a b l y  a l l  s h a r e  t h e  t e x t  of t he  o p e r a t o r  
d e f i n i n g  f u n c t i o n s .  

R e t u r n i n g  a v e c t o r  of  f u n c t i o n s  s t i l l  e x p o s e s  
a p i e c e  of t he  r e p r e s e n t a t i o n ,  n a m e l y ,  t h e  v e c t o r .  
T h e r e f o r e ,  a n o t h e r  r e p r e s e n t a t i o n  f o r  t he  r e s u l t  
of  t he  c o n s t r u c t o r  i s  a s i n g l e  p r o c e d u r e  w h i c h  
t a k e s  a v a r i a b l e  n u m b e r  of  a r g u m e n t s .  T h e  f i r s t  
a r g u m e n t  i s  a c o d e d  v a l u e  w h i c h  i d e n t i f i e s  w h i c h  
o p e r a t i o n  is  to be  p e r f o r m e d ,  w h i l e  t he  r e m a i n -  
i n g  a r g u m e n t s  a r e  t he  o p e r a n d s  of t h a t  o p e r a t i o n ,  
o m i t t i n g ,  of  c o u r s e ,  t he  d a t a  o b j e c t  i t s e l f .  W i t h  
t h i s  a p p r o a c h ,  e a c h  u s e  of a n  o p e r a t o r  d e f i n e d  on  
t h a t  d a t a  o b j e c t  i s  t r a n s l a t e d  i n t o  a c a l l  on  t he  
p r o c e d u r e  r e p r e s e n t i n g  t h e  d a t a  o b j e c t  w i t h  t he  
a p p r o p r i a t e  c o d e  f o r  t h a t  p a r t i c u l a r  o p e r a t i o n .  

T h e  e x t r a  c o d e d  a r g u m e n t  c o u l d  be  e l i m -  
i n a t e d  if t he  OS l a n g u a g e  a l l o w e d  a p r o c e d u r e  to 
h a v e  m u l t i p l e  e n t r y  p o i n t s .  In  t h a t  c a s e ,  t h e  
s t r e a m  o p e r a t o r s  w o u l d  be  t r a n s l a t e d  i n t o  c a l l s  
to t he  a p p r o p r i a t e  e n t r y  p o i n t  in  t h e  s t r e a m  
o b j e c t .  T h i s  t a t t e r  a p p r o a c h  i s  s i m i l a r  to t h e  
h a n d l i n g  of  c l a s s e s  in  S I M U L A  67[7] .  U n l i k e  
S I M U L A ,  h o w e v e r ,  t h e  l o c a l  v a r i a b l e s  a n d  s o m e  
of t h e  n e s t e d  e n t r y  p o i n t s  a r e  no t  m a d e  a c c e s -  
s i b l e  o u t s i d e  t he  p r o c e d u r e  in  w h i c h  t h e y  a r e  
d e f i n e d .  

N o n  B l o c k  S t r u c t u r e d  L a n g u a g e s  

If t he  OS l a n g u a g e  i s  no t  b l o c k  s t r u c t u r e d ,  
t h e n  a n o t h e r  t e c h n i q u e  c a n  be  u s e d .  M o s t  m a j o r  
l a n g u a g e s  h a v e  a c l a s s  of  s t o r a g e ,  c a t t e d  o w n  
in  A L G O L ,  w h i c h  i s  l o c a l  to t he  p r o c e d u r e  b u t  i s  
r e t a i n e d  b e t w e e n  c a l l s  on  t h e  p r o c e d u r e .  If t he  
l a n g u a g e  p r o v i d e s  a w a y  f o r  g e n e r a t i n g  a c o p y  of 
a p r o c e d u r e  w i t h  n e w  i n s t a n c e s  of  a l l  t h e  ow n  
v a r i a b l e s ,  t h i s  c o u l d  be  u s e d  in  p l a c e  of t h e  l o c a l  
v a r i a b l e s  of  a n  e n c l o s i n g  b l o c k .  S i n c e  t he  own  
v a r i a b l e s  a r e  s t r i c t l y  l o c a l  to t he  p r o c e d u r e  i n  
w h i c h  t h e y  a r e  d e f i n e d ,  t he  o n l y  p o s s i b l e  p r o c e -  
d u r a l  r e p r e s e n t a t i o n  i s  o n e  w i t h  m u l t i p l e  e n t r y  
p o i n t s  in  e a c h  p r o c e d u r e  o r  o n e  w h e r e  a n  e n t r y  
c o d e  i s  u s e d  to d i s t i n g u i s h  w h i c h  o p e r a t i o n  i s  to 
be  p e r f o r m e d .  I n i t i a l i z a t i o n  c a n  be  h a n d l e d  by  
p r o v i d i n g  a s p e c i a l  e n t r y  c o d e  o r  e n t r y  p o i n t  
w h i c h  i s  u s e d  by  t he  c o n s t r u c t o r  f u n c t i o n  b e f o r e  
r e t u r n i n g  t h e  n e w  p r o c e d u r e .  
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S y s  t e rn  Considerations 

A l t h o u g h  t he  f o r m a l  s e m a n t i c s  of  a p r o c e -  
d u r e  i m p l y  t h a t  t he  p r o c e d u r e  b o d y  i s  p r o t e c t e d ,  
m o s t  i m p l e m e n t a t i o n s  of p r o c e d u r e s  do no t  
p r o v i d e  p r o t e c t i o n  a t  a l l .  It i s  u s u a l l y  p o s s i b l e  
to r e a d  t h e  t e x t ,  to e n t e r  t he  p r o c e d u r e  a t  a n y  
p o i n t ,  e t c .  If a c c e s s  to p r o c e d u r e s  i s  to  be" l i m -  
i t e d  to the  t y p e s  of a c c e s s  d e f i n e d  in  the  l a n g u a g e  
t h e n  the  s y s t e m  m u s t  p r o v i d e  s o m e  e l e m e n t a r y  
p r o t e c t i o n  f e a t u r e s .  

It  a p p e a r s  to be  n e c e s s a r y  f o r  t he  s y s t e m  
to  t r e a t  p r o c e d u r e s  a s  a p r i m i t i v e  o b j e c t  w h i c h  
c a n  be  s e p a r a t e l y  p r o t e c t e d .  It  s u f f i c e s  to be  
a b l e  to  p a r t i t i o n  s t o r a g e  i n to  r e g i o n s ,  e a c h  of 
w h i c h  is  i n d i v i d u a l l y  p r o t e c t e d .  T h e n  e a c h  p r o c e -  
d u r e  c o u l d  be  r e p r e s e n t e d  by  a r e g i o n  c o n t a i n i n g  
a l i s t ,  c a t t e d  a c a p a b i l i t y  l i s t  [8],  of r e g i o n s  
t o g e t h e r  w i t h  t he  t ype  of a c c e s s  t h a t  i s  a l l o w e d  to 
t h a t  p r o c e d u r e .  One  of t he  r e g i o n s ,  f o r  e x a m p l e  
t h e  f i r s t ,  w o u l d  h o l d  t h e  c o d e  f o r  t he  p r o c e d u r e .  

O n l y  two t y p e s  of a c c e s s  r e s t r i c t i o n s  a r e  
r e q u i r e d .  A r e g i o n  m a y  e i t h e r  be  " f r e e l y  a c c e s -  
s i b l e "  o r  it  m a y  be " e n t e r  o n l y .  " By  f r e e l y  
a c c e s s i b l e ,  we  m e a n  t h a t  a n y  o p e r a t i o n  t h a t  i s  
d e f i n e d  on  the  c o n t e n t s  of  t he  r e g i o n  b y  the  s y s t e m  
m a y  be  p e r f o r m e d .  In  m o s t  c u r r e n t  s y s t e m s ,  
f r e e l y  a c c e s s i b l e  w o u l d  c o r r e s p o n d  to h a v i n g  

r e a d ,  w r i t e ,  a n d  e x e c u t e  a c c e s s .  E a c h  p r o c e -  
d u r e  s e e s  o t h e r  p r o c e d u r e s  a s  " e n t e r  o n l y "  
r e g i o n s .  

T w o  c l a s s e s  of  a c c e s s  a r e  s u f f i c i e n t  
b e c a u s e  a p r o g r a m  c a n  o n l y  a c c e s s  p r o c e d u r a l l y  
e n c a p s u l a t e d  d a t a  by  w a y  of t he  o p e r a t i o n s  f o r  
w h i c h  it  h a s  e n t r y  p o i n t s .  By  c o n t r o l l i n g  w h i c h  
e n t r y  p o i n t s  o r  e n t r y  c o d e s  a r e  m a d e  a v a i l a b l e  
w h e n  a n  o b j e c t  i s  c o n s t r u c t e d ,  t he  a c c e s s  tO t h a t  
o b j e c t  i s  . c o n t r o l l e d .  T h i s  i m p l i e s  t h a t  t he  r e p r e -  
s e n t a t i o n  of a d a t a  o b j e c t  m a y  a d m i t  o r  c o n t a i n  
o n l y  a s u b s e t  of the  e n t r y  p o i n t s  f o r  o p e r a t i o n s  
d e f i n e d  on t h a t  d a t a  t y p e .  F o r  e x a m p l e ,  a " r e a d  
o n l y "  s t r e a m  o b j e c t  m i g h t  no t  h a v e  a n  e n t r y  
d e f i n e d  f o r  O U T .  

T h e  s y s t e m  m u s t  a l s o  s u p p l y  e n t e r  a n d  
r e t u r n  o p e r a t i o n s .  T h e  e n t e r  o p e r a t i o n  p r o v i d e s  
t h e  o n l y  w a y  to c a l l  a n o t h e r  p r o c e d u r e  a n d  to 
p a s s  a c c e s s i b i l i t y  to t h e  r e g i o n s  t h a t  h o l d  t he  
a r g u m e n t s .  U p o n  t h e  e x e c u t i o n  of a n  e n t e r ,  t h e  
s y s t e m  w o u l d  s u s p e n d  the  c u r r e n t  p r o c e d u r e  a n d  
i t s  c a p a b i l i t y  l i s t ,  a n d  w o u l d  b e g i n  e x e c u t i o n  a t  
t h e  a p p r o p r i a t e  e n t r y  i n  the  r e g i o n  h o l d i n g  t he  
c o d e  f o r  t h e  p r o c e d u r e  b e i n g  e n t e r e d .  T h e  n e w l y  
e n t e r e d  p r o c e d u r e  w o u l d  be  g i v e n  a c c e s s  o n l y  to 
t he  r e g i o n s  in  i t s  c a p a b i l i t y  l i s t  p l u s  t h o s e  p a s s e d  
to  it by  t h e  c a l l i n g  p r o c e d u r e .  T h e  s t a t e  a n d  
c a p a b i l i t y  l i s t  of t he  c a l l i n g  p r o c e d u r e  i s  s a v e d  
on  a h i d d e n  s t a c k  to be  r e a c t i v a t e d  w h e n  t he  
n e w l y  e n t e r e d  p r o c e d u r e  r e t u r n s .  T h e  r e t u r n  
o p e r a t i o n  c a n  o p t i o n a l l y  r e t u r n  a c a p a b i l i t y  l i s t  

to  be  a d d e d  to  the  c a p a b i l i t y  l i s t  of t he  c a l l e r  w h e n  
it  i s  r ~ a e t i v a t ~ d .  

T h e s e  f a c i l i t i e s  m a k e  it  p o s s i b l e  to t r e a t  
e a c h  p r o c e d u r e  o r  s e t  of  p r o c e d u r e s  d e f i n i n g  a 
s i n g l e  c o m p o n e n t  a s  a s e p a r a t e  d o m a i n  [8].  In  
f a c t ,  p r o c e d u r a l  e n c a p s u l a t i o n  is  a good  w a y  to 
u s e  h a r d w a r e  w h i c h  i m p l e m e n t s  d o m a i n s .  
B e c a u s e  e a c h  s y s t e m  c o m p o n e n t  i s  i n d i v i d u a l l y  
p r o t e c t e d ,  t h e  s u p p o r t  f o r  d o m a i n s  s h o u l d  be  
de s ign6~ t  to h a n d l e  a n u m b e r  of  r e l a t i v e l y  s m a l l  
d o m a i n s .  

S o m e  s y s t e m s  do no t  i m p l e m e n t  d o m a i n s  
b u t ,  i n s t e a d ,  g r o u p  c a p a b i l i t i e s  w i t h  p r o c e s s e s .  
In  t h e s e  s y s t e m s ,  it i s  n e c e s s a r y  to s w i t c h  
p r o c e s s e s  to c h a n g e  t h e  a c t i v e  c a p a b i l i t y  l i s t .  It 
w o u l d  a p p e a r  t h a t  p l a c i n g  e a c h  c o m p o n e n t  (i. e .  , 
t h e  p r o c e d u r e s  r e p r e s e n t i n g  t he  c o m p o n e n t )  in  a 
s e p a r a t e  p r o c e s s  i n v o l v e s  m o r e  o v e r h e a d  t h a n  
u s i n g  s e p a r a t e  d o m a i n s  b e c a u s e  e a c h  p r o c e d u r e  
c a l l  w o u l d  r e q u i r e  a p r o c e s s  s w i t c h .  H e n c e ,  on  
s u c h  s y s t e m s ,  p r a c t i c a l  u s e  of p r o c e d u r a l  e n c a p -  
s u l a t i o n  m a y  be  r e s t r i c t e d  to t h o s e  c o m p o n e n t s  
w h o s e  e x e c u t i o n  t i m e  w o u l d  n o r m a l l y  h i d e  t he  
i n c r e a s e d  o v e r h e a d .  

C o n c l u s i o n s  

P r o c e d u r a l  e n c a p s u l a t i o n  i s  a u s e f u l  t e c h -  
n i q u e  f o r  b u i l d i n g  m o d u l a r ,  r e l i a b l e  o p e r a t i n g  
s y s t e m s .  W i t h  a p p r o p r i a t e  s u p p o r t  f r o m  the  
o p e r a t i n g  s y s t e m ,  it c a n  p r o v i d e  p r o t e c t i o n  f o r  
d a t a  o b j e c t s .  B o t h  a c c i d e n t a l  d e s t r u c t i o n  o r  
m o d i f i c a t i o n ,  a n d  i n t e n t i o n a l  s u b v e r s i o n  a r e  
p r e v e n t e d .  T h i s  f o r m  of p r o t e c t i o n  is  e a s y  to 
u s e  c o r r e c t l y  s i n c e  it  i s  i n t e g r a t e d  w i t h  a n a t u r a l  
b u i l d i n g  b l o c k  f o r  s y s t e m  c o m p o n e n t s :  p r o c e d u r e s .  

T h e  s e t  of a s s u m p t i o n s  t h a t  c a n  be  m a d e  
a b o u t  a m o d u l e  i s  m i n i m i z e d .  B e c a u s e  r e p r e s e n -  
t a t i o n a l  d e t a i l s  a r e  e n c a p s u l a t e d  w i t h i n  p r o c e -  
d u r e s ,  t he  r e p r e s e n t a t i o n  c a n n o t  be  m a n i p u l a t e d  
n o r  i t s  f o r m  d i s c o v e r e d .  T h e r e f o r e ,  t he  r e p r e -  
s e n t a t i o n  c a n  be  m o d i f i e d  to f i x  b u g s  o r  to e n h a n c e  
p e r f o r m a n c e  w i t h o u t  i n t r o d u c i n g  p r o b l e m s  c a u s e d  
by  i n v a l i d a t i n g  a s s u m p t i o n s  m a d e  in o t h e r  
m o d u l e s .  

T h e  c o r r e c t n e s s  of  a p a r t i c u l a r  r e p r e s e n -  
t a t i o n  i s  e a s i e r  to e s t a b l i s h  b e c a u s e  the  s e t  of 
a p p l i c a b l e  o p e r a t i o n s  is  s t r i c t l y  l i m i t e d .  T h e  
i n a c c e s s i b i l i t y  of t he  l o c a l  v a r i a b l e s  a l s o  m a k e s  
c o r r e c t n e s s  d e m o n s t r a t i o n s  s i m p l e r .  A p u r e l y  
l o c a l  a r g u m e n t  s u f f i c e s  to e s t a b l i s h  c o r r e c t n e s s .  
F i n a l l y ,  t he  p r o c e d u r a l  a p p r o a c h  g i v e s  the  OS 
l a n g u a g e  a p o w e r f u l  f o r m  of e x t e n s i b i t i t y  a n d  
p r o v i d e s  a f r a m e w o r k  f o r  s t r u c t u r e d  p r o g r a m -  

r u i n g .  T h e  a u t h o r  b e l i e v e s  f a c i l i t i e s  f o r  p r o c e -  
d u r a l  e n c a p s u l a t i o n  s h o u l d  be  p a r t  of  e v e r y  OS 
l a n g u a g e  a n d  i t s  s u p p o r t i n g  o p e r a t i n g  s y s t e m .  

145. 



A cknowled~men t s  

The work  d e s c r i b e d  in this pape r  was 
p r o m p t e d  by the work  of J .  H. M o r r i s  [9]. The 
he lpful  sugges t i ons  m a d e  by B a r b a r a  L i skov ,  J .  
E. Stoy, and Leo R o t e n b e r g  a r e  g r a t e f u l l y  
acknowledged .  

R e f e r e n c e s  

[1] D i j k s t r a ,  E. W. ,  "Notes  on S t r u c t u r e d  
P r o g r a m m i n g "  in S t r u c t u r e d  P r o ~ r a m r n i n ~  
( C . A . R .  H o a r e ,  ed), A c a d e m i c  P r e s s ,  New 
Y o r k - L o n d o n ,  1972 

[2] P a r n a s ,  D. L . ,  " I n f o r m a t i o n  D i s t r i b u t i o n  
A s p e c t s  of D e s i g n  Methodology ,  " I F I P  
C o n g r e s s  P r e p r i n t s ,  (1971) 

[3] L i skov ,  B. H . ,  "A Des ign  Methodo logy  for  
R e l i a b l e  So f twa re  S y s t e m s ,  " F J C C  P r o c e e d -  
ings ,  Vol.  41 (1972), 191-199 

[4] Corba to ,  F.  J . ,  S a l t z e r ,  J .  H . ,  and C[ingen,  
C. T . ,  " M u l t i c s - T h e  F i r s t  Seven  Y e a r s ,  " 
SJCC P r o c e e d i n g s ,  Vol. 40 (1972), 571-583 

[5] Stoy, J .  E . ,  and S t r a c h e y ,  C . ,  "OS6-An  
E x p e r i m e n t a l  O p e r a t i n g  S y s t e m  for  a S m a l l  
C o m p u t e r .  P a r t  1: Gene ra [  P r i n c i p l e s  and 
S t r u c t u r e ,  " C o m p u t e r  J .  Vol. 15, No. 2 
(1972), 117-124 

[6] Stoy, J .  E . ,  and S t r a c h e y ,  C . ,  "OS6-An  
E x p e r i m e n t a l  O p e r a t i n g  S y s t e m  for  a S m a l l  
Computer. Part 2: Input/Output and Filing 
System, " Conaputer J _. Vol. 15, No. 3 
(1972), 195-203 

[7] Dahl, O. J., Myhrhaug, B., and Nygaard, 
K., the SIMULA 67 Common Base Language, 
Norwegian Computing Center, Oslo, 
Publication No. S-22, 1970 

[8] Lampson, B. W., "Dynamic Protection 
Structures, " FJCC Proceedings, Vol. 35 
(1969) 

[9] M o r r i s ,  J .  H . ,  J r . ,  " P r o t e c t i o n  in P r o -  
g r a m m i n g  L a n g u a g e s ,  " C o m m .  ACM, 
Vol.  16, No. 1 ( J a n u a r y  1973), 15-21 

146. 


